COMPLETE VISIBILITY INTO YOUR VIRTUAL NETWORKS
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PRODUCT OVERVIEW

Profitap VTAP provides complete visibility of VM ‘
Profitap vTAP manager

traffic (including inter-VM) for security, availability, and

performance monitoring.

Virtual Data Center

Within the span of a decade, the use of server virtualization

Hypervisor 3

has become a standard industry practice. This shift has "”"’""”“"

dramatically improved IT efficiency in companies around HW”T':/M ] [ n ] [ wm ]
the world, benefiting from improved scalability, high T T T
availability and greater workload portability. Businesses can VvTAP vTAP
now do more with less. [ l o l }

This shift also means that you need a new, scalable and

easy to manage approach to get complete visibility into

|
(inter-) VM traffic, in order to monitor for performance, Filtered VAP Traffic J

security and availability. Profitap X2-Series
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To gain visibility in virtual traffic and forward filtered i J
network traffic to network security and network monitoring = @) 2.0
tools, you need a Virtual TAP (VTAP). ||.||“l| = =
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FEATURES

Enables security, availability, and performance through proactive monitoring of virtual data centers
Complete visibility of traffic in virtual environments, eliminating blind spots
Central management interface for a single overview of the entire virtual visibility system

Filtering helps bring down the virtual traffic to actionable data and prevent network congestion

Easily scalable

Forward virtual traffic back into physical network for analysis
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Provide inter-VM traffic visibility

Complete visibility of VM traffic (including
inter-VM east-west traffic flows) for security,
availability, and performance monitoring.

Profitap VTAP taps directly on the VMware
infrastructure, which means no extra privileged
access to the hypervisors is required.

Highly scalable orchestrator

The VTAP controller is able to manage
visibility of thousands of VMs in a simple and
comprehensive way.

Based on your requirements, Profitap VTAP can
scale at the click of a button and grow with
your network.

Filter traffic of interest

Flexible filters with L3 and L4 criteria and
exclude & include filters can be set up to make
efficient use of available bandwidth, ultimately
preventing network congestion.

Filtered data can be forwarded to any available
interface.

Single pane of glass management

One single interface to manage visibility of all
your virtual datacenters. This enables you to set
up and manage your virtual monitoring system
quickly and easily.

Versatile traffic exporter

Filtered traffic flows of interest can be
forwarded to any type of traffic collector,
analyzer, located in the same virtual datacenter
or remote, as well as Profitap physical Packet
Brokers.
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