SteelCentral™ Packet Analyzer Reference Manual

Version 10.8
January 2015

riverbed



© 2015 Riverbed Technology. All rights reserved.

Riverbed®, SteelApp™, SteelCentral™, SteelFusion™, SteelHead™, SteelScript™, SteelStore™, Steelhead®, Cloud Steelhead®,
Virtual Steelhead®, Granite™, Interceptor®, Stingray™, Whitewater®, WWOS™, RiOS®, Think Fast®, AirPcap®, BlockStream™,
FlyScript™, SkipWare®, TrafficScript®, TurboCap®, WinPcap®, Mazu®, OPNET®, and Cascade® are all trademarks or
registered trademarks of Riverbed Technology, Inc. (Riverbed) in the United States and other countries. Riverbed and any
Riverbed product or service name or logo used herein are trademarks of Riverbed. All other trademarks used herein belong to
their respective owners. The trademarks and logos displayed herein cannot be used without the prior written consent of
Riverbed or their respective owners.

Portions of SteelCentral™products contain copyrighted information of third parties. Title thereto is retained, and all rights
therein are reserved, by the respective copyright owner. PostgreSQL is (1) Copyright © 1996-2009 The PostgreSQL
Development Group, and (2) Copyright © 1994-1996 the Regents of the University of California; PHP is Copyright © 1999-2009
The PHP Group; gnuplot is Copyright © 1986-1993, 1998, 2004 Thomas Williams, Colin Kelley; ChartDirector is Copyright ©
2007 Advanced Software Engineering; Net-SNMP is (1) Copyright © 1989, 1991, 1992 Carnegie Mellon University, Derivative
Work 1996, 1998-2000 Copyright © 1996, 1998-2000 The Regents of The University of California, (2) Copyright © 2001-2003
Network Associates Technology, Inc., (3) Copyright © 2001-2003 Cambridge Broadband Ltd., (4) Copyright © 2003 Sun
Microsystems, Inc., (5) Copyright © 2003-2008 Sparta, Inc. and (6) Copyright © 2004 Cisco, Inc. and Information Network
Center of Beijing University of Posts and Telecommunications, (7) Copyright © Fabasoft R&D Software; Apache is Copyright ©
1999-2005 by The Apache Software Foundation; Tom Sawyer Layout is Copyright © 1992 - 2007 Tom Sawyer Software; Click
is (1) Copyright © 1999-2007 Massachusetts Institute of Technology, (2) Copyright © 2000-2007 Riverbed Technology, Inc.,
(3) Copyright © 2001-2007 International Computer Science Institute, and (4) Copyright © 2004-2007 Regents of the
University of California; OpenSSL is (1) Copyright © 1998-2005 The OpenSSL Project and (2) Copyright © 1995-1998 Eric
Young (eay@cryptsoft.com); Netdisco is (1) Copyright © 2003, 2004 Max Baker and (2) Copyright © 2002, 2003 The Regents
of The University of California; SNMP::Info is (1) Copyright © 2003-2008 Max Baker and (2) Copyright © 2002, 2003 The
Regents of The University of California; mm is (1) Copyright © 1999-2006 Ralf S. Engelschall and (2) Copyright © 1999-2006
The OSSP Project; ares is Copyright © 1998 Massachusetts Institute of Technology; libpg++ is (1) Copyright © 1996-2004 The
PostgreSQL Global Development Group, and (2) Copyright © 1994 the Regents of the University of California; Yahoo is
Copyright © 2006 Yahoo! Inc.; pd4ml is Copyright © 2004-2008 zefer.org; Rapid7 is Copyright © 2001-2008 Rapid7 LLC;
CmdTool2 is Copyright © 2008 Intel Corporation; QLogic is Copyright © 2003-2006 QLogic Corporation; Tarari is Copyright ©
2008 LSI Corporation; Crypt_CHAP is Copyright © 2002-2003, Michael Bretterklieber; Auth_SASL is Copyright © 2002-2003
Richard Heyes; Net_SMTP is Copyright © 1997-2003 The PHP Group; XML_RPC is (1) Copyright © 1999-2001 Edd Dumbill, (2)
Copyright © 2001-2006 The PHP Group; Crypt HMAC is Copyright © 1997-2005 The PHP Group; Net_Socket is Copyright ©
1997-2003 The PHP Group; PEAR::Mail is Copyright © 1997-2003 The PHP Group; libradius is Copyright © 1998 Juniper
Networks. This software is based in part on the work of the Independent JPEG Group the work of the FreeType team.

This documentation is furnished “AS IS” and is subject to change without notice and should not be construed as a commitment
by Riverbed Technology. This documentation may not be copied, modified or distributed without the express authorization of
Riverbed Technology and may be used only in connection with Riverbed products and services. Use, duplication, reproduction,
release, modification, disclosure or transfer of this documentation is restricted in accordance with the Federal Acquisition
Regulations as applied to civilian agencies and the Defense Federal Acquisition Regulation Supplement as applied to military
agencies. This documentation qualifies as “commercial computer software documentation” and any use by the government
shall be governed solely by these terms. All other use is prohibited. Riverbed Technology assumes no responsibility or liability
for any errors or inaccuracies that may appear in this documentation.Individual license agreements can be viewed at the
following location: https://<appliance_name>/license.php

This manual is for informational purposes only. Addresses shown in screen captures were generated by simulation software
and are for illustrative purposes only. They are not intended to represent any real traffic or any registered IP or MAC addresses.

riverbed

Riverbed Technology
680 Folsom St,
San Francisco, CA 94107

Phone: 415247 8800

Fax: 415 247 8801 712-00094-14
www riverbed.com




Contents

OVETVIEW ..ooeereueereeareseeseessessesseesse s s sessse s es s esses s s eSS RER 8 S £ SRR 1SR R R R R A8 SRS SRR re R R R 1
SteelCentral NetShark arChit@CTUIE ... et seesssesssees e sssssssessesssess e ss st ssss s s s s sasesnsens 1
SteelCentral PACKEt ANALYZET ... erieeieseesesseesetseesesessse s s ssessss s s s s ssse bbb et ass b 2
Packet AnalyzZer— FEature SUMIMATY ... sssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnns 2

Graphical USET INTETITACE ..ciicrieinsenisesssssssssssssssss s ssssssssssssss st sessss st ssssss s sssssssssnsssssassssssssssasesanes 3
WITeSHATK INTEEIATION w.euceeieereeeceeeereeseceset ettt esse s e sees e s s ssse bbb e s e s R bbb n s 3
AppResponse with NetShark Module INteZration........oeeereseenseereeseesseisessessesssessssssesessssssessessssssssseans 3
Transaction ANalyzZer INTEEIatioN ... eeceereeeesseseess et sees s s sses s ssss s s s s s s s 5
R0 TS24 o 08 - o PP 7
DI TII- O ettt es e ess s ses s s RS s AR e bR Rt 7
THINE COMEIOL oottt etees ettt b e es e a s s R £ R R R R bbb e 7
FAIEETIIIE .t evueveeeueeseeesesssees e s e s bbb s s REEEER R R R SRR 7
W AECHES ... ceueeeeeeeeesteseese s ee s s b es s s RS R RS R RS RR e 8
2] 0 10) ol 1= =) =Lt ) o TP 8
NELShArK WED INTETTACE ...euueeieereeeesreerect et seesessees e s sss e ess s s bbbt s a bbb 8
Interface to the NetShark Packet Recorder Jobs RePOSITOTY ....oeneminesnessesmenesnsssssssssssssesssssenns 8
Hardware and Software Requirements for Packet ANAlYZEr .....cueninenenessnssssssssssssessessssss 9

GraPhiCal USEI INTETITACE ...ceuieeereeeee ettt s ses s s bbb s s b bbb 11
Graphical User Interface COMPONENTS.....cuiieisssssssssssssssssssssssssssss s ssssssssssssssssssssssssssssssssssssssssssns 11
RIDDOM PANEL ..ttt sssees st ees s s s s s bbb R R Rt 12
SOUICES PANEL.....ooeee ettt sttt s s s R bR e 12
VIS PANCLceieieeetseese ettt et a b s s e RS R R A R bbb e 13
MaAIN WOTKSPACE ..vucveereiessiseissesssssssssssssssssss s sss s s ssssss s ssssssssssssss s sessss s sssssss s s sessss s ssssss s s st sesans 13
EVEIIES PANEL ...ttt e esss s s e s b s s RS R e RReeenbenEes 14
FIIEEIS PANEL... oottt ettt s s R R s R 14
Menu Button, Quick Access Toolbar, and Status Bar.......cinsnsessssesesesnessesssssssssssssssssessesseses 15

1 =) oD 2 100 ) U 16
L0101 @02 oo =TT Ko Yo 1 o - ) o 17
B0 0T =) 4L 18
R = LoD R 2 ) PP 23
HOIMNE RIDDOT oottt sees et assess s b esse s e bbb s bR R R R e bt 24

SteelCentral™ Packet Analyzer Reference Manual iii



= Lo Y b 1 (T 24

A TTACE Fil. ettt ceees ettt ees s es s es e bbb s R R R s bR ne bbb et es 24

F2 N T B 20 U =) oD TSP TT PO 25
CLEAT LIST.euueuuieueeeseerssessseessesssseesseesseessseesseessse e ss e s st s £s s bR R AR E SRR R Rt SRnn R 25
5 13 0 /TP 25
PIODES ettt s R £ AR AR AR R R AR eErebare e 25
GEINETAL...eeeeeeeeeeeeeee ettt s e es e s e R s £ R A £ S S £ R E AR R £ e E ARt R e 25
SBAT TR ettt ettt ettt s R RS RERERR R R AR R R AR RS R e snEReER R 25
UDAALE SOUICES ..vveerirersesseissessssssssssssssssssssssssss s sssssss s sesssssssssssssss s ssss s sessss st sessss s ssssssnssss st sessssssssnssnns 26
CLOSE ALL TADS.....oueuieureeeeueesreeseesseusesssesseesseesesse s s sses s ssse s e Ea s s8R s bR R e bR R E R e Rt 26
GELHNE STATTEM ...veeueeeeeeueiree st sesse s essees st s s s sse s s s e s eSS R AR e R R st R bbb 26
WWETELESS . vureeeeeeseesseeseessseesse s s s ssees s s bR R R R £ RS ER R AR R R e Rt n s 26
00 0T 0L (=] 13PTSR 26

LD T=Tod 4 01 T 4 B A= £ 27
VIBW ettt tceeeeessesscsses s ee e e e s s s s E e AR SR SR8 12 £ £ R SR8 AR AR AR AR SRR SRR RS SR nE R RnE AR e 27
00 T /PP 27
N2 27

2 ET ] 0 ) O 27
DIBLACK .vueecet et ee e s e bbb bR R R SRR R R RS AR 28

(00 0T U AT =] (=Tl o) o IO TSSOSO 28
SENA 10 WITESNATK .uvcvreeieeieeeetreiese i isetees s ses s bbb s bbb s bbb e e 28
Send to SteelCentral TranSaction ANALYZET ......oereenneereeseeseeseesesesssesss s ssss s sssssssssssssssssssssnns 29
SEIIA 10 FILE ..ottt et ees s b s b SRSt 29
DITIIL DOWIL.ccoetteeecteetsseeseessesess s s s s s ss s ess s R R R R R R R ke 29
010 )70 PP 29
COPY CRATt . ettt ettt es et ee s s s s a e s a AR S E A bR AR et et 29
TAME CONTIOL.ce ettt sttt eeesees s bbb s bR s8R R SRR SRR R Rt 31
Time CONtrol FUNAAMENTALS ...t seeeeesserseesse st sessssesssesssesssssess s ssss s s ss s ss s sssssssssens 31
TimMe CONLIOL RIDDOM ..ottt s e s s a b s bR bbb 34
QUICK NAVIZATION cvueurieucereeureeseeseessesseesesssessesseesse s sesses s sssse s s s s Ease s s £ A E s R R bbb s 34
7T =4 1 34

R =] 01 5 U PP 34
SEED FOTWATA ..ttt ettt st e s s RS E R e AR R bR R bbb 34

0 o PPN 35

iv

SteelCentral™ Packet Analyzer Reference Manual



Y=Y (=Tt Lo ) o W D200 or= X (o ) o AR 35

THIME SEIECTION oottt ettt ce e s es e es et s se bR SRR R R AR AR bbb et 35
WALCRES AN EVENES ...t setsessset s s e ssssse e ssess s sess s bR R e s et nn b 37
Creating Watches on Strip Charts and Bar ChartS.......eeeenessesessesssessessssssssssssssesssessssssssees 37
WaAtCh iN SOUICES PANEL ..ottt sessssss s sssssss s s sssss st as s ssss s s snnas 38
Context Menu for Watch Applied t0 @ LIVE SOUICE......cereereeneeseieceseeseisseseesse s ssesssssssssssssssssenns 38
Context Menu for Watch Applied t0 @ TTace File ... ssesessssssesssssees 38
THE WALCH EQITOT ovuucvuieeeeeeceeisees e essese et ssse st st seesss s s s s s s s s b e s e 38
NaAME ANA DESCII PO iiiirriererinesrrei s bbb bR s 39
) LT 40
ENADIEA. ... ettt ettt ettt et a s s s s RS R AR R R R et 40

B0 0=l 000) o U U (o) 3 T POV 40
Entering Values in WatCh TIiZEETIS ... eereeeeseersessessseesssssssesssesssssssssssssssssssssssssssssssssssssssssssssssasssesssseess 41
Expanded Trig@er CONAITION ... ereereeseeseeseesseeseieessessessesssessssseessessss s s sss bbbt s s 42
MUILI-TINE STEIP CRATTS.cuitiieeeeeeseereeece et sssee s ee s es b s bbb bbb bbbt 42
Timing Details fOr Bar CRAITS. ... eeeereeseeeeessessess s sssessssessesssssssssessssssss s sssesssssssssssssssssssssssasssssssssees 43

2 051 ) o PP 44
TTaNSIION CONAITIONS. ..iuuicerieureeeeuriesetseesseeete s ees e s essebsses e e s sse bbb s bbb s bbb ase bbb snties 44
INOLIEY M ouretceersesesssesssssesssssssss s sessss st s s e R A R R R e 46
Send an email with the watch event details....... s sesssssssesse e 47
SEATt @ PACKET CAPLULE ..ocvreereeetreeereiecteessee s sess e s s ss bbb s bR s bbb 48
Send a remote syslog Message OVET UDP...... e sesseseesesisessessesssssss s ssssssss s ssssssssessssssssanes 48
Log the events in the Probe’s SYSIOZ ... ssessssssss s ssssssessssssssssssessssssnss 49
=) et 08 o1 0 (TcT o] o PR 49
STOP @ CAPLUTE JODouieieriiceeeree ettt es st st R s bbb b 49
Log the events in a CSV file 0n the NetShark ... seesseses s sessssseees 49
Watches/EVENTS RIDDOMN ... sssssss s ssssss s sssssss s sssssssssssssssasssssssssesssssssssssnssssanees 50
A WALCH oottt ses s s ss b e s s s R RS R R AR R bR 50
SEIECEEA WALCIES ....euieeceeeeeeeeestieet ettt et et ssse b a s s bR bbb e 50
Edit SEIECTEA WALCR ..ottt bbb s bbb 50
REMOVE SELECEEA WALCH ...ttt ss st s et 50
Enable Selected WatCh....... e sesssesssssesssesss s sssssssss s sssesssessssssssesssesssssenss 51
Disable SEleCted WatCh. ..o seesseeesseesseesssesseseesse s sees e sssesssessssssssss s es s ss s sssasssesssseens 51
Filtering EVEINTS SECTIOM. ...iiuoieereeeseeesseesseetsesesseesseesssssssesssssssss s ss st st sess s ss s s et 51

SteelCentral™ Packet Analyzer Reference Manual v



R TS 230 S 1 =Y 53

PrODES FILET .ottt sttt sttt e e es e s bR R R e Rt e 53
SEVETTEIES FIIEOT oottt ettt es s s s R s AR bbb 54
SEVETIIES LIS .ureercuueeuiesseerseisseesseeseese s sssse s s s s RS ReEaER R e R bR 54
Watches and EVENES FIlteT .. ssessseessessssssssesssesssssesssss s ssss s s sssessssssssssssassssssssssssseens 54
EVEINES OVEIIAY . cutieureureeureeeeueeureeseesse s eessebsess s s s b et s s s s R8s e R AR AR E bt o0 55
Predefined WatCREs ...ttt esse et s e s s s R st 56
REPOTEINE RIDDOT coouveeeeeceiieieet ettt s s sssees e es s b s bR bR bbb 58
GENETATE REPOT T uiruiuirersinesissssissesse s sss s bbb s s s s s R bR AR 58
CUTTENT VIEW ..ooeeetceeeaeeeeeuseesees et seesse st ssssse s s ssse e s s e bbb RS se £ E s e ER RS R b st bbbt 58
AL VIEWS eeteeeeeeretseeuseesse s setsse s esssssse s st sess s s s £ ss EEE4£ER R AR 4 AR e AR bbbt 59
FOTINAL c1vuveteeeiieeeeeee s st bbb s s s8R RS ER R R R Rt 59
OPEIN REPOTES c.eeeeseerriretseiss s ssssssese s ssss s s s s s s s AR e 60

1Y D0 B T =) 40 ) o PP 60
=T P 60
CANEE FOIART .ottt ettt et ss s b s b bR bR R R 60
BIOWSE FOIAET ..ottt ettt st s R bbbt 61
N0 0. 61
THELE ettt ettt ettt et es s e e s Es R R RS RS R R SRR SRR R AR AR 61
Analyst/Client INfOrMation.. .. ssssss st sasssssssssssssssssans 61

D TEE) o 4 ) PP 61
REPOIt DESIGNET RIDDOMN ..ccuieeieeetireese ettt sttt ess bbb b s bbbt 62
N3] 17 U PP 62
ITICIUAES w.oueeereeereeesrensseseesse s ssees st ess bbb s £ ER R AR R SRR AR bR AR Rt 62
00 0T Vo V=L 0 o PP 62
TaDIE Of COMEENTS ..ouvcereeeeecereiecseeuree st sesse s ee s sssesses b s s R s s R e bbbt 62
CRLECKSUITIS w..ovetreesseeseeesesesseess e sssessseesssessses e ess s s s b RS R R Rt 63
COVET PAZE oo bR 63
DAta S TaADIE...cuiereeceereeretees ettt bbb s bR s AR R Rt 63
VISUAL SETEIINES ...cvuevueeseerersseesseesseseessesssess s sssess e sssesss s ssses s e s s s sssees s s s e s p s 63
White Chart BACKZIOUING........oueeeereeeseeseesesrsssssessssessesssessssssssessesssssssssessssssss s s s sssasssessssssssassssssssessssssans 63
Draft IMAaGeS (FaASTEI) i crereereerrersseesseeseessessesssesssss e sssesssessssssssess s sssssessss s sssss s s ss s s s sssess s ssssssssssseeas 63
Yo Y ] o T 64
) /1= 64

vi SteelCentral™ Packet Analyzer Reference Manual



DHESPIAY cvreureeucereeurerseeseesseeseeseessesssesssesse s s sesse b e s s Euse e s s R R £ AR SAE R E SRR EA SRR R AR AR AR R 64
P A WA TN oottt sttt b s s s bR R R R e s 64
FULL PAE...ouieieeeeetiseesseetssesetise s st s s s s R R R R R s R b 64
000 ) o U 64

ClOSE DESIGIET ..ccereeeereeureeeiueeureesesesse e s ees e ess b s s s s bR SRR ER £ eE R bbbt 65

ACCESSING REIMOLE PIODES ..ottt seesse s e s st e b st 67
REINOTE RIDDOMN oottt ene s es s bbb s s AR 67

PIrODE MaNQ@EMENT....cuuceuceueeseereerssessseessesessessseessesssssesssesse s s s s s s s s s s s s ass b e b s R e s s saens 68
A PrODE ...ttt es et sse s s AR ER AR R AR e s b 68
PrODES ettt ettt e et R R SRR R AR R SRR AR AR R Rt 76

a8 0] 0TI Y=Y (=T o) o VOO OSSPSR 77
SELECT All PTODES ...coeereeeeeeeteeessressetsesssess s s sees s st s s bbb bbb R bbb 77
EXPANA SELECTION c.vceeeeeeeeectseeee et e et s s s s b s s s s s b s et 77
COllAPSE SEIECTION ..ottt ettt es bbb es bt s bR e R bR bbb e bbb eti s 77
DiSCONNECE fTOM SELECTEM ...uueeeieeeereeeeeeet et es bbb 77
WWED INEEITACE ...ovuiereneeseeeteee ettt st s s s bR e bR et 77

FLES ettt ettt ettt ca bbb s R RS R £ AR R AR R SRR RS ieE ARt et e benees 78
IMPOTt FIleS INTO PrODES ...t ssssssssss st sssssssssssssssssssssssssssssssssassssssssssanesas 78
EXPOTt FileS frOmM PrODES ...t sssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssassssssssssans 78

VI SELECTION. coeu ettt ettt es s s es b ae s SR et s bbb 78
SEIECE All O PrODES ..ottt ss e bt s e bbb R bbbt 78
ClOSE SELECLEM .....eeveereerreseeeeeenee e ss et ess s s b s s s R RS RER R R bR s R 78
ATEACK 10 SEIECLEM ...eeveeereereeeerte ettt b s s bbb s s bR R 78
Detach fTOM SEIECTEMA. ... ittt ss e bbb s bR s 78
SRATE SEIECEEA WK ..oueeieeeeeteeee ettt s s 79

NetShark PaCKEt RECOTAET ... eseeseetsesessessese s s s e ss s ss s ss bbb b 80

TEITNINOLOZY .evvvereeuerereeeseeesseesseessessesseessse st e ssse s es b s R R RS SRR AR R R R Rt 80

L0 Vo100 Dl 3 o o PSP 81

Add/EQIt CAPEUTE JODS ..ceuiereeeeereereceseiseteessessessesssse s sssssse s sssssses s s s base s st s s bbbt 83
CAPLULE SETHINEGS .o RS SsEeEsRRpebsEssEeRRe 84
ReteNtiON SETEINGS. i 85
Capture JOD CONTIOI DULLOIS w..oveereeeemeesseerseesessesssessseesssesssesssesssseessesssessssssssssssssssesssesssessssesssessssssmssesssssasssssssses 87
Capture Jobs in the Packet Analyzer Devices Panel..... s 88

SteelCentral™ Packet Analyzer Reference Manual vii



Capture Jobs in the Packet Analyzer Files Panel......issssssssssssssssssssees 89

SOUICES PANEL ...ttt ettt et es s e s RS s R e R R st et ehe s 103
D 1274 (T 103
Wired EthernNet AdAPLErS. .. iiissssssssssssssssssssssssssss s sssssssssssssssssssssssssssssssssss s ssssssssssssssssssssasans 104
WITEIESS AAPLETS. civuirieerieessessesssss s ss s s s s R e 104
Context Menus in the DeVICES PaANEl. ... ssseesssise e sssssssssse s s s sssssssssss s sssssssanes 105
With NO ProDes SEIECTEA. ...ttt ese s es e sss s ss s s st s e 105
With @ NetShark SEIECLEA ...coreureerecereerereeteeeeisse st sees s sess s sssses s s s s b s s 105
With an Interface Selected 0n LOCAl SYSTEIM ... ssssssssssssssssssssssssssssssssssssssnns 106
With an Interface Selected 0n @ NEtSNATK ...ttt es s ssssse s ssssssssssssans 107
With a Job Virtual Device Selected (NetShark) ... esesseesesssessessssssesssssssans 107
With a View Selected (Local System and NetShark)......ssssssssssssssssess 108
FALES ettt et tes st e s es b s SRR RS R R AR SRR R R R 109
Context Menus in the FIles PANEl....... et isss s sssss et ssss s sssssssssssssssssanes 111
With Nothing or Local SyStem SeleCted.......oeeneireereeseseesessse s ses s sssssss s ssssseens 111
With @ NetShark SEIECLEA ..cuvueeeeereeeerset ettt seseseesse s sssses s sssses s es b s s 111
With a Trace Folder Selected on LOCal SYStEIM ...t ssssessessessessssss s sssssssenns 113
With a Trace File Selected 0n LOCAl SYSTEM ...ttt sssesssessessssssss s ssssssssans 114
With a Trace Folder Selected on a Remote NetShark .......ceeeniensseessessessseesssessseesseesseeens 116
With a Trace File Selected on a Remote NetShark ... ssseeessessseesseeens 117
With the Jobs Repository Folder Selected on a Remote NetShark .........nnennncnsenseenecneenn. 119
With a Job Trace Selected on a Remote NetSharK ... s sssssssssesesssssssssssssessessens 119
With a Trace Clip Selected on a Remote NetSharK......esssss s ssssssssssnns 120
WIth @ VIEW SELECEEM ..uveereeeeeeeeeetseetseeseesseesss s s ss bbb s s sssess s es s s et 122
Multi-Segment and METZEA SOUTCES ......orueereerirreeseeseesseessessessessssssessesssssssssssssssssssssssesssssssssssssssssssssssnes 122
VIBWS PANEL ..ottt ettt bt bbb e SR s Rt nbanb s 126
USINE VIBWS.o.itiitiisisisisssisisss s ses s s s RS RE R Shns 127
Applying a View (Local OF REIMOTE SOUICES).....vuueererereernireesssessesssessssssssssssssssssssssssssssssssssssssssssssseses 127
Applying a VIEW With @ FIIter ...t seesssesesssesssessssesse s ssssssssssss s sssssssssesssesssssens 128
Applying Views in Multi-Segment CONTEXLS ... rmmreremseessnessessseesssesssesssesssssssssessesssssssessssssssesseses 128
Using Views with APPlication MetIiCS.....ceeeneeeeseessesssesesssessssssssssesssesssesssssssssessesssssssssssssssasssanes 128

R0 L0 5 L) ¢ U PO 129
000 01 1= o () L 129
0T Ui 013 PP 131

viii SteelCentral™ Packet Analyzer Reference Manual



RECENTLY USEA ouetieeeietrresesssssssssnsssssssss s sssssssssssssss s s sssssssssssssss sesssss s sessss st sessss s sssssss s ssssssss s sassssnssns 131

L0100 g1 r= ol () L (O 131
CUSTOIM VIEWS....eitieieeessesesessessessesssssessessessesses e ss s sses s ss s e s s s RS E SR s b E s e b e 132
CONEEXE MEIUS ...uvcvueueeserenseeeessessseseessessessssss s ses s s es s £s s R RS R R 132
SEATCH TEXE BOX..euuieueerersesseesseeessesseesssesssessseesssesssesssessssssssesssesssssssssessesssss s ssses s s st ss s ssssssssssssssassssssssans 135
INEETACEIVE VIEWS...oieiececeereareeseeee e seeeessessessessesses e s e sssesesse s s s R AR R AR nr s 137
Regular Views, Fast Views, and FOrbidden VIEWS ... essssessssssssssssssssesssssssssssaes 140
VI EQIEOT couvreurieeeeeeeiseeeseeseseseessecesseesss s s st s es bR R RS R R b 141
The General APPIOACKH .. s b e s 141
Activating the VIEW EdItOr ..ttt ssss st s st 151
The VieW EdItOr INTETTACE ...ttt ssss e sss s sesss bbb st s s 153
Saving a View and Exiting the VIEW EdItOT .....ocrrencneeseessesessessssessesssesssesssssesssesssssssssssssnes 169
ADPLYINE VIBWS .cereeieeiteetseiseeseeseessessss s ssse s ssse s s ss s s s s s b bbb 170
MUILI-CRATT VIEWS w.cecteeecereeereiecset et essessse s et s s s bbbt 171
MiICTOFIOW INA@KING.c.eueereeriereueeereesecuse ettt ess e s s ses et s s seERE R R e e a st 177
INAEXING @ TTACE FIlE ottt s et bbb s s b s b bbb 177
ApPPLy an INdexX t0 @ TTACE File ..ttt ss bbb s 177
000 01 1= o (=) L PP 177
Add MICTOTIOW INAEX c.uveereereeueesseresesesseesessesssessssssssesssessssssss s sssss s sssass s ssss s st s sssssss s sanas 177
INterrupt MiCTOfIOW INAEX ..o ssssss st s s ssssssssssssssssssssssssssasssssssnes 178
REMOVE MICTOFIOW INAEX curieurieieeeeecereisetseesseesessesssse s e s ss st s b s bbb s s s s 178
INAEX ICONS ON TrACE FIlES ... cuieiieiereeecereisee ettt s ssesse s et s bbbt 179
0T U | 013 PP 179
Drag and Drop Cursors for Indexed Trace Files...... s sesesssssssssssssssssssssssees 179
SEATCI TEXE BOX . ivuiueiuieeeereeureieestesse s essessses st sas bbb s RS eER bbbt 180
MAIN WOTKSPACE ...vcereeeereereineseenseessesessesssesessse s ssse s s st s s bR s bbb R 181
000 4L () 0L 182
0T U {013 OO 182
A PP 182
B2 L=T ot o) o TP OP PO 183
UNAOCKING VIBWS....couiviiueerneiseesseetss s cssssssssssssssss et sssssssasssessssssss s sss s s sssss s st sessssssssesssssssssssssssssssasassans 184
000D 0070 ST U (0] 4 T 24 oV 191
DIFAULL .ottt ettt es e s ee s s bbb s AR R R R R et et bt 191
VA3 I =) o o (3PP 192

SteelCentral™ Packet Analyzer Reference Manual ix



Yol 401 | A7 4 (1<) IS 192

HOVET Wt TOOIEIP cerereeeeureeectseeresecss et seesetsseseesse s s esse s eb e s s s s et n s 192
SEIECEEM ..eereeeerecereeeeeeesset s ee e ea et s s s s s b s AR R x £ AR R ER AR AR R R ARt RanE s 193
TOP CONVETSATIONS ...vueueureueerirseserssesse e ssssssessessesse s st s s s s bbb bbb s bbb 193
L0000 012 ¢ L (= 1 PP 194
T OOIEI DS cteueuseereereeurerseeseesse s esseessee e s s s esse b s Ess s Sse£xeER £ SRS £ LR RS R e a e e nEs b e 196
ENLAPOINT .ttt ittt et s ess e ses s s s es s e s AR 4R AR R e e e nEan 196
L0100 0 A7) 7= 11 () o PPN 197
RYTo LR T=) oot D E=T o4 - 1 o U PP 199
502 =) TP 199
Multi-Segment SEQUENCE DIAZIAIMN ... sersessessseesss s ssessse s sss st s ss s b ssss st s 200
INOA . eeeeeeeseeseess s ees s st s e st s ssER R R RS E SRR R RS AR R R SRReE Rt R s 201
INOAE LAYOUL covuctiereisecriesesssssss s sssssse s sssssssssssssssessss s sssssesssssssssssssssssssssssessss s sssssssanssss st sesssssasessnsssssanesanes 202

R L=Tot (o) o PP TP TP 202
HAGNLIGIT oottt s b bR bR bbb 202
DITAE coreureeueeseessereeseessesssesse e sssessse s s esse s s sse£EEER RS E SRR SRR R R R AR R R R R R R 203
(010 0 U= (L =) 4 L T 203
TOOIEID ceuveeueeereeuretees et bt seesse s es s e s bR R A RS SR AR e R R e R are b b 206
IMLESSAZE ovvvrrrerssessessessis s s res s bbb RS 206
SEIECTION c...eeeeeeeesees ettt ettt b ees bR b RS SRR R R AR RS R R 208
HAGNLIGIT oottt ettt a bbb AR e b 208
DOUDIE CHICK vttt seseesset st s s et s s s R b bR bbb 208
(010 4> (o =) 4 L 208
0T Ui o 1 PSP 211
LEEEIIA ATA.....cureueeereeueeseiuseesseseesseesesse s sses s s ess e s s s s R AR R £ R R e R bbbt et 211
SOOI DT ettt ettt es et e s s s a s A RS ER e bbbt £ttt 212
THINIE FIIEOT cavtuieeect et ees ettt es et s bbb eSS AR R R R 212
L0100 01 c) (o L) L OO TP 212
RULET MOAE.....cuierieeeeeieieseisete s et ee s es s a s s R £ ARt et 214
THIMNE HINES covueteeeieeceseessetecs et seesse e s s s ess s e s s RS SsEaER bbbt 215
MESSAZE LADEIS....cuuceeieieectetisees et e s esss s s bbb bR R SRR R R 216
SEEIP CRATT oottt eceses et sesse s see s e b es bbb R s ER £ s R R Rt seb bbb aes 217
D = o3 0o PP 217
Current Selection INTEIVAL ... ees s as s s s s s s s sneans 217

X SteelCentral™ Packet Analyzer Reference Manual



DISPIAY MOAES wouvcveereiessssessssssss s ssss s sssssss st s sessss s sssssssssssss st sessess s s sss s ssss s s s ssss st s ssnssansns 219

DALA DISPLAY eurrvueureeurereeseeseeeseeseessessessssssesssssss st sessse s essaesse e st seE s s E SR s R R s a b s bR R 220
SEACKING O AT euveuuieuretreeeeureeseetresseesseseesseesse s sss s ses s seese s e s s as S seE SRS AR bbb e Rt 221
CUStOM SAMPLNG INEETVAL.ourieiiiieeeeeiseesees et es s s s bbb s s 222

RT3 1= o) o OO 223
L0100 gL r= ol (=) L PP 224

T OIS e eeureereesreesseseesseessessesuesseeeseesse e es e s s sse e s e R R R R £ AR SRR SRR AR s £ R SR R e b nERrn b 226

2 72D ol 04 o= OO R TS 227
SINGLE BAT CHATT ..eurieeeerieseeseerseesessseessesssesssesessesssses s ssss s s s s s s s AR R 227
DIEFAULL .ottt ettt ettt es st a e e s s a s AR RS SR AR R bRt 227

Y=Y U=Tot [ ) o TSSOSO 227
SEACKEA BAT CNATT . ieuuituieuieseeiseisees e s s ssse s es s s bR R R 228
DIEEAUIE .ottt s s s RS R AR SRR RS R 228

Y=Y C=Tot ) o TP P OSSP PPN 228
GIOUPEA BaAT CRATT ...ttt sttt sss e s s s b s bbb a bbbt 228
DIEEAUIL ..ottt ettt es bbb s eSS R AR AR R R 229

Y=Y =Tot U ) o TP TSP OP OO 229
Navigation ThroUZh Data......eerineenreieisseesessesseeess e sss e sssss s s st s s s nsaes 231
L0100 4 L) (L (3 L 232
10010 ) L0 L3PPSR 234
SCATEET PLOT c.uucuueueereeseireeetese st ee st a e sse e s SRS RS R R e bbbt 235
DIEFAULL ettt sttt s a s a e R s R e R R R s b 235

RY=1 1= 10 o OO PR 236
CONEEXE MEIU oouvcueeueereesseesreseesseeseesees e es s s es e s s s s s s R E AR AR st 237

T OOIEI DS eeurreueereeueeeeuseesse st ess et sesse bbb s s RS R R E bR 239
PHE CRATT ettt ettt ss e e s s £ R AR R AR AR b b et 240
DIEEAUIL ..ottt e R SRR AR R R R RS 240

RY=1 U< 1 o) o DO 240
L0100 0L r= o () L PP 241

T OOIEI DS cteureeueereeureeeesseessesee s et esse bbb s s s bR R AR R £ R R AR bR 242
DIALA GIIA cevreeureeseererseesseesse e esess s s s s ss s sseE£s R R R AR RS e R R R R 243
GIOUPING BaT .ot s s e 244
COTUIMN HEAAETS....ouveereereeeeeeeasetseesessessessesse s sesss st s s e s s sse s s s s SRR st bbb n b 244

D3 0) 00 . 244

SteelCentral™ Packet Analyzer Reference Manual xi



O <] o S U ot 244

VALUES ettt es ettt ese s s AR A SRR SRR E AR SRR AR R seERe b 245

L0 07= =0 PP 246

RY=3 LTt 5 (o) o HE TSSOSO 246

B 0040000 F: U 1TSS 247
L0100 0 L= (oL =) 4 L PP 248
CRANNEIS BULLOT ... cuuicuieueieieeessetseessesseesseesessse s esse s ses s ss et s e s s a £ s R R R s s b snE s 251
AL CRANINELS coveeeereereeeeiseetseesse sttt sees e es s s ess s b bR AR R e 253

2. 4GHZ Center FreQUENCIES: e ssssss s s ssssessssssssssssssesssssssssssssessssssssssssssssssssssssessssssssssssssnsans 253
SGHZ CONEET FrOQUEICIES: c.ueuieeeeeeeeseereteessetsstsesss e s ss s esse bbb bbbt s b nban 253
CRANINE] NAITIES ...couieuieeeuseeureeseesseesssessesssessessssssessssssesssessessse s s s s st s £ s R R s Rs Rt s b bbb s nn b 253

All Channels PAme] ...ttt ss b s s ss s s bbb 254
CIANNEL LISE.uuriiuieeeeeeiseesseeeseeeseesseessessesss e ssses s s ss s s e ss bR R bbb R b 255
SEIECEION COMEIOLS ..eueurtrcerieeeteeeseeset ettt s ss s b s s b a bR s s a bbb 255
SEATCH AN FIIEEI BAT w.euieiereeeeereeeet ettt ettt et e s e es bbb bbbt 255
LOCKEA CRANIELS ..o eteeeteeeeteereesse st sessssessse s ssss s s s s s s bR R 256
THELE crvureereeeseeesesseets e seessses e es s s s EeER R R R RER e EA e E e ReR e aenRs 256
SEIECEION COMEIOLS ..oueueeeereireteesree ettt ess e s s ae s bR bR s bbb 256
TTANSTET CONEIOLS courvuieeieeseeesseeseesees et sesessess st sesesssesss s s s s sseEb RS R bRt 256
SCAN SEQUETICE ..vuveurreressnessessssssssse s sssesssssssssssssssssssasssssesssesssssssssssessasssssssessasssesssesssessessnessessssssssssnsssessssssnssssssnsssnsanes 257
DU AEIOT cevceteueeeeueeeeuse s eeseesseesses s b s s b s s Ea e s s R ER £ SRR R e bbb bbb 257

Y2 Lot (o) T 0] 4 a0 ) (300 257
TTANSTET CONEIOLS courvuieeieeseeesseeseesees et sessssessseessesesssess s s s e s s bR bR R bR s 258
SCAN SEQUETICE .uururersesrereesssssesesssesssssesssssss st sessss s sssssse s sssessassss e sssss s s ssss s sase e s s sssssssanes 258

1D T=To3 017 010 (0 ) s 0TSPTSRO 259
Wireless Decryption KeYS Manager ... ereneinsinneseessesssessessssssssssssesssssssssssssssssssssssssssssssssssssssssssssnesans 259
AQAING @ KEY ereereereeeiseirs ettt sestsesesse s s s as b bbb s R s RRR R 260
WPA Related Packet INJECLION ..vuicieiienisessesssssssssssss s ssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssans 261

DITII] DOWIL coeeituetreenseuseiseesetse e s s e s ess e s s s R £ E SRR £ e AR bbb s bbb aes 263
3 (01 1P 263
€201 0] (=TSSP 263
U= )PP 264
U= gl o= o U PP 264
ADDIY et ——————————————————— s st 265

xii SteelCentral™ Packet Analyzer Reference Manual



)L 266
DIELETE ..ottt ettt ea bbb AR R £ AR AR AR AR R E bR e 266
DUPLICATE .ot ttturetreserssesss s ses s s ssss bbb s SRR RS AR e s 266
IMOVE TO TOP iuurrrirrsesesessesessssssssessessessesssssesssssssssssssssessssssssasssssesssssssssesssssssssssnssesssssssasssnssssssesansssssnssnsusssnsssessssnssnsnens 266
INEW FIIET / FOLART «.oueereeceeereieceseeset ettt ses s ss st bbb e a bbb 266

R0 0 ) o T 267
RESEE FIILOTS .ottt et s e s bbb R R AR e 267
L 1=) ol 2 PP 268
Y2 AT PP 269
DIELETE .ottt es bbb R RS AR AR AR R eeE R bR 269
AP DY st ——————————————————————————————————————— 269
PIrEPATE ettt s a s SRR R AR ne R R 269
DIELELE AlL..eeeereeeeeecteeeeet ettt ees e b e es s a b s ER RS EEs £ R R AR e e 270
FIIEET DIAlOE. .. rtuueeuseeureereeuseiseeseiseessessessesseesssse s s s s esse e s s s eSS E s £ s e R s AR AR et b b 271
SEATCH DIALOE. .. cuuieueeereeeseessees ettt ss b ssssees e ess s RS REE SRR AR R 272
SEATCI COMNEEXE.cuuttieuriteiteessetseesse et ssesse b s ss s s s st s b s £ s R SRR SRR E R bR e bbb 272
SEATCI STY LBttt sttt s cs et s s e E s R SRR e E SR bR AR bbb 272
Regular EXpression EXAMPLE. ... sesessessssssssssssesssssssssssessssssssssssessssssssssssssssssssssssssssasssanes 274
Multi-Segment ANALYSIS (IMSA) ..cereereeeesseesseessesssesssesssessssesssesssessssssss s s s s s ss s sssssssessssssssssssesas 275
GENETAL APPIOACK .ttt es ettt a bbb s AR s bbb et 276
Review timestamp settings at the PacKet SOUICE .......cceurereenecereeseneiseeseesee s ssessesss e 276
ASSEIMDIE the AATA .ttt s b s bR 276
MaKe 2 MUILI-SEGMENT SOUICE ..o cuuremrrereerstesseeseessesssessssssssesssess s sssssssss s s st s ss s sssssssssssssans 277
Adjust time SKEWS (If NECESSATY ) .uuueuierrereeureereeseesseiseessessseessesse s sessse s st s s st 277
ADPLY VIBWS ettt ettt st ss s es e bR R £ R Rt 280
Navigating a multi-segment SEQUENCE AIAZTAIMN .....uuvuuuerriereesreerneeseeeseesssesesssessssss s sessssssssessss s sssssssnes 282
SELECT ANA ZOOIM c...eeeececeeeeetse et ees s s s s bR R R R bR 282
USE ThE SHABT ettt ettt s s s bR e R 283
Use the mouse wheel or the up- and dOWN-arroW KEYS .......conennieneeneeoneinsesseeseessessessseseessessees 283
View delays and round-trip timMeS..... s ssssssssssssssssssssssssans 284
Estimate NEetWOTK AEIAYS ... sssessss s sssess e ssss s sssssssss s sssessssssssssenens 287
Label MESSAZE LINES....iuuerrirermreerseersesseeseeseesse s sessssesssessss s ssss s e ss s s s ssssssss s ssssesssssassasessaees 289

R 0000 o VU TR BX=To 1D =d aalcla Lt eq e Do o VOO PP 289

SteelCentral™ Packet Analyzer Reference Manual xiii



SECUTILY DISCIOSUIES ..uvuevieuiisesrsasessssssesssssss s sessss s ssss s ssss s e s s ssss s s s s ss s snsssnsnns 292
APPENAIX A CRATTE TYPES coureereeureerrereesseesessesssesetssesssessssssesssssssssessass s ssssss s sass s bs s se s basebsas s bnsasssnesas 293
Appendix B Report EXample BreaKAOWTN .. ....ccceienneesceseeseisecesessesssssseesssssssssssssssssssssssssesssssssssssssssasssssssnes 295

xiv SteelCentral™ Packet Analyzer Reference Manual



About this guide

This manual discusses the Riverbed® SteelCentral™ Packet Analyzer (Packet Analyzer), as it is used
in conjunction with local sources of network data and with the Riverbed® SteelCentral™ NetShark
(NetShark), and the Riverbed® SteelCentral™ NetExpress.

The purpose of this reference manual is to document and explain each Packet Analyzer feature. It is
assumed that the reader is familiar with networking protocols and the principles of a networking
stack. Care has been taken to avoid technical explanations except when necessary for conceptual
understanding or functional explanation.

This manual is not intended to be a tutorial on the use of Packet Analyzer. Video tutorials on how to
perform common actions are available in the product. Upon startup, the Packet Analyzer displays
links to video tutorials. These can also be accessed at any time by clicking the Getting Started icon,
located in the “General” section of the “Home” tab.

@Ouﬁa%ﬁ&u . =

Home Time Control  \Watches/Events  Reporting  Remote
@ 153 Add Folder @g q @ Update Sources o @ E ¥ Save ﬁ @ a @ D
& Clear List —" : : e -
Add Trace Probes Search a— “hannels Decryption | Create Sendto  Send Send DrillDown  Copy  Copy
File = / > = . eﬁl]ﬂta(:r' ‘wlireshatk to TA  to File e fu: Chart
Trace Files Remote Generar——— ‘nfireless View Chart Selection
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Overview

Riverbed® SteelCentral™ Packet Analyzer works with a Riverbed® SteelCentral™ NetShark Model
xx00 or Model xx70 or a Riverbed® SteelCentral™ NetExpress to provide a complete enterprise-
wide solution for increased network visibility through live traffic monitoring, line-rate packet
capture, real-time and historical traffic analysis, monitoring, and reporting from multiple locations.

SteelCentral NetShark architecture

SteelCentral NetShark Model xx70 appliances

The SteelCentral NetShark, which houses the traffic analysis engine along with a custom packet
recording facility, extends the reach of the Packet Analyzer to geographically-dispersed network
locations. NetShark appliances are designed for placement at strategic points throughout your
network, thereby providing the visibility necessary for global monitoring and troubleshooting. The
NetShark comes as a fully configured rack mountable appliance including one or more network
interfaces for network traffic capture.

A NetShark also includes the NetShark Packet Recorder, a customized packet capture application
for high fidelity, multi-gigabit per second network traffic recording.

A NetShark virtual edition performs similar functions running as a virtual machine in a virtual
environment.

A NetExpress provides packet capture and export functions, in addition to flow data collection and
reporting. Note: In the NetExpress Wireshark filters and all custom views created using Wireshark
fields do not work on any traffic source (capture interfaces, capture jobs, trace clips, trace files).

In this manual, references to NetShark appliances generally include NetShark virtual edition and
NetExpress.
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SteelCentral Packet Analyzer

Packet Analyzer seamlessly and securely interfaces with one or more NetShark appliances to
display, drill down into, rewind, alert on, and report on, network traffic captured and/or analyzed
by NetShark appliances. Packet Analyzer is an analysis tool tailored to distributed environments
with the ability to efficiently access and manipulate large packet trace files. It contains an extensive
collection of network traffic analysis metrics (Views), drag and drop drill-downs, visualization and
analysis of long-duration capture statistics, flexible trigger-alert mechanisms, and report
generation.

Branch office Headquarters

_____

Data center

e ———
-

NetShark on
AppResponse

network analyst

Deployment example

Packet Analyzer— Feature Summary

Packet Analyzer includes the following features:

e Graphical user interface for displaying data collected by remote NetShark appliances and
local network traffic sources

Wireshark Integration

Riverbed® SteelCentral™ AppResponse with NetShark Module Integration

Riverbed® SteelCentral™ Transaction Analyzer Integration

Views and Charts, including a View Editor for editing existing views or creating new ones
Drill-down

Time Control

Watches

Report Generation

Access to the NetShark web interface

Interface to the NetShark Packet Recorder’s Jobs Repository
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Graphical User Interface

Packet Analyzer can view and analyze network traffic on local interfaces or trace files, and also
connect to and manage one or more remote NetShark appliances. When connected to remote
NetShark appliances, Packet Analyzer can analyze and view traffic from network interfaces of the
NetShark appliances as if these remote interfaces were local.

Packet Analyzer can simultaneously connect to multiple NetShark appliances, while multiple
instances of Packet Analyzer can simultaneously connect to the same NetShark. Access to a single
appliance from multiple locations provides excellent visibility into the network as well as an
intuitive mechanism for sharing network Views, Watches, and Reports with co-workers and
management.

Wireshark Integration

Packet Analyzer and NetShark are fully integrated with Wireshark, allowing you to leverage your
team’s existing expertise with the world’s most popular and widely deployed network and protocol
analysis tool. During any stage of the analysis, Packet Analyzer can select a local or remote traffic
source and send it to Wireshark for packet filtering or deep packet inspection.

AppResponse with NetShark Module Integration

Starting with version 10.5, Packet Analyzer can connect to a NetShark Module (version 10.0.7-arx2)
running on most SteelCentral™ AppResponse appliances. This requires you to install the RPM
Integration Version 2 patch and a license on the AppResponse. See the SteelCentral AppResponse
RPM Integration Getting Started Guide for information on specific software requirements and
supported AppResponse appliances.

All AppResponse with NetShark Module configuration is done through the AppResponse, using the
ARX CLI. There is no web interface access from Packet Analyzer to an AppResponse with NetShark
Module appliance.

ARX trdffic capture
Capture jobs are automatically configured when a NetShark Module starts.

e One capture job is configured for the aggregating interface (arx) and each Monitoring Interface
Group (MIFG) virtual interface (arxN). For example, the capture job for the MFIG_1 interface is
arx1.

e A NetShark Module capture job cannot be modified and it cannot be stopped or started. You
cannot use filters or specify any retention settings (space or time) for a capture job.

e Indexing is enabled by default and the NetShark Module computes a microflow index for each
capture job. Each index is synchronized with the retention time of the capture job.

You enable or disable indexing globally, for all capture jobs, not for individual capture jobs. Use
the NetShark Module subsection of the AppResponse CLI to manage indexing. Note: When
indexing is disabled, all index data are deleted.

Packet Analyzer lists all capture jobs, with a capture job’s status shown as active or inactive, the
same as the interface’s status. When inactive is displayed in an interface’s description, no traffic is
received on that interface. The aggregating port (arx) and MIFG ports are mutually exclusive -
when MIFGs are enabled, the arx port status is inactive; when MIFGs are disabled, the aggregating
portis active. Note: When MFIGs are enabled, a MFIG port requires a connection to at least one
physical port to have an active status. For more information, see the “Monitoring Interface Groups
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(MIFGs) and Packet Captures” section in the “Packet Captures” chapter of the SteelCentral
AppResponse User Guide.

Sending capture files or trace clips to Packet Analyzer for analysis requires the use of AppResponse
Java Console, version 8.6.8 (or later); it must be installed on the same system as Packet Analyzer.
For more details and an example, see the SteelCentral AppResponse RPM Integration Getting Started
Guide.

NetShark Module live sources, capture files, and trace clips can be analyzed with any Packet
Analyzer views except the following:

e 802.11 Views e  Multi-Segment Analysis (MSA) Views
e Interactive Views e Sequence Diagram Views
o Network Usage by Application o Network Usage Analysis

Packet Analyzer also can send trace files to SteelCentral™ Transaction Analyzer for analysis. For
details, see “Transaction Analyzer Integration” below.
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Transaction Analyzer Integration

Starting with version 10.0.7, Packet Analyzer can be used to quickly scan local and remote capture
files and send selected packets to Transaction Analyzer for analysis. Version 16.5.T PL1 (or later) of
Transaction Analyzer must be running on the same local system as Packet Analyzer.

Sources include local and remote capture files; trace clips; and merged files. Pcap-ng and pcap
(nanosecond) files are converted to Pcap (microsecond) files when sent to Transaction Analyzer.

The following sources cannot be sent to Transaction Analyzer: live interfaces, multi-segment files,
and 802.11 link type files.

In Packet Analyzer, packets can be sent to Transaction Analyzer by right clicking on a file and using
the “Send to” item on the displayed context menu or by clicking on a chart or making a selection on
a chart in the main workspace and selecting “Send to TA” from the “Chart Selection” section of the
“Home Ribbon.” Also, right clicking on a chart or a selection on a chart opens a context menu where
you can select “Send to SteelCentral Transaction Analyzer” (see an example below).
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[> i Performance and Errors Notes N
1> 5 User Activity =
- Toesveties B ~ ||[ Cumrent 1172002007 12:28:01 - 12:35:19 (7.300 m) @ 10 secs - Tokal Window: 11/20/2007 12:28.01 - 12:35:19 ]
Bandwidth Cver Time on noon.pcapng at 10:06 AM  ~  Selected Chart: Bits per Second oy
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Using Packet Analyzer, filters can be applied to packet sources before sending them to Transaction
Analyzer. When using the “Send to” item on a context menu, select “SteelCentral Transaction
Analyzer with Filter” to apply a filter before sending files to Transaction Analyzer, thereby reducing
the size of a trace file and sending only those packets of interest.

—[ Devices | Files ]—
v ™ | ocal System -
v . Trace Files
1> 2 TraceClips
< hitps_tls1.pcap
<> (noon.poapng
<* short SIP.pea Ef Create View

v . TraceFiles f
11— "
& Traffic-Captu Send to 4 i Wireshark
> & Cambridge Office| Create Multi-Segment Source Wireshark with Filter
v ﬁ SteelCentral Expr =
1S Jobs Repositon Create Merged Source @ SteelCentral Transaction Analyzer
1> g Files Shared wi
23 Files Shared wi % Add Microflow Index SteelCentral Transaction Analyzer with Filter
e »
=g Files Shared wi
3 My Files m Calculate Checksum % File
= H Faol o
—9 Pt Om.__(_)_f f:] Browse Containing Folder File with Filter

( Viel Edit v
@ Remave from List

> & Recently Used 6 Delete from Disk
[<) [Bandwidth Over T|
[3] Metwork Usage by m Rename

Selections on charts, as well as Views and Filters applied to a source, filter a source before sending
packets to Transaction Analyzer.

When a large file (more than 100,000 frames) is sent to Transaction Analyzer, a message appears
recommending you reduce the file size by filtering the file using Trace Explorer. If you choose to
continue, it may take a long time to import the file into Transaction Analyzer.

Sending a Source to Transaction Analyzer
Note: For help in using Packet Analyzer to analyze trace files, view the Quick-Start Video Tutorials,
opened by clicking the Getting Started icon in the General section of the Home tab.

1. Choose a packet source in Packet Analyzer.

2. To send a trace file, right click the file, and then, on the “Send to” sub-menu of the
context menu, choose SteelCentral Transaction Analyzer or SteelCentral
Transaction Analyzer with Filter.

Alternatively, you can apply Packet Analyzer Views and Filters to identify traffic you
wish to analyze in Transaction Analyzer. Use Drill Down to apply additional views to
selected chart elements and narrow down the traffic further.

3. Select a chart or select data of interest on a chart, then right-click it, and choose
Transaction Analyzer from the pop-up Context Menu. You also can click the Send to
TA button in the Chart Selection section of the Home tab.

6 SteelCentral™ Packet Analyzer Reference Manual



If the source is remote, the packets are first downloaded to the Local System before
being sent to Transaction Analyzer.

If processing is needed, for example, converting a Pcap-ng file to Pcap (microsecond), a
temporary file is prepared for use by Transaction Analyzer, otherwise the original
source is used. When the transfer is completed, Transaction Analyzer is opened and
begins processing the packets.

4. When you complete your investigation in Transaction Analyzer, you can save the
packets as a Transaction Analyzer file (*.atc).

Views and Charts

Views are the core analysis and visualization paradigm in Packet Analyzer. The system offers over
200 views providing a broad range of protocol support for both wireless! and wired network
analysis. When views are applied to a traffic source, the results are displayed via a collection of
interactive components called Charts. The collection of Charts includes bar, pie, and strip charts,
sequence diagrams, scatter plots, conversation rings, and grids. All charts are interactive - they can
be resized, moved, and, most importantly, users can make visual selections on graphical elements
within a Chart (such as individual bars in a bar chart or time intervals in a strip chart) and drill
down from there. Charts can be customized, saved, imported/exported in a variety of formats, and
shared with colleagues. Chart data can also be exported included as part of Packet Analyzer
automated report generator.

Drill-down

Drill-down is one of the most powerful and unique features of Packet Analyzer. When you apply a
View to a packet data source, a Chart is displayed, revealing the network traffic results specified by
the chosen View. Drill-down occurs when you then apply additional View selections to a Chart
display. This simple yet powerful exercise increases your analysis capabilities many-fold. By
employing this visually based drill-down feature, Packet Analyzer can analyze very large trace files
quickly, guiding you to the handful of packets responsible for anomalous network behavior.

Time Control

Viewing metrics computed over days, weeks, and months can be overwhelming. With the Packet
Analyzer “back-in-time” technology, however, you can move through View metrics computed over
extended periods of time with just a few mouse clicks. Based on your selected time interval, sub-
sampling and aggregation techniques are used to optimize the granularity of the visual
presentation, allowing you to easily zoom in and out of the View metrics. The Time Control
technology applies to live and off-line traffic.

Filtering

In addition to Drill-down, filtering is a powerful resource to analyze data and focus down on packet
data sources. Filters can be chosen from the Filter panel and easily applied to the current view by
dragging them over existing charts. In addition, the currently applied filters can be edited and/or
combined by using the Filter Bar on the top of the view, which enables fast and responsive data
analysis. Users can create filters from existing charts by selecting elements such as time ranges, or

! Live wireless analysis only applies to locally attached AirPcap traffic sources.
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choose among NetShark, BPF, Wireshark and time filters. Users can also organize custom filters in
folders in the Filter panel.

Watches

The Packet Analyzer includes a sophisticated triggering and alerting technology called Watches.
With Watches, you are able to create a trigger on many View metrics and be alerted when a
specified condition computed on a metric is met. For instance, you can be alerted when unusually
high bandwidth utilization, slow server response times, high TCP round-trip times, and other
conditions occur. When a Watch detects that a trigger condition is met, a specified action is taken,
such as logging the event, sending email, starting a packet trace capture, and more.

Report Generation

Customized reports can be automatically generated to show elements such as:

Conversations (at any or all network layers)
[P Fragmentation Analysis

DHCP Address Assignments

TCP Top Talkers

Unicast vs. Multicast vs. Broadcast Traffic
And others

NetShark web interface

Packet Analyzer provides access to the NetShark configuration manager. The web interface
supports the following configuration tabs:

e Status - Shows the status and enables restart of the NetShark.
Capture Jobs - Shows the status of all of the current Capture Jobs, and enables adding,
editing, deleting, starting, or stopping capture jobs.
o NetProfiler Export - Allows exporting network flow data to NetProfiler.
0 Beginning with version 10.8.0, NetShark can export NetFlow v9 flows to third-party
flow collectors.
e Interfaces - Views and configures the packet capture board(s) on the NetShark.
o Settings - Configures various settings of the appliance.
e System - Performs licensing, update, and maintenance tasks.

Note that Packet Analyzer does not support access to the web interface of the SteelCentral™
NetExpress. Packet Analyzer can view capture jobs on a NetExpress, but it cannot add or edit them.

Interface to the NetShark Packet Recorder Jobs Repository

The packet storage associated with a Capture Job is called a Job Trace. Each Job Trace is shown in
the Jobs Repository folder of the Files panel. Depending upon how the Capture Job is configured and
the speed of the network, the corresponding Job Trace may be a very large, multi-terabyte file.
Using the “Trace Clip” creation feature of Packet Analyzer, you can have ready access to arbitrary
time intervals within a Job Trace. Trace Clip time intervals, their location in time, and their size can
be controlled easily. All Packet Analyzer operations that apply to trace files can be applied to Trace
Clips as well.
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In fact, hundreds of easy-to-use Charts can be scoped and limited to any requested format
condition. Charts can be combined in a single report or recreated in separate reports in one or more
formats.

All relevant trace files and their MD5 digests can be automatically packaged in a ZIP file along with
the generated reports for easy distribution.

Hardware and Software Requirements for Packet Analyzer

Beginning with release 10.5, Packet Analyzer no longer requires administrator privileges to install
the product for use by a single user on a PC. To enable all users on a PC to run Packet Analyzer, the
installer must be run by a user with administrative privileges. Starting with release 10.6 (and later),
“Install for All users” is the default selection on the first screen of the installer.

Once installed, Packet Analyzer requires activation by a license to operate. Two types of user
licenses are available: single-seat licenses, activated by an administrator using a product key, or
concurrent licenses, requiring a concurrent license server on your network and a temporary license
activated by an administrator. Each user must have a license to operate Packet Analyzer. For
installation instructions, see the SteelCentral Packet Analyzer Installation Guide.

Although the system requirements for a Packet Analyzer scale with usage, the following minimum
configuration is recommended in order to use Packet Analyzer effectively:

Operating System
Windows XP (SP3), Windows Vista, Windows 7, Windows 8, Windows 8.1

System Software
Microsoft NET Framework 4.0 (or later)

Host Hardware
A dual-core 2.0 GHz CPU or better

Available Disk Space
A base installation requires approximately 300MB of disk space. Additional space is
required to store generated reports or trace files created with Packet Analyzer.

Memory
2 GB or more of system memory

Video Hardware and Settings
A graphics card with a minimum resolution of 1024 x 768

Display Setting
Text size: 100% (default) -displayed text may be truncated when a larger text size is used -
see Control Panel > All Control Panel Items > Display.

Network Connection
A network connection to a NetProfiler, a NetExpress, or a NetShark (including virtual
editions) is needed if you are using a concurrent license server. See the Riverbed
SteelCentral NetShark Release Notes, version 10.7, for more information on the NetShark
concurrent license server.
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Graphical User Interface
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Figure 1: User Interface Breakdown (Major)

The graphical user interface of Packet Analyzer, divided into the six main sections, is shown in
Figure 1. Each section represents a major topic in this manual. The descriptions below are

conceptual.
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Ribbon Panel
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The Ribbon Panel provides access to global settings, management, and general actions. There are

five ribbon panels (Home, Time Control, Watches/Events, Reporting, and Remote) that can be
tabbed through using the mouse wheel.

Sources Panel

v ™ Local System

- Intel(R) 82575LM Gigabit Network Connection
= Juniper Network Connect Virtual Adapter

- Microsoft

- Microsoft

- Microsoft

- Microsoft

¥ B San Francisco Office 25 admin

o Traffic Capture-DC

= Data Center (10.10.5.16-30)

~# Office LAN (132.168.1.22-28)

“# tc2 (TurboCap 1Gb device no.2)

& tc3 (TurboCap 1Gb device no.3)

¥ tc_bap_00eDed1e3d26 (TurboCap Board Aggregating Po
& tc_bap_D0eled1e3428 (TurboCap Board Aggregating Po
“# tc_tcap (TurboCap Aggregating Fort)
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The Sources Panel contains representations of NetShark
appliances, interfaces, and trace files and is one of the most
important parts of Packet Analyzer. It has two tabs, “Devices”
and “Files” that can be cycled through by clicking on them.

Devices

Shows both local interfaces under the Local System icon
and interfaces on connected NetShark appliances that
offer live sources of network traffic.

Files

Shows folders and trace files on the local system and
connected NetShark appliances.
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Views Panel

Custom {
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1> 5§ Custom
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View A
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- 1 [Recently Used

[§ Bandwidth Over Time (1s - 1d

| &t Network Usage by Port (1s - 1d
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[ IP Conversations (1= - 1d
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3 LAN and Network:

&3 Bandwidth Usage
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3 Performance and Errors

3 User Activity

3 Transaction Analysis

2 Multi-Segment Analysis (MSA)

Main Workspace

2 et U by T Ty
s s

=1
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The Views Panel contains a set of network traffic analyses
called “Views”. Each View computes specific metrics,
such as bandwidth over time, IP conversations or
protocol distributions from either a live or off-line source
of network traffic and displays the results in the form of
Charts (strip charts, bar charts, grids, etc.).

To find Views and Folders quickly, enter one or more
keywords in the Search box at the top of the Views Panel.
The scope of the search includes titles and descriptions
by default; you can expand the scope using the drop-
down menu (down arrow) on the right side of the search
box.

The Main Workspace has tabbed windows that can be
one of the following:

e Getting Started Tab
o Applied Views
e Report Preview

| The windows can be moved by dragging them and can be

closed either by clicking on the icon on the left-hand side
of the tab name or by middle-clicking the tab itself.

In addition, you can “undock” the main workspace to
create a separate window that you can enlarge and place
wherever you want, even on a second monitor.
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Events Panel

| » Events The Events Panel contains entries corresponding to both
Start Search ]| internal and external events. Internal events are
@ 1- Watch 1at 117202007 12:28:01 719742 .| generated by “Watches” and external events are
Sum of Bits = 0 (126696) f_:r Traffic T_;-|:e_=|_|rkr:'.-.'r generated by eXternal sources.
@ 13- Watch 2 3t 11/2012007 12:28:01.716742
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@ 4 - Watch 1.3t 1172002007 12:28:01 7
Sum of Bits = 0 (3424) for Traffic Type=ICN
@ 5 - Watch 1 at 11/20/2007 12:28:01.715742

Filters panel

[» Filters The Filters Panel contains all the user filters organized in
Start Search @ folders. All existing filters can be copied or moved
i —— through folders, edited and removed. New filters can be

created from scratch or dragged into the panel from a
chart selection.

@y Traffic from MAC source address

@0y Traffic to MAC destination address

« Filters

«,, Broadcast traffic
e, Unicast traffic
@, ARP traffic

b 3 80211
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1> &a TCP/UDP
1 & Web

1> G SQL
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G FIX
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[ & Citrix
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1> 2 Other Applications

¢ Events

[~ | Details
Name Traffic tofrom MAC address

Type ¢ NetShark Filter []
Filter String  mac.address="11:22:33:44:55.66"

o Ecs @

o
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Menu Button, Quick Access Toolbar, and Status Bar

The user interface also includes a Menu button and Quick Access toolbar at the top and a Status bar

at the bottom.
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User Interface Breakdown (Minor)
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Menu Button

E, Impart Custom Views and Settings...

E, |mport Probes Configuration...

E, BExport Custom Views and Settings...

E} Export Custom Views. ..

21 Export Probes Confiauratio
By Export Probes Configuration. ..

h

":htaLi:srse
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'8 ExitPilot
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The Menu Button has the following components:

Import Custom Views and Settings
The Import Custom Views and Settings menu
option opens a file created by one of the two
export menu options described below and applies
it to Packet Analyzer. This applies to all settings
in the global configuration file, which are
enumerated throughout this manual. Briefly, it
entails items such as
e Remote NetShark appliances and probe

groups

Custom views

Custom filters

Report settings

Channel scan sequence

Decryption keys

Additionally, the custom views from the exported
configuration are imported and loaded in the custom
views section of the Views panel.

Import Probes Configuration...
Imports a probes configuration from a saved
probes configuration file (.ppf format). The new
settings are applied after a restart.

Export Custom Views and Settings...
Prepares a file that can be imported into another
instance of Packet Analyzer. This file contains the
global configuration file, whose settings are
enumerated throughout this manual.

Export Custom Views...
Prepares a file that can be imported into another
instance of Packet Analyzer that contains only the
custom views.

Export Probes Configuration...
Exports the current probes configuration to a
probes configuration file (.ppf extension).

Print View...
Creates a default report from the current view
and sends it to the printer. The report is not
saved to disk.

License
Opens the Packet Analyzer personal edition
License page, providing a direct way to activate,
deactivate or review your license information.
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Settings
Opens the Settings menu, described below.

Quick Access Toolbar

The Quick Access Toolbar has the following buttons:

B
§
¢
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Settings
Opens the Settings menu, described below.

Add a Trace File
Adds a trace to the Files panel.

Add Probe
Connects to a probe.

Add Watch
Opens the Watch Editor and creates a new watch on the current selection in the
currently selected chart in the view.

Send to Wireshark
Sends traffic from the current selection to Wireshark. This button is enabled only
if a selection is made in the currently selected chart in the view.

Send to File
Extracts traffic from the current selection and sends it to disk as a PCAP trace file.
This button is enabled only if a selection is made in the currently selected chart in
the view.

Create Report from Current View
Creates a report from the currently selected view.



Settings Menu

The Settings menu lets you configure parameters for some of the operations available in Packet
Analyzer.

Open the Settings menu by clicking the Menu button and selecting Settings from the drop-down list
or by clicking the Settings icon in the Quick Access Toolbar.

@-°oceat ) @@_@%«ﬁiam

\i o P PO e P
E% Import Custom Views and Settings...

@ |mport Probes Configuration...
@, Export Custom Views and Settings...

@ Export Custom Views...

@ Export Probes Configuration...

Click to open the Settings menu.

[ ExitPilct |
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The Settings menu appears. The image below shows the default values.

i

Settings

Export File Format
Packet format and timestamp precision used for Send to File and Send to Wireshark

Send to File Send to Wireshark
@ pcap (microsecond) @ pcap (microsecond)
pcap (nanosecond) pcap (nancsecond)

pcap-ng (microsecond)

pcap-ng (nanosecond)

Name Resolution

Configure automatic name resolution of MAC Addresses, |P Addresses, and TCR/UDP ports for
new views. Charts inopen views are not affected.

i MAC Addresses
|P Addresses
b TCP and UDP Ports

Subnet Mask

Caonfigure the address ranges that are considered local for views such as "Local vs Remaote”

Disabled
® Automatic
Manual IP Address MNetmask

Miscellaneous

Show all warnings and informative dizlogs Show All

Show advanced pachet processing statistics

0K || Cancel
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Export file format
These settings determine the format and timing precision for “Send to...” operations.

Export File Format

Packet format and timestamp precision used for Send to File and Send to Wireshark

Send to File Send to Wireshark
® pcap (microsecond) ® pcap (microsecond)
pcap (nanosecond) pcap (nanosecond)

pcap-ng (microsecond)

pcap-ng (nanosecond)

The “Send to File” option lets you configure the format that Packet Analyzer uses to create a trace
file from another trace file or from a subset of one. In addition, this option is used when Packet
Analyzer exports packets from a trace clip. This option is especially useful if you need to use a trace
file with a tool that does not support the pcap-ng format or nanosecond timestamps.

The “Send to Wireshark” option lets you configure the format that Packet Analyzer uses to export a
trace file or a subset of a trace file to Wireshark. Due to a limitation of Wireshark versions before
1.8.2, it is not possible to export packets with pcap-ng format to Wireshark.

Name resolution

These settings let you determine whether MAC or IP addresses or TCP/UDP port numbers are
presented as numbers or names (when possible). In views, name resolution can be set per chart
using the Name Resolution item on a chart’s submenu.

Name Resolution

Configure automatic name resolution of MAC Addresses. |IP Addresses. and TCP/UDP ports for
new views. Charts in open views are not affected.

+ MAC Addresses
IP Addresses

¥ TCP and UDP Ports

When a box is checked, Packet Analyzer searches its configuration files for names that are
equivalent to MAC addresses, IP addresses, or TCP/UDP port numbers.

When you modify an option, only new views reflect the new options. There may be a brief delay
while names are resolved.
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For instance, here is a view with MAC and IP addresses not resolved:

4 > [IP Conversations q P
00:13:e8:2e:05:1f 63.147.82.80
1 212.179.236. 89, 2 /74581321
53.83.212.134-._ 182.168.77.250
207.46.18.254—_ L —18.226.172.203
nn:cn:sf:as:f-s:ss—gi—h\j ¢ ;\:FDD:SD:DB:Bd:dS:c? 152.153.??.15-{— \] (5—63.147.82.74
- o - ~——192.168.77.39
207.68.178.61— *—74.125.15.104
204.160.122.124 “12s.121.4881 )
72.14.255 104" @ “209.85.141.97
00:12:3f.ed:1d:43 207.46.193.254
Motes #* Motes %
And here is the same view with both MAC and [P addresses resolved:
Mac Conversabions 4 [ |IP Conversations 4 I
IntelCompo_2e:09:1f 63-147-82-80.dis.static.qwest.net
J' 3-213-236-99 static. bezeqint.net:, - smodemcsble211.13-58-T4.me.v
i 63.88.2'12.134.__ 192.168.77.250
] 207.46.18.254—_ _—~PPP-T6-226-172-203 se ]
Y e il - ) s
QuantaComp_36:f0:86+— | |~ 3com_8d:d6.cT 192.168.77.10F— ] (O—63-14T7-82-T4.dia.static.4
L 4 h - ~—-192.168.77.39 '
207.68.178.61— "~-74.125.18.104
| 204.150.122.124 “izsi21.4881 |
% 72.14.255.104" ® “209.85.141.97
Del_ed:1d:43 207.46.193.264
Notes Ed Notes £y
Note that names have replaced some of the numbers in the addresses.
The name resolution is performed in Packet Analyzer, not in NetShark appliances. MAC addresses
and TCP/UDP port names are stored in these files:
e MAC addresses: [Packet Analyzer installation folder]\data\Manufacturers.xml
e TCP/UDP port names: [Packet Analyzer installation folder]\data\PortNumbers.xml
When you modify an option, only new views reflect the new options. There may be a brief delay
while names are resolved.
SteelCentral™ Packet Analyzer Reference Manual 21




Subnet mask
This option allows you to configure which addresses are considered to be “local” for some views.
Subnet Mask
Configure the address ranges that are considered local for views such as “Local vs Remaote”
Disabled

® Automatic
Manual IP Address Metmask

e Disabled: All IP addresses are considered local.

e Automatic: Local System or NetShark determines which is the best local address range (for
instance, 192.168.0.0/16).

e Manual: You specify the local address range by entering an IP address and a subnet mask.

Changes are applied to the source type currently selected in the Devices/Files panel. This allows
you to maintain separate configurations for both Local System and remote NetSharks.

Miscellaneous

Miscellaneous

Show all warnings and informative dialogs Show All

Show advanced pachket processing statistics

The “Show all warnings and informative dialogs” button lets you turn on the display of all warnings
and dialogs. This can be useful if you have previously turned off the display of some messages (by
checking a “Do not show this again” box), but want to start seeing those messages again.

The “Show advanced packet processing statistics” option defines whether Packet Analyzer exports
processing statistics in tooltips or not.

3 Add Folder Q Updste Source —— W
q Bandwidth Over Time
Clearlist €3 Close Al| Tabs Applied on Local System abs
Ade 1rac{ Bandwidth Over Time . AddTrEce| o 12/500012 9:37-12 PM -
Applied on Local System
on 12/5/2012 5:43:03 PM Trl  Source: Intel(R) 82575LM Gigabit Network Connection
Sou[rce: Intel(R) 82573LM Gigabit Network Connection [ D| Processing details for current selection:
(- —E Processed packets: 1815 'E_E
— — I
+ < || Sam[ding Time: Second. Dala Retention Time: Day - v <@ Intq 53/ wpling Time: Second, Data Retention Time: Day .
[§(Banc|yidth Over Time (542 FM) = [5] (Band fidth Over Time (527 PII = =
4 lhipe | Network Connect Virtual A 220.00K =@ wanipe/| Network Connect Virtual A 550.00K
< Micros|ift (2) i - Micros|ift (2) 500.00K
@ Micros|oft RIS - Micros|sf 450.00K
j . 160.00K
- I&Sharlﬂ as admin 140 00K - ﬁShark 1135 admin 400.00K
. : 350.00K
=@ tc0 (T|srboCap 1Gb device no.0) % 120.00K =@ tc0 (T[irboCap 1Gb device no.0) 9 20000k
- tc1 (T|urboCap 1Gb device ne.1) 5 100.00K =# tc1 (T|arboCap 1Gb device no.1) g 250.00K
La L&
Processing statistics disabled Processing statistics enabled
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Status Bar

Metwork Usage by Traffic Type on noon.capat 12:27 PM ~  Selected Chart: Bits Over Time

The Status Bar lists the last operation that was done, such as applying a view to a device. During
certain operations, the status bar also includes a graphical horizontal bar on its right hand side that
displays the percentage completion of an operation.
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Home Ribbon

Home

@ 53 Add Folder @ﬁ @ Q Update Sources - A (5? i\rSave ; ﬁ % @ D

& Clear List € Close All Tabs ; et _
Add Trace Probes Search ) “hannels  Decryption Create _ Sendto  Send Send  Drill Down  Copy Copy
(3 Getting Started ¥ 1 - M Detach || Wiresharkk' to TA  to File o 2 Chart

File r

Trace Files Remote General \wireless View Chart Selection
The Home Ribbon serves as the primary interface to Packet Analyzer. Most operations can be
executed via this ribbon. Certain parts of the ribbon are disabled by default. This is to be expected,
as will be explained below. The sections of the ribbon are broken down going left-to-right, top-to-
bottom. The sections of the ribbon going left-to-right are:

Trace Files -Operations such as adding a link to a trace file in the Sources panel.

Remote - Connection to a NetShark.

General - Miscellaneous actions.

Wireless - Wireless channel and decryption settings.

View - Buttons for creating Interactive Views, saving custom views, and detaching from a
view.

e Chart Selection - Operations apply to active selection in a chart in the “Main Workspace.”
Drill-down steps including Send to Wireshark/ SteelCentral Transaction Analyzer /File.

Note: To close any submenu of the ribbon, such as the Decryption Keys or
Channel Selector, click the button again or somewhere outside of the
submenu. All changes take place immediately hence there is no need for
confirmation buttons.

Trace Files

This section describes the functionality of the Trace Files section of the Home Ribbon.

Note: The source and destination of “Add Trace File” and “Add Folder” are local
to Packet Analyzer.

Add Trace File

The Add Trace File button adds a trace file to the Files panel for analysis. This
operation adds only a reference to the file, and does not copy the whole file. Thus if
the file moves on disk, the reference will be no longer valid.
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Add Folder

The Add Folder button adds a directory of trace files to the Files panel for analysis.
The selected folder is scanned for all supported trace files. Similar to the add trace
file operation, this operation adds a reference to the folder and relevant files and
does not copy anything on disk.

This operation is not recursive and does not add subfolders.

Clear List

The Clear List button clears the list of trace files and folders in the Files panel.

Remote

The Remote section allows you to manage probes. The Probes button in this section is the same as
the Probes button on the Remote Ribbon.

Probes

The Probes button allows you to manage probes. For full details, refer to the Probe
Management description in the Remote Ribbon, on page 68.

General

The General section contains buttons that apply to all devices and tabs.

Search

The Search button opens a search dialog window that can be used to find data in
the charts. The search context is the labels of the items in a chart that can be
selected. For instance, an IP address, MAC address, or hostname can be searched.
The Search Dialog is described in its own section.
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Update Sources

The Update Sources button updates the list of sources for the Devices and Files
panels. Please note that a device will not be available immediately after it is
plugged in, nor will the device disappear immediately after being unplugged. It
takes about 10 seconds before Packet Analyzer recognizes a change of device.
Packet Analyzer does not check for new adapters automatically. It checks only
when this button is clicked.

Close All Tabs

The Close All Tabs button closes all open tabs. This applies to the following tabs:

e Views
e Reportdesigner
e (etting started

Getting Started

The Getting Started button opens a tab in the main workspace that provides
access to video tutorials

Wireless

The Wireless section contains settings for configuring wireless device and traffic monitoring.

Channels

The Channels button opens up a submenu that allows for the management
of the set and duration of channels to scan or lock. This interface is a large
A topic and is explained in its own section: Channels Button.

Note: This operation applies to only AirPcap adapters
installed on the Packet Analyzer host system.
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Decryption Keys

The Wireless Decryption Key Manager button opens a submenu that allows for the
management of the list of keys to decode encrypted wireless traffic. This interface
is explained in “Decryption” later in this document.

Note: Decryption is available for live AirPcap traffic sources
on the local Packet Analyzer and on wireless trace files
located on the local system or remote probes.

View

The View section has buttons used for View management.

Create

The Create button opens the View Editor with a blank, fully editable new view.

The submenu (drop-down arrow) gives you the choice of creating either a new
view or an interactive view.

Create View

Save

The Save button saves the current view as a custom View.

Save
Custom
View

Restore

The Restore button restores default View settings.

Restore
Default
View
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Detach

The Detach button detaches the currently selected View from the source, whether
the source is live/off-line or local/remote. Once detached, the View is no longer
visible in the Packet Analyzer main workspace. The View is still visible in the
sources panel, but grayed out.

Note: For live captures, the system (local or remote)
continues to compute the corresponding View metric.

You can “attach” to the View by right-clicking the View in the sources panel and
selecting the Attach submenu item, thereby making the View visible in the Packet
Analyzer main workspace.

Detaching a View from a capture job running on a NetShark is an excellent way to
leave a View running overnight or over a weekend. When you start up Packet
Analyzer again and reconnect to the NetShark, you can attach the View and see all
the information that has been collected since the capture job started.

Chart Selection

Several functions are common among the charts and are enabled only if there is an active selection
in a chart. These functions are on the Home Ribbon in the Chart Selection group. Each of these
functions is also available through the context menu of any chart.

Send to Wireshark

The Send to Wireshark button sends traffic from the current selection to
Wireshark by spawning a new instance of Wireshark and delivering the selected
packets to Wireshark.

Note: If the source of traffic is on a remote probe, then the
traffic is transmitted over the network to Wireshark
running on the Packet Analyzer local system.
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Send to SteelCentral Transaction Analyzer

Send to File

Drill Down

Copy

Copy Chart

The Send to SteelCentral Transaction Analyzer button sends traffic from the
current selection to Transaction Analyzer (formerly known as App Transaction
Xpert (ATX)) by spawning a new instance of Transaction Analyzer on the local
system and delivering the selected packets to it for analysis (requires Transaction
Analyzer version 16.5.T PL1 (or higher)installed on local system). “Send to
SteelCentral Transaction Analyzer” cannot be used with data from a live interface.

Note: If the source of traffic is on a remote probe, then the traffic is
transmitted over the network to Packet Analyzer before being
sent to Transaction Analyzer, running on the local system.

The Send to File button sends traffic from the current selection and stores it as a
trace file. This is useful for storing a subset of the original capture. If the traffic
was encrypted and is being properly decrypted at the time, then the trace file
stores the decrypted traffic.

Note: If the source of traffic is on a remote probe, then the
traffic is saved in the “My Files” directory on the remote
probe. If the source of traffic is local to Packet Analyzer,
then the traffic is saved as a PCAP file located on the
local system.

The Drill Down button applies a View to the current selection in a chart. This is an
important and powerful feature of Packet Analyzer and is explained in its own
section. See “Drill Down” later in this document.

The Copy button copies a textual representation of the chart information from the
current selection to the system clipboard (text or Excel format) to enable
exporting to another application.

The Copy Chart button copies the selected chart as a metafile to the system
clipboard for pasting into another application. A chart must be selected for this
button to be enabled.
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Time Control

The Time Control feature of Packet Analyzer allows the user to go “back in time” over a View that
has been computed over days, weeks, or months. It applies to Views computed over live and off-line
sources.

Time Control Fundamentals

Based on the View and the selected time interval, subsampling and aggregation techniques are used
to optimize the granularity of the visual presentation of the View metrics.

Packets per Second 4 b
D i EARP
= Bons
R0 .’Emall
3.00K - — Ecue
| B B
2 50K ] \ i 'MS-Networking
® - Ea EF'ssHiTelnet
_;2 2 00K f 7\ B Unknown
= | | A B \Voicervideo
8 150K { | E'web
o A A \
1.00K ] ! : ) J
0.50K
2:32:01 12:32:1 12:32:21 12:32:31
Notes 2 |
[ Current Selection: 11/20/2007 12:21:54 - 12:22:40 (46 secs) @ 1 sec - Total Window: 11/20/2007 12:28:01 - 12:35:19 PN

Figure 2 Port Groups Over Time Showing Time Selection Windows

Figure 2 shows the Port Groups Over Time View applied to a trace file. The purple bar just below
the strip chart is called Time Controller. It has two fields, Current Selection and the Total Window.

The Total Window indicates the beginning and end time and date of the trace file.

The Current Selection is the interval of time displayed in the Charts above the Time Controller. The
Time Controller shows the following information about the Current Selection: start date, start time,
end date, end time, duration (in parenthesis) and sampling time (after the @). The Current
Selection can be adjusted as explained later in this chapter, so that the temporal interval can be
shorter than the Time Window. Sometimes the captured interval is too large to be displayed in a
single Strip Chart at the sample rate indicated in the View metrics (e.g. several days of traffic with 1-
second sample rate). In these cases Packet Analyzer automatically aggregates displayed data,
subsampling the trace file and displaying traffic with a lower granularity. Higher resolution is still
available when you zoom in to analyze shorter time intervals. The Packet Analyzer analysis engine
(the local or remote NetShark) automatically selects the best level of subsampling based on the
duration of the Current Selection.

Note: A view applied to a live source has a configurable “Data Retention Time” found on the view’s
context menu. The current setting is shown after Drop After: in the Time Controller.
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Figure 3 shows the time control “zoomed-in” on the View so that the Current Selection interval is
shorter and thus the sampling rate is smaller. The change in resolution is handled automatically in

Packet Analyzer, thereby making it very easy to move around and to zoom in and out of very long-
duration trace files and live captures.

Packets per Second

4 b
i BARP
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3.50K B Email
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1.00K &web
0.50K
0
12:32:01 12:32:11 12:32:21 12:32:31
Notes bl
| Current Selechon: 11/20/2007 12:31:54 - 12:32:40 (46 secs) @ 1 sec - Tolal Window: 11/20/2007 12:28:01 - 12:35:15 ¥
12:30:48 12:31:08 12:31:28 12:{12:31:54] 12:32:08 12:32:2512:32:40):32:48 12:33:08
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Figure 3 Port Groups Over Time with Multi-Level Zoom Selection

Figure 4 shows the Time Control Bars in more detail. The bottom bar is called the Time Scroll Bar
and it represents the entire trace file or live capture. The Time Window depicts an interval of time
within the overall trace file or live capture. The Time Window element within the Time Scroll Bar
can be resized and moved throughout the file. It affects only what is visible on the upper bar. The
upper bar represents a magnified view of the Time Window and any change to the size and position
of the Current Selection on it affects what is visible in the View Charts. The Current Selection is the
time interval within the trace file or live capture that is displayed in the View.

You can change the position and size of the two bars as follows:

32

Using buttons within the Time Control Ribbon to move the Current Selection and change the
Current Selection duration.

Dragging the Current Selection element or its endpoints.
Clicking and dragging just above the expanded Time Window to create a new Current

Selection.

Double-clicking the Current Selection to expand the Current Selection to the complete View
history. (Double-clicking again returns the Current Selection to its previous location.)

SteelCentral™ Packet Analyzer Reference Manual



Time Window

Current Selection

| Current Selechon: 11/20/2007 12:31:54 - 12:32:40 (46 secs) @ 1 sec - Tolal Window: 11202007 12:28:01 - 12:35:15

12.30:48 12:31:08 12:31:28 12:(12:31:54] 12:32:08 12:32:2912.50.400:22:48 12:33:08
voob oo b oo oo bhvorrrr b e b e
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\ J
|

Time Window

Time Scroll Bar

Figure 4 Time Control Bars
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Time Control Ribbon

Time Control
10 Seconds 30 Seconds 1 Minute 10 Minutes -+ = l Copy
@ @ @ ® @ a 3 Stat  7.01:40.696815 | 1/20/2010 |Z| @ E: b
ij Paste
Begin Step Step End o ) com Zoom  Zoom to End 7:20:11696815 | 1/20/2010 |z| Apply  Create
Back Forward Dy Veek AlHistory Custom ~ In Out  Selectio Filter
Quick Mavigation = Selection Duration Time Selection

Time Control Ribbon

The Time Control feature of Packet Analyzer allows the user to go “back in time” over a View that
has been computed over days, weeks, or months. The Time Control Ribbon provides additional
mechanisms for moving through a long-duration View. There are three sections within the Time
Control Ribbon: Quick Navigation, Selection Duration, and Time Selection. These are described next.

Quick Navigation

Time Caontral

© 000

Begin Step Step End
Back Forward

Guick Navigation T

Begin

The Begin button allows a user to move the Current Selection interval to the
beginning of the View (back-in-time).

Step Back

The Step Back button allows the user to move the Current Selection interval one
step back in time where the size of the step is equal to the length of the Current
Selection interval.

Step Forward

The Step Forward button allows the user to move the Current Selection interval
one step forward in time where the size of the step is equal to the length of the
Current Selection interval.
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End

The End button allows the user to move the Current Selection interval to the end
of the current View.

Selection Duration

10 Seconds 30 Seconds 1 Minute 10 Minutes @ a .

1 Hour 3 Hours 6 Hours 12 Hours
oom  foom  Foom to
1 Day 1 wesk AllHistory Custom - ||-| Out  Selection

Selection Duration

Selection Duration Section of the Time Control Ribbon

The Selection Duration section of the Time Control Ribbon provides a number of alternatives for
setting the length of the Current Selection interval. Recall that the Current Selection interval
corresponds to the portion of the View metric that is displayed in the Charts that make up a View.
For example, if the Chart is a strip chart, then the duration of the visible portion of the strip chart is
precisely the Current Selection interval. For other charts, the visible portion of the Chart shows the
View metric computed for the span of time equal to the Current Selection interval. For example, if
the Chart is a conversation ring, then the conversation ring shows the host conversations that have
taken place during the Current Selection interval.

The Selection Duration section contains some fixed durations to choose from, such as 10 seconds,
10 minutes, All History, etc. For a trace file, the All History selection corresponds to the duration of
the entire trace file. For a live capture, All History ends at the present time and begins either at the
start of the capture or at an amount of time equal to the Data Retention Time of the capture,
whichever is smaller. There is also a Custom option allowing a user to pick an arbitrary time
interval.

Finally, there are Zoom In, Zoom Out, and Zoom to Selection options. Clicking the Zoom In button
reduces the Current Selection interval by 66%. Clicking the Zoom Out button increases the duration
of the Selection interval to 150% of its current duration. If a time duration selection is made in a
Strip Chart, the Zoom to Selection button changes the Current Selection interval to the selection
made on the Strip Chart.

Time Selection

(=B Copy
Start  2:48:1147563% | 5/19/2014 - @ ﬁ

EZL Paste
End 92212475635 | 5/20/2014  [+=| Apply Cﬁm
ilter

Time Selection

Time Selection Section of the Time Control Ribbon
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The Time Selection section of the Time Control Ribbon allows the user to pick the absolute location
and duration of the Current Selection interval within the current View (either live or off-line) by
setting the Start Time, the End Time, and then clicking Apply.

Create Filter - When the user clicks on the Create Filter button, a new Filter is created that will
filter out all packets that do not fall within the Current Selection interval. This filter can be used
when applying a new View to a source and is very useful for comparing two different Views with
respect to the same time interval. For example, one can compare Bandwidth Over Time and [P
Conversations during the same time interval to see which hosts were contributing to the spike in
bandwidth.

Copy - Copies the Current Selection interval to the clipboard.

Paste - Changes the Current Selection interval to the interval contained on the clipboard. (The
destination Chart must be selected to paste an interval on it.)
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Watches and Events

A Watch consists of a Trigger Condition and one of more associated Actions. Every time the Trigger
Condition is satisfied, then the associated Actions are “executed”.

A Watch is always associated with a particular Chart contained in a View and the trigger condition
is based on the metric computed in the Chart. The View itself is applied to a source, which can be
either live or off-line, and can be either on the local system or a remote NetShark.

Note: The Trigger Condition is checked at the underlying Sampling Time
intervals, even if the chart is showing sub-sampled or aggregated data
for larger intervals.

For example, suppose that the View is Bandwidth Over Time with a Sampling Time of one second
and the selected Chart within the View is Packet Bandwidth Over Time. This means that for every
second, packets-per-second is computed over the packets that arrived during the previous
Sampling Time - this is the quantity shown in the Chart. If a Watch were associated with this Chart,
then the Trigger Condition would be checked every second using the computed packets-per-second.

The following sections show how Watches are created for Strip Charts and Bar Charts.

Note: Watches can be applied to only Strip Charts and Single Bar Charts.

Creating Watches on Strip Charts and Bar Charts

ﬁ Send to Wireshark
@ Send to SteelCentral Transaction Analyzer
EB Send to File
Packets per Second on the Wire 4
o GeraT @ Drill Down 3
el — ' Packets
E] Copy
1.60K
-~
1.40K (&) CopyChart
1.20K % Create Filter
0
2 100k
&
2 ¢ Add Watch
é 0.20K 6?6
o .
0.60K & Ssearch
0.40K " 5
0.20K o
? Fit ¥ Axis
0 T30 m
12:28:01 12:28:01 12:30:01 12:31:01 i 12:32:01 1 Lines 4
Notes Select 3 &
| Current ion: 11/20/2007 12:28:01 - 12:35:19 (7.300 m) @ 10 secs - Total Window: 11/20/2007 12:28:01 - 12:35:19 {:} =
i | Settings 3

Figure 5 Strip Chart with Context Menu

Figure 5 shows the context menu associated with the Packets per Second strip chart within the
Bandwidth Over Time View. Right-clicking in the Packets per Second chart displays the context
menu. The Add Watch submenu item brings up the Watch Editor panel (Figure 6), which can create
a Watch on the metric (Packets per Second) associated with the selected chart.
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The user sets up the Watch by completing the necessary items in the Watch Editor panel (see
Figure 6). Clicking “OK” in the Watch Editor panel causes the Watch to be associated with the View.
The Watch appears in the Sources panel under the View.

Watch in Sources Panel

— N*-.IDIH nForce MCP Networking Hdap‘ter Driver The Watch appears below its associated View in
3} (Bandwidth Over Time < # (2.23 4M) (1s- 1d) the sources panel. In this case the View has been
& \tiatch 1 on Bits per Second applied to a live source. Watches can also be

2 events cocurred applied to trace files. The small arrows beside
the watch icon are used to hide or show the list

Watch in Device Sources Panel of watches.

Context Menu for Watch Applied to a Live Source

v & NVIDIA nForce MCP Networking -'.dapier Driver The context menu for a Watch associated with a
) Bandwidth Over Time < # (232 AM) (1s- 14 live source contains the following menu items:
Edit.. e Edit. This menu item brings up the Watch
< Editor Panel

sk events e List events. Lists/Does Not List the events

Enabled associated with the Watch in the Events

panel
Remove e FEnabled. Enables/Disables the Watch

e Remove. The Watch is removed and all of

Context Menu For Watch Applied to Live the associated Events are removed from

Source the Events panel

Context Menu for Watch Applied to a Trace File

¥ 11n_PPI - Copy pcap indices not supported on wireless so A Watch applled to a trace file cannot be EditEd,
31 Bandwidth Over Time =& (220 AM) (1s- 1d) enabled, or disabled.
<",-‘ J'atch 1 on Bits per Second

P
‘. List events

] -
l@ Remove

Context Menu for Watch Applied to a
Trace File

The Watch Editor

Figure 6 shows the Watch Editor. The following section describes the fields in the Watch Editor
panel.
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% Watch Editor ==

MName atch 1

Description

Severity @ Informational IZI The watch is enabled and running
[+| Trigger Condition

Bits [ s > E &I

Data Filter
- Mo datafilters -

Timing Details

(@ Aggregate overthe last Sample Time |Z|
- |z|

Run the actions when _'—-35[ Every time the condition becomes true B
| Motify me
Send an email with the watch event details
Start a packet capture
Send a remote syslog message over UDP
Fun & program on the Probe

Log the event in the Windows event log

EEEEEE

Log the events ina CSV (Comma Delimited) file on the Probe

Figure 6 Watch Editor Panel

Name and Description

The Name field is used to assign a name to the Watch and the Description field is used to provide
specific details regarding the Watch.
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Severity

@ Debug

@ Informational
@ Notice

() Warning

'. Error

@ Criticd

@ slert

@ Emergency

Figure 7 Watch Severity

The Severity field contains a drop-down list (see Figure 7) with a number of different “severity”
levels. These levels are mainly used to distinguish events (actions) from one another and can be
used when searching for specific events.

Enabled

When The Watch is Enabled and Running checkbox is checked, the Watch, once it is created, is
immediately active. Otherwise, if the box is not checked, the Watch can be created but the Trigger
Condition is not activated until the Watch is enabled.

Trigger Conditions

The Trigger Condition elements are shown in Figure 8. Together they represent a Boolean
condition; that is, an expression that evaluates to either True or False.

Trigger Condition

Packets = is = [=] 2300 ==

Figure 8 Trigger Condition

The left-most box contains the value to be tested. Recall that in Figure 5 the Packets (per second)
strip chart was selected when the New Watch submenu item was selected. This accounts for the
Packets value in the left-most box. The middle box is a drop-down list that contains relational
operators that can be selected (see Figure 9 for the list of operators.

=

within
outside

Figure 9 Relational Operators
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Finally, there is the right-most box, which contains the comparison value. The Trigger Condition in
the example shown in Figure 8 is true whenever Packets is greater than 2,300.

- | Tnigger Condibhon
Packets = | iz |within = | 2300 and (4300 +

/| Satisfied for |4 secs -

Figure 10 Trigger Condition Expanded

Figure 10 shows the “within” condition and what is shown when the Trigger Condition is expanded.
The “within” condition requires two values, namely, lower and upper limits in that order. In this
case, the Trigger Condition is True whenever the value (Packets per second) is less than or equal to
the upper limit and greater than or equal to the lower limit (>= lower limit and <= upper limit).
Similarly, the “outside” condition is specified with lower and upper limits and is true when the
value falls out of the specified range (<= lower limit or >= upper limit).

Entering Values in Watch Triggers

Beginning in Packet Analyzer version 10.7 (and later) an expanded set of units are available for
specifying a trigger value. Values can be entered as a number and a unit that specifies a multiplier.
For example, a Trigger Condition value of 1000000 now can be entered as 1M. The available units
and their multiplier are listed below.

Unit Multiplier Multiplier value
k,K, kilo, Kilo 10° 1000

M, mega,Mega 10° 1000000

G, g,giga, Giga 10° 1000000000
T,t,tera,Tera 10%? 1000000000000

P, peta, Peta 10" 1000000000000000
E,e,exa, Exa 10 1000000000000000000
ki, Ki 20 1024

Mi,mi 2% 1048576

gi, Gi 2%° 1073741824

Ti, ti 290 1099511627776

Pi, pi 2%° 1125899906842624
Ei,ei 20 1152921504606846976
m,milli, Milli 103 0.001

u, micro, Micro 10°® 0.000001
n,nano, Nano 10° 0.000000001

p, pico, Pico 10 0.000000000001

f, femto, Femto 10" 0.000000000000001
a, atto, Atto 10/-18 0.000000000000000001

Entries for values (number times multiplier) must evaluate to integers. Engineering notion using
“e” or “E” also is supported, for example, 2E6 corresponding to e*106 = 2000000. Time values
cannot be entered using multipliers.
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Expanded Trigger Condition

Expanding the Trigger Condition reveals the “Satisfied for” check box. When the box is checked,
then the Trigger Condition becomes the conjunction of the underlying relational expression and the
“Satisfied for” condition. In other words, both must be true for the Trigger Condition to be true. In
the above example (Figure 10), the "Satisfied for” condition is true whenever the underlying
relational expression is true for 4 consecutive seconds. If the Sampling Time is 1 second, then the
Trigger Condition is true if the underlying relational expression (Packets is within 2300 and 4300
for 4 consecutive seconds).

The Expanded Trigger Condition is very useful when the user only wants to react to a condition if
that condition is true for a minimum amount of time, in this case 4 seconds.

J| Satisfied for |[EEE -

1sec
Data Filier 1.500
10 secs
1 min
1:30
10 mins
1h
1:30:00
2h

Sample Choices for Satisfied for

The figure above shows the contents of the drop-down box for the choice of durations for “Satisfied
for.” The duration can be selected from this list or you can supply your own using the formats
shown in the list.

Multi-line Strip Charts

In the case of a single line strip chart as in Figure 5, the Trigger Condition is evaluated every Sample
Time on the single value computed at each sample point. In the case of multi-line strip charts where
multiple values are computed at each Sample Time, there are two cases: 1. Multiple characteristics
are computed for each packet, or 2. The packets are partitioned into multiple categories and a
single metric is computed for the packets in each category.

Single value, multiple packet types

Filtering Settings S PvE
Port Group Pilot Filter ("Email”, "Routing™..): | generic traffic_type port_group = "Web" B';n-a-il- o

Figure 11 Multi-line Strip Chart with Filtering

Figure 11 depicts the case where the multi-line strip chart shows Port Groups Over Time. Each
packet is examined and partitioned according to its packet type and the bandwidth per second is
computed for each packet type. In general, a Watch on this strip chart would check the Trigger
Condition for each port group for each Sample Time and generate an event for each port group for
which the Trigger Condition is met. This means that there could be as many events generated at
each Sample Time as there are port groups. If a line selection is made before the Watch is created,
the Data Filter field will show the set of lines for which the packet bandwidth will be calculated.
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Figure 11 shows that one line, mail, has been selected. The Watch Editor acknowledges the line
selection under the Data Filter section and automatically appears.

Multiple values, single packet type

Figure 12 shows another type of multi-line strip chart. This example comes from the Frame Size
Over Time View in the Generic folder. In this case, the average, maximum, and minimum frame sizes
are computed for each packet - there are three different values associated with each packet and the
lines in the strip chart represent these values. Now different lines are represented as different
“values” in the left-hand side of the Trigger Condition relational expression.

Timing Details for Bar Charts

Timing Details

@ Aggregate overthe last 9 secs

[JE]

(71 Aggregate from the beginning of every

Actions

Timing Details

The section called “Timing Details” applies to aggregating charts such as Bar Charts. Strip Charts are
not aggregating charts and therefore the Timing Details section is grayed out for strip charts.

TCP Protocols 3 mins) 4 I | UDP Protoccls (3 mins) q b
B80.00 (Y 240.00 232
45.00 180.00 [
& 2
% 30.00 % 120.00 E
g z5 g
15.00 G000 — [ LA
, ' 24 23 . . .
0.00 B 3 ¢ S 000" | & ITI -\ II\I o a:\
5 : & 5 » .
g & I?\ & & & o‘ﬁk @ﬁb fb{? o _&f : Q@
& & L & o ) & & F o8 o
& & @'& = \I?’Q R & & s
& ‘}0 & b
& '° & &
Notes 2 | Notes 2
Current Selection: 08:12:53- 08:15:53(3 mins) @ 10secs - Total Window : 08:12:53 - 08:15:59 - Drop After. 1 Day &

Figure 12 Aggregating Chart

The Current Selection interval in Figure 12 is equal to 3 minutes. The bar chart on the left partitions
the incoming packets according to the TCP protocol and counts the number of packets for each
protocol. For example, in the left-most chart, there are 60 packets carrying the https protocol. But
there is more to the story. The Current Selection interval is 3 minutes, which means that the bars
are the sums seen over a 3-minute interval. In the case of the above chart, the interval is from
08:12:53 to 08:15:53. The aggregation interval for the bar chart is, for convenience, also show in
the chart’s tab.
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Note: The Timing Details sets an aggregation interval for the Watch that is
independent of the aggregation associated with the Current Selection
interval.

In setting up a Watch for an aggregating chart it is important to specify the interval over which the
aggregation takes place. There are two radio buttons in the Timing Details section, and one or the
other must be selected. The first one specifies the aggregation back in time from the current time.
At each Sampling Time, the value of each bar is determined by aggregating over the aggregation
interval specified. The aggregation intervals are overlapping.

The second radio button is for specifying non-overlapping aggregation intervals. For example,
suppose a user wanted to aggregate the total packets over every hour for each TCP protocol. For
each hour we would begin a new aggregation interval. This means that for each Sample Time, the
aggregation interval extends back to the start of the current hour. Therefore the aggregation
interval grows until it reaches one hour and then starts again.

In the bar chart example, the aggregation function is SUM. A number of other aggregation functions
are used throughout Packet Analyzer, namely, MAX, MIN, AVG, TIME AVG, and others.

Actions

The Trigger Condition is an expression that is evaluated at each Sample Time. Even when the
trigger is true, you may want some additional context before you execute the corresponding
actions. For example, you may want to execute only the associated actions when the Trigger
Condition makes a transition from False to True on successive Sample Times. These additional
conditions are called Transition Conditions.

Transition Conditions

?_'-__HE".’EF‘,’ time the condition becomes true -

% Every time the condition becomes true
Z_L_H Only the first time the condition becomes true
5 Every time the condition becomes false

_:_H Every time the condition is true

Figure 13 Transition Condition List

In Figure 13 we show the contents of the drop-down box. These are the Transition Conditions that
are used, in conjunction with the Trigger Condition, to determine when the associated actions are to
be executed. The icons are suggesting: leading edge, every time; leading edge, only once; trailing
edge, every time; and every time.

e Every time the condition becomes true. Actions are executed whenever the Trigger Condition
is true on the current Sample Time and was False on the previous Sample Time. The Actions
are also executed if the Trigger Condition is True when the Watch is activated (i.e., before
there is any history for the Watch).
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Only the first time the condition becomes true. Actions are executed the first time the Trigger
Condition is true on a Sample Time and was False on the previous Sample Point. The
Actions are also executed if the Trigger Condition is True when the Watch is activated (i.e.,
before there is any history for the Watch). The Actions are executed at most one time.

Every time the condition becomes false. Actions are executed whenever the Trigger Condition
is false on the current Sample Time and was true on the previous Sample Time. The Actions
are also executed if the Trigger Condition is true when the Watch is activated (i.e., before
there is any history for the Watch).

Every time the condition is true. Actions are executed whenever the Trigger Condition is
true.

Note: A Trigger Condition, along with its associated transition condition, is
based on a View associated with the local system or with a remote
NetShark. Accordingly, the actions associated with the trigger condition
are initiated by the local system or the remote NetShark
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Notify Me

The Notify Me action is always executed and makes a record of the event on the strip chart and in
the Events panel.

© Traffic Type Over Time~ 40 |>‘ Events
Filters (None) ¥] Start Search
Bits per Second 'Bytes per Second | Packets per Second 4 b
13.00 ) mARP
] MoHce [
[IDNS 3
e EEmail i
g Eicue
om v <
[l tss > 3000 pe=DN
o0 IS Networking @503 ch 12t 112020 1345351105
ElRouting Bits ) for Traffic Type=Unkna
[55HTelnet @ 50424 viatch 13 112052007 12:46:38.1106

910 [ unknown
o W voiceVideo
Oweb

Events

¢

Packetsis

/\J\w\ u\/\j\A &u\«,\w\«w AR

-H‘»{-w -L(-\.,«.-»-‘ A L\"r—t *\H..,--‘ VA h’" - -.—»‘—-.__A__,

Noles: 2|
Current Selection: 11/18/2007 22:38:20 - 23.48:20 (1:10.00) @ 1 min - Total Window: 111192007 17:09 - 11/20/2007 1724 ¥| = T Tomed o T
o0 many events, limited to
. 2203 2z 2308 22 oz oz0e I Complete range: 11/13/2007 17-09:51.110604 - 1172
3 | Events range: 11/20:2007 9:27-48.110604 - 14:06:1
al S T 5 vl (@] [@][c][c |

Traffic Type Over Time on CACE-whole-day.pcapat 5:26 PM  ~  Selected Chart: Packets per Second

Figure 14 Event Notifications

Figure 14 shows how the event notifications appear on a strip chart and in the Events panel. Notice
that the event selected in the Events panel is highlighted in the strip chart and also on the Time
Window. If a vertical line representing an event on the strip chart is selected, the corresponding
event is shown as selected in the Events panel and in the Time Window. Moreover, if the event line
is selected in the Time Window, it is shown as selected in both the Events panel and the strip chart.

) 1 :92 Packets "iatch ot 07/ 09’2009 20 59 02.101

raff

Event Structure

The Event Structure begins with a circle with the color corresponding to the color of the Watch
Severity. The following number is the event Unique ID followed by the name of the event. This is
followed by the date and time at which the event occurred. The second line begins with the Trigger
Condition and the value, in parentheses, that caused the Trigger Condition to be true followed by
the line that was selected in the strip chart when the Watch was defined.
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Event 70
Waich: Bits Threshold Tame: 07/3002009 14:10:45.112
Condition: Bits/s = 5000 (38456)

View Eandwidth Over Time

Source:
\Device\NPF_{SBFCHD0F-EAES-48A5-A1FA-ZB2170898911}
# | (adapter)

Bits Threshold on Bits per Second
70 - Bits Threshold at 07/30/2005 14:10:45.112 | [

[y
[

Bits/s = 5000 (38456)

Tooltip for an Event

Moving the mouse over a severities icon in the Events panel displays a tooltip for the selected event.
The tooltip contains the details regarding the Event.

Event 464
» [ 'Waich: Watch 1 Time: 11/20/2007 12:32:42.719
Condiion: Packets/s = 2300 (3077)
s
““1 View. Bandwidth Over Time
. Source: /admin/noon.cap (pcapfile)
Probe: endacel 61858
. Watch 1 on Packets per Second
@ 454 - \watch 1 at 11/20/2007 12:32:42.719 |’|
Packets/s = 2300 (3077)

Tooltip for a Remote Event

The tooltip for a Remote event also identifies the “name” of the NetShark and port number.

Send an email with the watch event details

T — = | If “Send email with the Watch event details” is
selected, the Send Email Parameters Editor

Send an email with the watch event details appears. This should be filled in with the mail
Lo e server information, account, and destination
Sh Ve 5 email addresses. When the Action occurs, email
Connection Type * Cleartext =l | is sent to the destination email addresses with
Username the Event information.
Password
From ™
To*
Cec
Bec

oK || Cancel

Email Action
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Start a packet capture

Action Editor

Start & packet capture
File Name *

Packets to Capture
Bytes to Capture
Seconds to Capture
Filter String

Filter Type

ClUsers'John'\Desktop My Trace
10

wireshark Capture Filter (BPF)

Cancel

o

Figure 15 Capture Packets Panel

Send a remote syslog message over UDP

Action Editor

I:IIIEH-"?E‘-M1

Host Name *
Port *
Protocol *
Severity

Send a remote syslog message over UDP

514
Regular

[-]
[-]

Information

OK || Cancel |

Send to Remote Syslog

48

When “Start a packet capture” is selected, the
panel in Figure 15 appears. The File name is a
mandatory field and specifies the absolute
path name of the capture file to be created.
The “Packets to Capture,” “Bytes to Capture,”
and “Seconds to Capture” are stopping
conditions, whichever comes first. An optional
Filter String can be specified along with the

|| Filter Type. When the event occurs, a packet
| capture is initiated and terminated according
| to the stopping conditions.

Note: If the Watch is

associated with a
the
assist for
setting the File Name

remote probe,

browser

is not available. The
capture file is placed
My  Files
directory located on

in the

the remote probe.

Send a syslog message using UDP to a remote
host.
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Log the events in the Probe’s syslog

Action Editor x| ===
Log the eventin the Probe's syslog
Severity informational i
OK Cancel
Send to Probe’s syslog
Start a Capture Job
Action Editor [ &=
Start a capture job
Job Name * MName of Capture Job
OK Cancel
Stop a Capture Job
Action Editor x| ==
Stop a capture job
Job Name * Mame of Capture Job|
oK Cancel

Log the events in a CSV file on the NetShark

Action Editor

=5 =S

Log the events in a C5V (Comma Delimited) file on the Probe

File Name ~

Cancel

Send to CSV File

SteelCentral™ Packet Analyzer Reference Manual

The event is entered into the Probe’s syslog
with the indicated severity.

The event starts a currently stopped capture
job. If the capture job is already started there
is no change.

The event stops a currently running capture
job. If the capture job is already stopped,
there is no change.

The event is written as a CSV file using the
complete pathname provided in the Action
Editor.

Note: If the Watch is
associated with a
the

assist for

remote probe,
browser
setting the File Name

is not available.
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Watches/Events Ribbon

The Watches/Events Ribbon is divided into a number of sections.

\wiatches/Events

< 5 8 Remove | efNoFilters ¥ All Probes ® All Severities | Watch Name @ @ ® Source Chart
) Enable Current View @ Current Probe High Severities | \Watch Description - Source View
Add Watch Edit ) » Time  Apply Overlay
@ Disable Pinned Views Severities Event [Ds - Enabled Al Views

|l Add \Watch Selecied Waiches Views Filter Probes Filter Severities Filter ‘Watches and Events Filter Events Overlay

Watches and Events Ribbon

Add Watch

The Add Watch button is enabled when there is either a strip chart or bar
chart selected within the current View. Clicking the Add Watch button brings
up the Watch Editor panel for creating a new Watch for the selected chart
within the current View.

Selected Watches

Edit Selected Watch

With a Watch selected in the Sources panel, the Edit button brings up the
Watch Editor. The Watch parameters can be modified with the Watch Editor.

Note: A Watch applied to a trace file cannot be edited.

Remove Selected Watch

With a Watch selected in the Sources panel, the Remove button is used to
remove the Watch and all of the associated events in the Events panel
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Enable Selected Watch

With a disabled Watch selected in the Sources panel, the Enable button causes
the Watch to become active.

Note: A Watch applied to a trace file cannot be enabled.

Disable Selected Watch

With an enabled Watch selected in the Sources panel, the Disable button is
used to disable the Watch. During the time the Watch is disabled, no events
are generated.

Note: A Watch applied to a trace file cannot be disabled.

Filtering Events Section

» Events
Start Search DD

@ 1390 - Watch 1 at 07/12/2009 12:30:05622 |+
Bits/s = 0 (960) for Traffic Type=SNMF
@ 1391 - Watch 1 at 07/12/2009 12:30:05.622

Bits/s = 0 (1184) for Traffic Type=ICMP
@ 1392 - Watch 1 at 07/12/2009 12:30:06.622
Bits/s = 0 (1104) for Traffic Type=0ther

(11393 - Watch 2 at 07/12/2009 12:30:06.622
Packets/s = 0 (2] for Traffic Type=0Other
@ 1334 - Watch 3 at 07/12/2009 12:30:11.217

Packets/s =0 (1)
@ 1385 - Watch 3 at 07/12/2009 12:30:15.317
Fackets/s =0 (2)

@ 1396 - Watch 1 at 07/12/2009 12:30:15.622
Bits/s = 0 (960) for Traffic Type=SNMF
@ 13597 - Watch 1 at 07/12/2009 12:30:15.622
Bits/s = 0 (1184) for Traffic Type=ICMF
(01398 - Watch 2 at 07/12/2009 12:30:15.622
Fackets/s = 0 (1) for Traffic Type=SNMP
T A00 Valakak o THTIFNG 1N AR O

1 | i | &

Events range: 1225915 - 12:30:28

Events Panel

When there are multiple Watches, or even a single Watch, it is possible to generate a very large
number of Events. Sorting through these looking for significant ones can be daunting. The Events
panel has a search box that can be used to isolate events of interest.

Another possibility for filtering events can be found in the middle sections of the Watches/Events
Ribbon.
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® MNoFilters % Add to Pin List All Probes ® All Severities. || Watch Name @
e sy ® Current Probe L

Current View rFin List High Severities V/atch Description Time  Apply
Pinned Views Severities - Event [Ds -
Views Filter Probes Filter Severities Filter \Wwatches and Events Filter

Figure 16 Event Filtering Section of the Watches/Events Ribbon

Figure 16 shows the sections on the Watches/Events Ribbon that deal with locating Events by
filtering on:

e Views Filter
e Severity Filter
e Watches and Events Filter

Note: The events filter that results from these three filter sections is the
conjunction of the filtering provided by the individual sections.
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Views Filter

This section of the ribbon deals with filtering Events based on their associated Views.

No Filters is selected: Filtering on View is disabled.

e (Current View is selected: The Views Filter selects only those Events that are associated with
the Current View.

e Pinned Views is selected: The Pin List contains a list of Views that have been “Pinned.” When

Pinned Views is selected, the Views Filter selects only those Events that are selected with
some View in the “Pin List.”

Add to Pin List
With a View selected in the Sources panel, clicking Add to Pin List adds
E? the selected View to the Pin List.
(Show the) Pin List
: The Pin List button is active whenever there is at least one View in the
@ Pin List. Clicking the Pin List button (when it is active), shows the Pin
b List.
The Pin List
(3 Pintist—— , The Pin List itself shows the pinned views and their
Resltck RTLE168C/2111C PCLE Gigabit Ethernet NIC sources. The sources can be either live or a trace file.
7| Protocol Distribution - Packets (0 waiches) Views can be removed from the Pin List by clicking the
7| Bandwidth Over Time (0 watches) corresponding check boxes.

AirPcap Wireless Capture Device (3 channels)

| Discovery - APs and Stations (0 watches)

Probes Filter

There are two choices with the Probes Filter. Show the Events from all of the
NetShark appliances (including the Local System) in the Events panel, or only
show the Events from the currently selected NetShark in the Sources panel.

All Probes
® Current Probe

Probes Filter
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Severities Filter

The Severities Filter section allows you to add filters on the Event

® All Severities severities. The three choices are disjoint.
Oh Seveshes All Severities. This is equivalent to no Severity filtering.
Severiies ~ e High Severities. High severities are defined to be Error or higher -
S e Error, Critical, Alert, and Emergency.

e Severities (List). When this button is selected, the Events are filtered
on the severity levels in this list. The list can be set/reset by clicking
the down-arrow.

Severities List

Ceverities ~ The Severities List contains the severities used by the severities filter. The
— selected severities are those with the checks. Severities can be selected or

Debug deselected using the check boxes.

Informational
Motice
\Warning
Error

Critical

Alert

Emergency

W s S S S (S S S

Severities List

Watches and Events Filter

Event filtering based on the corresponding

Wiatch Mam
=ien ame Watch Name, Watch Description, Event IDs, or

Watch Description : Time Interval.
Time Apply

Ld

Event IDs

\niatches and Events Filter
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Time Filter

=9 The Start and End times can be filled in manually, or the
Paste operation can be used. Typically, the clipboard is
Time carrying a time interval that was obtained using the copy
= operation in the Time Selection section of the Time Control
Start i [-|| Ribbon. Conversely, if the time interval is available, the
End = Copy operation can be used to save the interval to the

Ij] ~ E:] Paste P Cl clipboard for use in making time selections by pasting it
oDy asie lear . . . . . .
¢ into the Time Selection section of the Time Control ribbon.

Time Selection

Apply
Once all of the parameters in the Watches and Events Filter have been set, click
the Apply button for the filter to take effect.

Note: The Watches and Events Filter does not take effect
until the user clicks the Apply button.

Events Overlay

By selecting the Overlay Enabled button, the radio buttons are
@ ® Source Chart enabled.
Overlay Sourfe view e Source Chart. Only show the events in a Chart of the Watches
Enabled All Views that are associated with the Chart. This is the usual case
Events Overlay where you see the events only in the chart where the Watch

was created.

Events Overlay Section e Source View. Show events associated with all of the Watches in
a View in each Chart of a View. This is generally used when
one of the charts in a View has a Watch and you want to see
these events displayed in the other charts in the View.

e All Views. Show all the events of all the Watches in all of the
charts of all of the Views. Is often used if only one chart has a
Watch and you want to see where these events occur in the
charts of all of the other Views.
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Predefined Watches

Many of the View folders contain an initial subfolder containing predefined Watches. Figure 17
shows the expanded Bandwidth Usage folder. Its first subfolder is called the Bandwidth Usage
Watches.

Views
Start Search |:||Z|
1> S 802.11 B

> & LAM and Metwork
w 121 [Bandwidth Usage
[§] Metwork Usage Summary by Direction and Port Gri
[§] Port Groups Over Time (15 - 1d) =
[¢] Local vs. Mon-Local Traffic (1= - 1d)
I> %ot Bandwidth Usage Watches
[> & Wire Level
[> & MicroBurst | 4
1> g IP
[ & TCP - UDP
1> & Web
1> 1 WolP -
4| m | ¥

m

Figure 17 Predefined Watches

Opening the Bandwidth Usage Watches folder displays the following:
Views
Start Search DE
1> G 202,11 -

[> G LAM and Metwork

w (23| Bandwidth Usage
[§] Network Usage Summary by Direction and Port Gre
[§} Port Groups Over Time (15 - 1d)

[¢] Local vs. Mon-Local Traffic (15 - 1d) e
w & Bandwidth Usage Watches
< Bandwidth Thresheld (1= - 1d)
Bandwidth Threshold
<+ Bandwidth Thresheld for 2 Specific Group Port |
Bandwidth Threshold
<+ Bandwidth Threshold for a Set of Ports (15 - 1d)
Bandwidth Threshold
[ g Wiire Level
[> e MicroBurst
I g 1P
> g TCP- UDP
I- G Web
I &5 VolP il

[ 0 G

m

Figure 18 Expanded Bandwidth Usage Watches Folder

The expanded Bandwidth Usage Watches folder contains three entries. Each of these entries
consists of a View and a Watch that is associated with the View. For Example, the Bandwidth
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Threshold for a Specific Port Group (in Figure 18) is a View with a Bandwidth Threshold Watch
associated with the View. This View/Watch combination can be applied to either a live or off-line
source just like any other View. However, when it is applied, the Watch Editor is displayed to be
filled in with the usual parameters. In this case a Filter Settings section is made available to further
modify the Watch before applying the View/Watch combination.

(& Configure Bandwidth Threshold for a Specific Group Port @
Filtering Settings
Port Group Pilot Filter ("Email”, "Routing™...): | generic traffic_type port_group = "Weh"

Watch "Bandwidth Threshold' Seltings

Name Bandwidth Threshold
Diescription
Severity | (0) Warning IZ|
Trigger Condition
|:| is |* E| 0
Actions

Run the actions when _:_P[ Every time the condition becomes true |Z|

7| MNaotify me
Send an email with the watch event details Edit....
Send a remote syslog message over UDP Edit...
Log the event in syslog on the Probe Edit...
Start & capture job Edit....
Stop a capture job Edit...
oK | Cancel |

Figure 19 Watch Editor Panel with Filter Settings

Figure 19 shows the watch editor for the Bandwidth Threshold predefined Watch. In addition to the
usual Watch settings, the user can specify Filter Settings to select specific port groups.

Note: Filters that appear in predefined View/Watch combinations are placed
between the source and the View to filter out unwanted packets before
being processed by the View. The Watch is subsequently applied to the
metrics produced by the View.

Once the combined View/Watch is applied, it behaves exactly the same as if the View and the Watch
were each applied independently - the View to the source and the Watch to the View.
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Reporting Ribbon

Reporting
CHAI Views - : _
_ | Title Metwork Analysis Repart
I] Formats -
Current Recent Change  Browse Lnalyst/Client Information - Report
View * Upen Reports . Folder Folder & Designer
Generate Report Management Settings Designer

The Reporting Ribbon is used to create and manage reports created from Views. Certain sections
and buttons of the ribbon are disabled by default. Reports can be made from one View or from all
open Views. Reports can be generated for a number of different file formats in a single batch
operation.

Supported report formats are:

PDF Report

Zip Package

Excel Spreadsheet
Word Document
Text File

HTML Page

Many things can be customized in a generated report. The ribbon is described below top-to-bottom
and left-to-right, by section.

Generate Report

This section manages how the reports are generated.

Current View

The Current View button is used to generate a report using the current View,
which requires that a View be the foremost tab. Under any other situation, this
button is disabled. This button and the next button, All Views, act differently
depending on the settings of the final two buttons of the section, Format and
Open Reports.
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All Views

Button

The All Views button gives you options for generating a report using
more than one view. This button and the previous button, Current View,
act differently depending on the settings of the final two buttons of the
section, Format and Open Reports.

Clicking the All Views button directly generates a report using all views
that are currently open in the main window.

o]
]
1
in bs
(%]
0
(1]
(=1
‘_"1
i
i

Clicking the drop-down arrow beside the All Views button gives you a
choice of generating a report for all views or for views that are currently

Submenu

Format

| T_] Format -

7| PDF Report

7| Word Document
Text File
HTML Page

Submenu

selected. You can select multiple views by clicking them in the Sources
panel while holding down the Ctrl or Shift key.

The Format button opens a submenu that specifies one or more export formats.
These selections are saved in the global configuration file. By default, only the
PDF option is selected.

The meaning of each check box is as follows:

PDF Report
The PDF Report checkbox refers to a PDF 1.4 (Acrobat 5.x or newer) PDF
document generated with all security turned off.

Zip Package
The Zip Package check box refers to a ZIP file with the following
contents:
e Each trace file analyzed in the report.
e The MD5 cryptographic digests of the trace files (smaller than 50
MB).
e The PDF version of the report.

Excel Spreadsheet
The Excel Spreadsheet check box refers to a Microsoft Excel spreadsheet
with the tabular data of the report in a way that can be used to generate
further graphs and charts with the spreadsheet graphing options that
are available in Excel.

Word Document
The Word Document check box refers to a “Rich Text Formatted” (RTF)
document that can be viewed in Microsoft Word.

Text File
The Text File check box refers to a plain text document. Naturally, no
images are available, but the image data is made available in tabular
form.

HTML Page
The HTML Page check box refers to a generated HTML page and a
directory containing the images of the relevant charts in PNG format. The
HTML is compatible with all major modern web browsers.

SteelCentral™ Packet Analyzer Reference Manual 59



Open Reports

The Open Reports check box, selected by default, works in the following way:

When On
Pressing the Current View or All Views button instantiates the
appropriate helper applications to be open with the generated reports.
For instance, when generating Word and HTML formatted reports, then
the default word processor and web browser open and display the
reports.

When Off
No programs are opened when a report is generated.

#| Open Reports

Management

Generated reports are saved to a user-specified directory. The default directory is the “My
Documents” directory in the user’s “Documents and Settings” directory (or the language
equivalent). This can be changed as desired. The Management section provides a convenient way to
get to the directory, manage recently created reports, and change the report directory.

Recent

The Recent button opens a submenu to manage recently generated reports. By default,
reports are generated, the Recent button is disabled.

After a report is generated, a reference to it is placed in the \5\

Recent submenu list. The list holds the five most recently Ricent
generated reports and can be cleared at any time. Note that @ —
the clear operation does not remove the file(s) from disk but Network Ansiysi .

27762003, 1:58 PM '

simply clears the referential list inside of Packet Analyzer.

Recent Reports

Each submenu item has in turn another |—@ \

submenu to open one of the formatted -

reports from jc}_le generated report p— |

package. Additionally, reports can be e P—
; 212712008, 10:47 AM 'l@ it ' pe =

renamed and removed irrevocably from @ - Open HTML Pege

d : k ename Open Excel Sheet

ISK. 6 Remaove report |

Recent Reports (Detail)
Change Folder

The Change Folder button changes where future generated reports will be
' saved.
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Browse Folder

The Browse Folder button opens a browser window to show the folder where
future reports will be saved.

Settings

The Settings section manages what goes on the cover page of the report, if it is used. (See the
section on the Report Designer about how to turn it off.)

Title

Tuenemok s nenot. || L 1€ Title edit box specifies what to call subsequently generated reports. The title
goes on the cover page if the page is included in the report generation. See the
section on the Report Designer Ribbon that follows for more information.

Analyst/Client Information

The Analyst/Client Information button presents a submenu that
specifies what information appears on the cover page of a report.
Each field is directly analogous to what appears on the cover page.
Refer to the appendix on the example report for more information.

Button

& Analyst'Client Information -
Analyst Information
Name Dilbert Dobson
E-mail Address ddobson@phonecorp.com
Phone Number 805 555 1337

Client Information

Client Name: Pointy Haired Boss
Case Number 3,000,000

Submenu

Designer

The Report Designer button opens a new tab in the ribbon bar to do specific
i design actions on subsequently generated reports. This ribbon is described
below.
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Report Designer Ribbon

Report Tock
Designer
. = i = ) L= q | Table of Contents _ ) i ® Page Width @
I;EJLlfe T| t | e I;I:&tl fa) . 2] Chockams 4| Cover Page ‘white Chart Background Size efter - Full Page
Text Text Text —|| Change Data as Table Draft Images (Faster) Orientation | Portrait - 100 R Close
Custom
Afiew Pans  Niew Page  [Vie Pase | T Lego ¥ Full Path

Styles Includes Visual Settings Page Setup Display Diesigner

The Report Designer Ribbon is not always available. It is a contextual ribbon that appears only when
reports are being designed. In order to get to it, click the Report Designer button at the end of the
Reporting Ribbon (described at the end of the previous section).

This displays a generic template report as a tabbed window that does not correspond to any
specific data from a view. All changes made in the report designer take effect immediately and there
is no need to save when exiting the designer.

Additionally, the designer can be left open while generating reports for quick changes. Note that
any changes made to the template via the report designer will only affect how subsequent reports
are generated, not any existing reports.

Styles

(= esw e wpe w0 The Styles section controls the thematic look and feel of

JLitle | Title Title Title.Litle . .

oo e e o0 subsequentreports. There are five choices to choose from and
each can be viewed by simply hovering over them with the
mouse. A theme can be selected and set as the default by clicking
it. In the depiction on the left for instance, the first style is
selected.

Includes

The Includes section has options that determine what is presented inside a report.

Change Logo

The Change Logo button is used to specify the logo that goes in the upper right
hand side of the cover page of all subsequent reports.

Table of Contents

7] Teie of Comterts The Table of Contents check box (checked by default) is used to specify whether
to include a table of contents in subsequent reports.
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Checksums

The Checksums check box (not checked by default) is used to specify whether
SHA256 cryptographic digests are generated for trace files in subsequent
reports. These digests are printed on the reports and placed in separate files
when using the ZIP output format.

1 Checksums

Cover Page

The Cover Page check box (checked by default) is used to specify whether to
include cover pages in subsequent reports.

| Cover Page

Data as Table

7] Data as Table The Data as Table check box (checked by default) is used to specify whether to
include quantitative data tables in subsequent reports.

Visual Settings

The Visual Settings section has options used to modify some technical aspects of the creation
process of reports.

White Chart Background

White Chart Background The White Chart Background check box (not checked by default) is used to
specify whether the generated charts have a white background instead of the
gradient one in Packet Analyzer. Turning this feature on:

e Increases the visual contrast on monochrome (black and white)
printers.
e Marginally decreases the file size of generated reports by about 10%.

Draft Images (Faster)

Deeit Imeses Fesie) | The Draft Images (Faster) check box (not checked by default) is used to specify
the quality of the images in subsequent reports. Draft images are a suitable
resolution for viewing on a computer while non-draft images are suitable for
printing. Turning this feature on:

e Decreases the time needed to generate reports.
e Decreases the file size of the generated report.
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Page Setup

The Page Setup section controls the format of future generated reports.

Size
_ Use the Size drop-down menu to select the report size.
Orientation
— Use the Orientation drop-down menu to select the report orientation.
Landscape
Display

The Display section controls the magnification of the report template.

Page Width

Selecting Page Width changes the magnification level of the template so the

® Page \width
width of a page matches all the space available in the tab.

Full Page
Full Page Selecting Full Page changes the magnification level of the template so that an
entire page can be viewed.
Custom
Custom 100 - »Selecting Custom enables you to specify the magnification level of the template.

“Magnification can range from 25% to 400%. Enter a desired magnification
level in the box (default is 100), or use the up or down arrow to increase or
decrease the magnification by 25% each time an arrow is clicked.
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Close Designer

The Close Designer button closes the Report Designer Ribbon and template
view tab. Since all changes are immediate, there is no prompt to save for
changes.
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Accessing Remote Probes

Users and Groups play an important role in accessing remote probes. All communication between
NetShark appliances and a Packet Analyzer uses SSL-encrypted web communications and requires

HTTP basic access authentication credentials (HTTP Authentication). The NetShark appliance
passes the authentication credentials to the Credential Manager, which determines whether the

user has the permission to execute the requested operation. If not, the NetShark appliance returns a

not enough privileges error to the Packet Analyzer making the request.

User and groups are configured using the NetShark web interface. For more information, see
“Managing users and groups” in the chapter “Tasks” in the SteelCentral NetShark User’s Guide.

Remote Ribbon

Remote

@ Collapse Selection , Detach from Selected

% @ﬁ {1 Bt 5 letion @ﬁ a @ 23 7

Probes Select All Disconnect nfeb Import Files  Excport Files Select All Cloze
Probe = Probes from Selected Interface into Probes - from Probes || on Probes Selected

Probe Management Probe Selection Files View Selection

This section describes sections of the Remote Ribbon: Probe Management, Probe Selection, Files,
and View Selection.
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Probe Management

Add Probe

Address ™ oak-mako 2 lab nbttech.com

Diescription Shark11

Credentials
User Name™* |admin

Remember password

Purpose

Troubleshooting bandwidth izsues|

Prony
& No proy
|Ise system configuration

|Ise custom configuration

Welcome to Shark11!
Please login.

@) Probe running on port 443

Password *

——

Clicking the Add Probe button brings up the Connect to Probe panel.

5 comecto e S ==

|Z| Aarto

OK

Typical Connect to Probe Panel

The Connect to Probe panel is used to initiate a connection to a NetShark. (This includes NetShark
virtual edition and NetExpress).

Required parameters are indicated by an asterisk (*). Parameters are:

Address—the probe name and port

The probe name is the hostname or IP address of the NetShark. This is a dropdown list that
maintains a probe history; you can add a new probe or select one from the list. Selecting an
item from this list automatically fills out the known fields in the dialog box. This information

is also saved in the probe list, accessible through the Probes icon in the Probe Management
section of the Remote Ribbon.
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The port number is the TCP port number of the appliance. The default value is Auto, which
uses the port number read from the NetShark; alternatively, you can specify a port number.
For NetShark appliances with software version 9.5 or later, the port number is 443; for
earlier software versions, the port number is 61898.

Description—an optional name for the probe; this name is used in the Device list

Credentials—a user name and password. Checking the Remember password box stores this
information in the config file. If the Remember password box is checked, the Connect to Probe dialog
does not appear—the password is already stored—unless the appliance requires a purpose or
displays a banner. Note: In version 10.6 (and later) a NetShark can be configured not to allow
passwords to be remembered by Packet Analyzer. A password must be entered each time a user
connects to a NetShark. Any pre-existing passwords are removed from the Packet Analyzer.

Note: Beginning with release 10.7, if the Remember password checkbox is
selected, the credentials are encrypted when stored in the Packet
Analyzer configuration file.

Purpose—This field appears only if specified by the NetShark. It allows you to enter a purpose for
the probe connection, and may be used by the appliance manager for security purposes.

Proxy—allows you to specify whether the Packet Analyzer connects to the NetShark via an HTTPS
proxy server and, if so, allows you to specify the URI and credentials.

No proxy—connects directly to the NetShark. This is the default value.

Use system configuration—uses the proxy information set in the operating system to
establish the connection. (From the Internet Options control panel, click the Connections
Tab and the LAN Settings button to get to the Proxy Server settings. The Internet Options
control panel is available through Start > Control Panel > Network and Internet or through
the Internet Explorer browser.) If credentials are needed, two text fields appear to allow
you to enter username and password.

Use custom configuration—uses a custom proxy configuration. Four text fields allow you to
specify port name, port number, username, and password.

Banner—an optional label returned from the probe

The information bar at the bottom of the dialog gives the status of the connection using one of these
messages:

O Contacting prabe Packet Analyzer is scanning for the probe.
A timeout limits the duration of the scan.
Clicking the Cancel button interrupts the
scan.

&) Frobe running The probe has been found, and it is
running on the port specified in the Port
text box.

. LCancal

=
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The probe has been found, and it is
running on the indicated port. The port
number is shown when Auto is specified in
the Port text box.

o

FrofE runming on por 445

oK Cancel

& Frobe running an pot 423 {reiry) The probe is running on a specified (or
auto) port, but a certificate warning has
occurred. You can view the certificate and
choose to permanently accept it; proceed
anyway; retry; or cancel.

(0] Lancal

8 Cannat confact peobe: {retry] The port does not exist or the timeout
expired. You can retry the connection
request by clicking the retry link.

Cancsl

O Aborting requests The Cancel button has been clicked while
connection requests are in progress. Each
request is cancelled and the dialog waits
for them to complete.

! Cancal |

88 Fronimakdosketon fiky The proxy credentials are invalid. You can
retry the connection request by clicking

= the retry link.

During the connection sequence the Packet Analyzer checks the security certificate presented by
the NetShark. The Connect to Probe dialog shown above appears if the certificate is valid.

A NetShark appliance’s security certificate might be invalid for a number of reasons:

e The certificate presented by the NetShark appliance was not signed by a trusted certificate
authority.

e The certificate presented by the NetShark appliance was issued for a different address than the
one expected by the Packet Analyzer.

e Both of the above simultaneously.
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If the certificate is invalid, a Certificate Verification Warning appears at the bottom of the Connect to

Probe dialog, giving the reason or reasons that the certificate is invalid.

5 comect oo S =

| Address * oak-nako?2 lab nbttech com |Z| 443
Description
Credertials
User Mame ™  |admin Pas=word *

Remember password

P rongy
Mo prosy
® |zsesystem configuration

ser Mame Password

|Ise custom configuration

;h Probe running

Certificate Venfication Waming (retry)

The certificate presented by this probe was issued for a different address.
The certificate presented by this probe was not signed by a trusted certificate
authority.

Permanently acceptthis certificate and do not display any further warnings

View Certificate | Proceed Anyway || Cancel

In this case you have four options:

e C(lick Cancel. The connection will be aborted.

e C(Click Proceed Anyway. The connection will proceed and the warning will be presented each time

you attempt to connect.

e Check the Permanently accept this certificate checkbox and click Proceed Anyway. The
connection will proceed and the certificate will be accepted from now on. (The certificate
thumbprint for the specific NetShark is stored in the Packet Analyzer configuration and it
affects Packet Analyzer installation only.)

e (lick View Certificate.

Note: If the certificate presented is for a different address, the only workaround is to check
Permanently accept this certificate and click Proceed Anyway.
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If you choose View Certificate, a dialog with information about the certificate appears. This
information includes the reason that the certificate is invalid, and may indicate where to store the
certificate if you choose to install it. Note that this installation is handled by Windows, and that
installing the certificate will affect Windows and all installed applications (for instance, Internet
Explorer). For more information on Windows certificate management, look in the help pages for
Windows Certificate Manager.

General | Details | Certification Path |

@ﬁ Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification

Authorities store.

Issued to: shark.lab.nbttech.com

Issued by: shark.lab.nbttech.com

Valid from 7/ 15/ 2012 to 7/ 15/ 2013

Install Certificate...| | Issuer Statement
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If you click Install Certificate, Windows will install the certificate in its configuration and will
recognize it as valid for future connections. To install the certificate:

1. Click Install Certificate in the Certificate information dialog (shown above). This starts the
Certificate Import Wizard.
2. Inthe Welcome to the Certificate Import Wizard dialog, click Next.

Certificate Import Wizard ‘ ‘. &
i

Welcome to the Certificate Import
Wizard

p This wizard helps you copy certificates, certificate trust
‘l;“" lists, and certificate revocation lists from your disk to a

3 certificate store.
=

A certificate, which is issued by a certification autharity, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.

< Back Mext = ] [ Cancel
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3. Inthe Certificate Store dialog, click the Place all certificates in the following store radio button
and click Browse to search for the appropriate certificate store.

Certificate Import Wizard gl'
[——-I

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedify a location for
the certificate.

(7 Automatically select the certificate store based on the type of certificate
@ Place all certificates in the following store
Certificate store:

Browse...

Learn more about cerfificate stores

<Back | MNext> | [ cancel

74 SteelCentral™ Packet Analyzer Reference Manual



4. Choose the certificate store where you want to place the certificate. Note that if the certificate
does not go into the proper store, you will continue to see the certificate warning.

o Ifthe certificate was invalid because it was not signed by a trusted certificate authority,

place the certificate in the Trusted Root Certification Authorities store.

Select Certificate Store u
di

Select the certificate store you want to use.

| Personal -

]
Enterprise Trust —
Intermediate Certification Authorities |

Active Directory User Ohject

Lol 1 Trusted Puhlichers
14| 0 | »

[7] show physical stores

QK ][ Cancel ]

Click OK to return to the Certificate Store dialog.

Click Next to proceed to the Completing the Certificate Import Wizard dialog.

Click Finish.

Click Yes to dismiss the Security Warning.

Click OK to acknowledge that the import was successful and return to the Connect to Probe
dialog.

9. Click Proceed Anyway to continue with the connection.

© N U
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The Probes button brings up the probes panel containing, among other things,
the list of probes that have been Added, but not Deleted, using the Connect to
Probe panel shown in Figure 20.

% Add Probe
éagrsats Probe Group

\Cambridge Office =s admin Operations
D Gty Vi e . | _ )
port 443 Description Cambridge Office
SteelCentral Express 460 2= % Move to Group *
= admin G
’fJ o

10.5.14.109, port 443

é SteelCentral NetShark SF :
=, Office 35 admin Disconnect
10.5.16.58, port 443 & 0is

8 Detee (S} Settings...
ﬁiﬁrrs:tﬁdl a Delete

- L 1
Sﬁﬂi_“::-rrsctﬁdl <l

% admin b
Q’ normaluser

-

Figure 20 Probes Panel

The first item in the Probes Panel is the Create Probe Group. This selection is used to create a
collection of probes that can be treated as a single group. A NetShark can be a member of at most
one probe group. If a probe is member of a probe group, then it appears only within the probes
group in the Probes Panel.

Below the Create Probe Group is a list of all of the probes that have been added using the Add Probe
panel and have not been removed from this list. Clicking the icon to the left of one of the probes on
the list disconnects Packet Analyzer from the probe if it is already connected. On the other hand, if
the probe is initially disconnected, then clicking the icon reconnects the probe as the user shown in
the Probes Panel.

The last three items on the main panel act on the list as a whole. Delete All, Connect All, and
Disconnect All.

Selecting a NetShark on the list brings up a submenu for operations on the selected NetShark,
enabling the user to edit the appliance description, move the appliance into a probe group, connect
to or disconnect from the appliance, display the appliance settings, and delete the appliance from
the list.

When a NetShark is configured for local authentication mode, the “Log in as” list includes the
identity of all users having accounts on the selected NetShark. The item in bold is the identity of the
user who is currently logged into the NetShark from Packet Analyzer. Selecting a user on this list
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initiates an attempt to connect to the NetShark on behalf of the selected user. When remote
authentication is being used this list is not shown.

Probe Selection

Select All Probes

The Select All Probes button highlights (selects) all probes in the Sources Panel
(Devices and Files).

Expand Selection

The Expand Selection button expands all the selected probes in the sources
panel, thereby showing all their associated interfaces and file folders.

Collapse Selection

The Collapse Selection button collapses all the selected probes in the sources
panel, hiding all their associated interfaces, files, and views.

Disconnect from Selected

The Disconnect from Selected button disconnects Packet Analyzer from the
selected probes. The selected probes continue to process live views and
maintain the views associated with trace files.

Web Interface

The Web Interface button opens the selected remote probe’s web interface.
Note that connection to the web interface of a NetExpress is not supported.
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Files

Import Files into Probes

The Import Files into Probes button transfers trace files from the Local System
to the selected remote probe. The trace files are transferred to the selected
directory of the remote probe.

Export Files from Probes

The Export Files from Probes button transfers files from the selected remote
probe to the Local System. If a folder on a remote probe is included in the
selection, then the folder and its contents are transferred to the Local System.
If a file on a remote probe is in the selection, then just the file is transferred.
Multiple selections are permitted as long as the selections are either all folders
or all files.

View Selection

Select All on Probes

The Select All on Probes button highlights (selects) all the views on the selected
probes.

The Close Selected button closes all the selected views.

Attach to Selected

The Attach to Selected button attaches to the selected views.

Detach from Selected

The Detach from Selected button detaches from the selected views.
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Share Selected with

%E The Share Selected with button brings up a panel to allow selected views on

NetShark appliances to be shared with other groups.

<2 Share Selected with +

,ml & & [ Share wath all the groups
= [[] Administrators

Mormal unprivileged users

Limited users that can only
" look at views

Figure 20 Share Selected with Groups
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NetShark Packet Recorder

A traditional approach to capturing high-speed and/or long duration network traffic is to create a
file rotation scheme, whereby the capture is divided into a collection of small trace files with names
indicating the time intervals covered by the individual files. It is not difficult to see that this
approach can lead to thousands of small files, which makes analysis and troubleshooting extremely
tedious, especially when the traffic of interest spans multiple trace files.

The NetShark includes a facility called the NetShark Packet Recorder that uses a new approach for
dealing with high-speed and/or long-duration traffic capture scenarios. The Packet Recorder is
based on an optimized packet data store called SharkFS - a novel approach that saves network
traffic as objects called Job Traces. It also makes use of time filters to efficiently index the packet
data, which eliminates the need for a cumbersome file rotation scheme.

Furthermore, a user can isolate specific and manageable portions of a Job Trace for analysis and
visualization by creating Trace Clips, which correspond to arbitrary time intervals within a Job
Trace. An important feature of a Trace Clip is that it does not require any additional storage beyond
the underlying Job Trace. Trace Clips behave just like ordinary trace files for analysis and can be
converted to ordinary pcap files on the NetShark.

Terminology

e Capture Job: A Capture Job refers to the specific parameters associated with at packet
recording session. These parameters include the job name, the network interface, a BPF filter,
start and stop criteria, and an upper bound on the amount of storage to be used by the Capture
Job.

e Job Trace: The Job Trace represents the network traffic saved in the packet data store. Each
Capture Job is associated with exactly one Job Trace, which has the same name as the Capture
Job.

e Trace Clips: Trace Clips represent user-defined time intervals within a Job Trace.

o Jobs Repository: In Packet Analyzer, the Files panel for a NetShark contains a folder called the
Jobs Repository that has an icon and the name for each Job Trace in the appliance.

e (Capture Job Interface: In Packet Analyzer, the Devices panel for a NetShark contains an icon
and the name for each Capture Job Interface representing the network interface associated with
a Capture Job on the appliance. Views can be applied to these Capture Job Interfaces creating a
visual analysis and representation of the corresponding Job Trace.

A NetShark includes two separate storage subsystems:

e System Storage containing the NetShark file system, software, pcap trace files, View metrics,
and Microflow Indexing data for Job Traces and pcap files. User Data Storage is a subset of
System Storage that stores data resulting from customer-specified operations, such as index
files and pcap files.

e Packet Storage containing the RAID Array used by the NetShark Packet Recorder to store Job
Traces. This storage system is optimized to provide high-speed writing to disk and fast read
access for arbitrary time intervals within a Job Trace.
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Note that Packet Analyzer can view capture jobs on a NetExpress, but it cannot add or edit capture

jobs on a NetExpress.

Capture Jobs

The Capture Jobs tab takes you to a screen showing currently running capture jobs.

Capture Jobs

Capture Job Summary
Job Name Interface Status Size Actions

Support Traffic Met Segment1 RUNMING 51.20 GB | View Stop

Net Segment 2 MNet Segment 2 STOPPFED 0B Edit Start Clear Remove

Add A New Job

NetShark Packet Recorder - Two Capture Jobs

The Status tab shows the status and usage of User Data Storage and Packet Storage.

Status

Capture Jobs

Job Status Packet Capture Size

App Monitor 5121 36.67 GB

System Informatioy

User Data Storage Packet Storage Memory

Status: oK Status: oK Status:  OK
Total: 425.94 GB Total: 3.63 TB Total: 5.83 GB
Used: 264.03 MB (0.06%) used: 34.12 GB (0.92%) Available: 3.99 GB

Allocated (Index): 11.16 GB (2.76%) Allocated (Jobs): 1.08 TB (29.96%)

Time Synchronization Status
Protocol: NTP

Remote Peer Synchronized Configured Authenticated Offset

oak-medusa2.lab.nbttech.com YES YES YES 82.546 ms

NetProfilers Configured For Export

NetProfilers Status Info
10.5.14.109 OK

Flow collectors (NetFlow v9) For Export

Flow Collectors Port Status Info
10.5.14.109 123 OK --
Interfaces

Interface Link Status Received Packets

tco up 76.15M
tcl up (1]
tc2 up o
tc3 DOWN o
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NetProfiler Export Statistics

Exported Flows

Total (last minute): 20.44 K
Total (last week): 41.40 K
Avg per minute (last week): 4

Peak (last week): 20.44 K

Flow Collector Export Statistics

Exported Flows

Total (last minute): 24.14 K
Total (last week): 146.11 K
Avg per minute (last week): 14

Peak (last week): 26.66 K

Rejected Flows
0

o
0
0
Rejected Flows

1]

L]
o
o
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To reformat the packet storage, click the System tab, select Maintenance, and go to the Storage
Status section.

The New Reserved Space field can be used to prevent use of the inner tracks of hard disks that can
have slower transfer rates. Setting this value to something other than 0% can in some cases provide
more uniform write-to-disk speeds although it reduces the amount of storage available for packet
capture.

Clicking the Reformat Packet Storage button reformats the Packet Storage and applies the
specified New Reserved Space parameter to the hard disks.

Note: Reformatting the packet storage destroys all recorded packet data on
the appliance and should be done only when instructed by Riverbed
Support.
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Licenses
Maintenance Update
Maintanance
System Info Copyright Information
SteelCentral NetShark Version: 10.8 (10.8.1005.8744)

REST API Version: 53
Serial Number: LD5RTO0001863

Log Download
@ current
(Includes current NetShark Probe and NetShark Packet Recorder logs.)

© NetShark Probe
(Includes all NetShark Probe logs.)

Select Log: ¢ b et Recorder

(Includes alf NetShark Packet Recorder logs.)

©) Ccompleta

(Includes alf NetShark Probe logs and all NetShark Packet Recorder logs.)
Case ID:

Download Log

Storage Status

System Storage Status: oK
Packet Storage Status: OK
Packet Storage RAID level: 1]
Packet Storage Total Space: 65.48 TB
Packet Storage Available Space: 65.48 TB
Packet Storage Used Space: 128 MB
Model: SCAN-06170 Serial: LDSRT00001863 Status: OK

5. By setting the 'Wew Reserved Space’
the end of packei -age. This will reduce

e performance more

storage size, bu

Reinitialize Packet Storage Reformat Packet Storage <

Important: Reinit

zing or reformatting packet storage will cause all packets in the capture jobs to be lost.

System Halt

Shutdown SteelCentral NetShark | Reboot SteelCentral NetShark

Storage status and options

Add/Edit Capture Jobs

This section describes how to create a Capture Job and subsequently manage it. Multiple Capture
Jobs can exist simultaneously.

Clicking Add New Job displays a new Capture Job form on the Capture Job page. This form is shown
in Figure 22. The form has a Capture Settings section and a Retention Settings section with two
tabs: Data Retention and Start/Stop Settings.

SteelCentral™ Packet Analyzer Reference Manual 83



Add New Job

Capture Settings

Name: New Job 1

Status: Stopped

Interface:

Data Center (10.10.5.11-24) -

(NetProfiler Export Enabled)

BPF Filter:

Maximum packet size for capture: 65535 Bytes
Enable Indexing

[C] Enable DPI

Start new job immediately

Retention Settings

Data Retention Start / Stop Settings

Packet Data (Packet Storage Total Space: 65.48 TB, Unallocated Space: 44.84 TB)

Packet Retention Size: 19.64 TE -~ 29.99 oL Of Disk
- . o |:| Packets
Additional Retention Criteria:
|:| Seconds
Microflow Index (User Data Storage Total Space: 2.96 TB, Unallocated Space: 2.57 TB)
Retain Index On Disk Up To: 201.16 GB » 0.63 % Of Disk
] Days

Additional Retention Criteria: .
[ Synchronize With Packet Recording

Note: Fackets are stored in specially formatted packet storage. Indexes are stored in the conventional User Da

Save Cancel

Figure 21: Adding a Capture Job

Capture Settings

A few basic configuration parameters need to be set when creating a Capture Job:

e Name provides a descriptive name for the Capture Job and identifies the Capture Job in the
Packet Analyzer Devices and Files source panels.

e Interfaces shows the available network interfaces. The Capture Job takes traffic from the
selected interface and records it to disk.
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BPF filter can be provided to select a subset of the traffic for capturing. For example, the BPF
filter src host 172.18.5.4 captures only the packets with source IP address
172.18.5.4.

Packet Bytes to Capture puts an upper bound on the number of bytes saved for each packet (the
snaplen). The default value of 65535 captures the entire packet.

Retention Settings

Data Retention
On the Data Retention tab you can specify these parameters:

Packet Data: These fields limit the amount of storage used by the Capture Job. They can be
specified in terms of storage (either in megabytes or a percentage of the total packet store), a
maximum number of packets, and/or a maximum time interval of packets. After the limit is
reached, the oldest packets are discarded as new packets arrive.

Note: Retention criteria are evaluated after each 128 MB capture block, then enforced.
Microflow Index: There are a number of microflow indexing parameters that need to be set
when creating a Capture Job, as shown below.

e Microflow Indexing Enabled — With the Enable
Indexing checkbox selected and the
Synchronize checkbox not selected, the Retain
Index on Disk parameters control the size and
duration of the Conversation Index.

0 Ifthe Days checkbox is selected, then
the duration of the indexing data is
limited in duration by the number of
days entered in the field

0 Ifthe Days checkbox is not selected,
then the size in bytes of the indexing
data is bounded by the value in the
Retain Index on Disk field.

Y| Enable Indexing

Synchronize With Packet Recording

Microflow Indexing Enabled

Note: The duration of Microflow Indexing is
typically set to be significantly longer than the
Y| Enable Indexing duration of the Packet Recording since it
¥ Synchranize With Packet Recording consumes much less storage.

e Synchronized Microflow Indexing - When both
Synchronized Microflow Indexing Enable Indexing and Synchronize with
Packet Recording are selected, then the
duration of the indexing data is kept
synchronized with the duration of the
corresponding Capture Job. This ensures that all
views (both those that use only the index and
those that require the packet data) are available
for the same time period, although it likely
limits the amount of index that can be retained.

e No Microflow Indexing - If the Enable Indexing
checkbox is not selected, then the indexing data
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are not created for this Capture Job. In general,

Synchronize With Packet Recardin . . . . .
¥ 0 disabling indexing is not recommended, and

Synchronize With Packet Recording this should be done only in cases where the
index computation impacts the performance of
Microflow Indexing Disabled the packet capture.

The following is a simplified version of the underlying computation performed by the NetShark
when the Microflow Indexing feature is enabled.

For each packet, the Conversation Identifier consists of the 5-tuple:

1. Source IP address

2. Source Port

3. Destination IP address
4. Destination Port

5. 1P Protocol

When the Microflow Indexing feature is enabled, the NetShark computes the total bytes and
number of packets for each unique conversation identifier in the traffic stream for each second.
This information is stored in a file and is referred to as Microflow Indexing data.

The Microflow Indexing data is all that is needed to compute many of the View metrics associated
with the traffic stream. For example, Bandwidth Over Time, Network Usage By Port Group, [P
Conversations, and Protocol Distribution are just a few of the Views that can take advantage of the
existence of indexing data.

Start / Stop Settings
On the Start / Stop Settings tab you can specify these parameters:

e Absolute Start/Stop Time: These fields specify absolute starting and stopping times for the
job.

e Stop Capturing After: These fields specify conditions for stopping the job based on the
consumed storage (in megabytes or a percentage of the total packet store), the number of
packets, or the duration of the capture.

Note: When multiple conditions are selected, the most restrictive condition is the controlling
condition. For example, if stop conditions for both the absolute stop time and a maximum number
of captured packets are selected, then the first condition to be satisfied stops the capture job.

Note: The Capture Job Recording is stored in Packet Storage and the Microflow Indexing data are
stored on the System Storage.
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Capture Job control buttons

To get to the buttons that control a Capture Job, click the Capture Jobs tab to see the Capture Job
Summary on the Capture Jobs screen.

Capture Jobs

Capture Job Summary

Job Name Interface Status Size Actions

Support Traffic  Met Segment 1 RUNNING  51.20 GB | View Stop

Met Segment 2 MNet Segment2 STOPPED 0B Edit Start Clear Eemove

Add A New Job

This summary includes the job control buttons:

e View—shows the Job Details screen for the capture job.

o Edit—shows the Job Details screen for the capture job and allows you to edit job
parameters.

e Start—starts the capture job.

e Stop—stops the capture job. When a capture job is stopped both the packet recording and
the calculation of the Microflow Indexing data are stopped.

e (Clear— removes all data associated with the capture job, including the Packet Recording
and the Microflow Indexing data storage. This should be used only when the capture job is
in the stopped state. The definition and configuration of the job remain and the job can be
restarted later.

e Remove— removes all of the data and configuration associated with the capture job. The
Remove button should be used only when the capture job is in the stopped state.

To see the job statistics, click the job name to go to the Job Details screen. Figure 23 shows the job
statistics. The Total Packet Capture Size shows the amount of storage currently used by the capture
job. The screen also shows statistics regarding the number of Written (Captured) and Dropped
Packets for the last second, minute, and hour.

Statistics
Start Packets: <4/25/2014 08:02:52 (-0700)
End Packets: 4/25/2014 14:12:48 (-0700)

FPacket Capture Size: 1.08 TB
Microflow Index Size: 11.16 GB

Last Last Last
Packets Second Minute Hour
Written: 90.49 K 5.61 M 306.78 M
Dropped: 0 0 0

Figure 22: Managing a Capture Job
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Capture Jobs in the Packet Analyzer Devices panel

Each Capture Job appears as a Job Interface in the Devices panel.

Each Capture Job has an associated live interface, which
corresponds to the interface of the Job. When a Capture Job is
created, an icon appears in the Devices panel representing the
Capture Job Interface. The name of the interface is the same as the
Job Interface icon name of the Capture Job.

Figure 24 shows five Job Interfaces:

Application Watch

NFS Traffic Study #32
Test Area Traffic
Traffic Capture #12936
VoIP Monitor

These interfaces behave as ordinary live traffic sources. The actual physical interface corresponds
to the interface setting in the corresponding Capture Job. NetShark interfaces tc0 - tc2 use custom
names and descriptions, listed alphabetically by name, configured on the “Interfaces” tab of the
NetShark web Ul Interface tc3 uses its default name and description.

| Devices | Files |

- % (Local System

v IﬁSﬂn Francizsco Office as admin
- Application Watch Job Virtual Device on tcl
-4 NFS Traffic Study #32 Job Virual Device on tcl
<4 Test Area Traffic Job Virtual Device on tc2
<4 Traffic Capture #12936 Job Virt C
<4 VolP Monitor Job Virtuzl Device on tc3
=@ Certification Lab (Building-2 3rd Fir Pole B-2)
<@ Data Center (10.10.5.16-24)
= Office LAN (152.168.1.22-26)
- tc3 (TurboCap 1Gb device no.3)
<# tc_bap_00eled1e9d26 (TurboCap Board Aggregating Port (tc0.tc1])
- tc_bap_00eled1e9d28 (TurboCap Board Aggregating Port (tc2 tc3))
<# tc_tcap (TurboCap Aggregating Port)

or
C
=1}

.
4!
1!
s

Figure 23: Job Interface in Devices panel

Packet Analyzer Operations on Job Interfaces
All the operations that are available for live interfaces can be applied to a Capture Job Interface.
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Capture Jobs in the Packet Analyzer Files panel

The Files panel for a NetShark contains a Jobs Repository Folder. The Jobs Repository folder contains
a Job Trace for each Capture Job. The Job Trace has the same name as the Capture Job and
represents the network traffic recording. Each Job Trace has an associated icon that represents the
extent to which the Microflow Indexing data is available, as follows.

Denotes a Capture Job without Microflow Indexing
data

Job Trace without Microflow Indexing

Denotes a Capture Job with Microflow Indexing
enabled in which the Microflow Indexing data and the
Job Trace packet recording durations are the same.

Job Trace with Microflow Indexing

Denotes a Capture Job with Microflow Indexing
enabled, but for which the duration of Microflow
Indexing data is longer than the duration of the Job
Trace recording. Some views can operate on index
Job Trace with Mixed Microflow Indexing  data alone, while other views require the underlying
trace (packet) data as well.

Figure 25 shows the contents of the Jobs Repository folder in the Files Panel of Packet Analyzer. It
contains five Job Traces with varying options for Microflow Indexing as shown by the icons.

[ Devices | Files |

- % Local System
v ﬁSan Francisco Office as admin
v L Jobs Repository
[ﬁ » Application Watch @ 13:44:01 - 14:35:35, 256 ME
[ » NES Traffic Studr 222Q

b [ » Traffic Capture #12936 Q3 4/20 14:38 - 421 14:36, 111599 G
3 @ LoP Monitor Q)

g Files Shared with Administrators

g Files Shared with Normalsers

g Files Shared with Viewers

i My Files

g normaluser Home Folder

Figure 24: Jobs Repository folder in the Files panel

Packet Analyzer Operations on Job Traces — Trace Clips
It is not unusual for Job Traces to be multiple terabytes in size, making direct operations on them
inefficient and slow. A Trace Clip identifies a time interval within a Job Trace. Trace Clips divide
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these potentially massive network traffic recordings into user-defined time intervals. There are a
number of simple and visually oriented ways in which Trace Clips can be created using Packet
Analyzer. Trace Clips do not require any additional storage and behave exactly like ordinary trace
files.

Note: Unlike trace files, Trace Clips can expire, depending on a Capture Job’s Retention Settings.
When a Capture Job reaches its maximum packet retention size, new packets overwrite the oldest
Job Trace packets, expiring all Trace Clips whose time interval included those overwritten packets.
Expired Trace Clips are shown in red under a Job Trace in the Files panel. A Trace Clip that must be
kept can be sent to a file (right click on the Trace Clip and select “Send to > File”) or locked (right
click on the Trace Clip and select “Lock”). Lock is best used to retain a Trace Clip for a short period
of time, as it decreases the storage available for the Capture Job.

Trace Clips are found in the Files panel under its corresponding Job Trace in the Jobs Repository
folder. They are identified by the icons shown below.

Trace Clip with packets and no Microflow Indexing data

Trace Clip

Trace Clip with packets and Microflow Indexing data available
throughout the time interval

Trace Clip with Index

Trace Clip with packets for some or none of the interval, and
Microflow Indexing data throughout the interval

Trace Clip with Microflow

Figure 26 shows a Trace Clip named JLB Trace Clip for which there is no Microflow Indexing data
available. Figure 27 shows two trace clips that have associated Microflow Indexing data.

w &} Jobs Repository
v B JLBE (11/231220- 1130 9:01, 31.11 GE
(11726 13:34:29 - 14:00:35 (256 MB) JLB_TraceClig

Figure 25: Trace Clip for JLB

v LﬁSynchronousForManual & 10:55- 13:58, 488 37 GE
&% 12:35 - 13:14:40 (146 GE)
v LﬁTrendingForManual €3 05/29 7:34 - 05/30 13:58, 512 ME
&% 05/29 15:46 - 05/30 5:10
Time Scroll
Figure 26: Trace Clips with Microflow Indexes
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Creating Trace Clips
Trace Clips can be created in three ways:

e Using the Time Control panel (not to be confused with the Time Control Ribbon described
earlier)

e Dragging a time interval from a Strip Chart in a View and dropping it on a Job Trace
Dragging an event from the Events Panel and dropping it on a Job Trace

Using the Time Control panel to create a Trace Clip
There are two ways to display the Time Control panel used to create a Trace Clip.

e Figure 28 shows the Job Trace named JLB.
Clicking the plus icon to the right of the

Figure 27: Creating a Trace Clip name displays the Time Control panel
shown in Figure 30.

(3 JLBIR (11/23 12:20 - 11/27 14:24, 25.25 GE

3 LB (11 2 g T e Arar o e Right clicking the Job Trace displays a
context menu (Figure 29) with the menu
N item Add Trace Clip. Selecting this menu
db Add Trace Clip item displays the Time Control Panel.

Figure 28: Add a Trace Clip If the clipboard contains a time interval,
then the Paste menu item can be used to
create a Trace Clip corresponding to that
time interval. See Paste in the Filter section
of the panel for more information.
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Figure 30 shows the Time Control panel for creating a Trace Clip. Create a Trace Clip by selecting a
time interval (time filter) and an optional filter (see the funnel button in “Filter Details” at the
bottom of the panel). A Trace Clip is automatically assigned a name made up of the starting date
and its time interval. The Description text field can be used to add additional information about the
Trace Clip. Beginning in release 10.7, a filter used when creating a trace clip is displayed under the
trace clip name in the Files panel. The rest of the options in the Time Control panel provide various
ways of selecting a time interval and an optional filter. After the selections are made, clicking OK
creates a Trace Clip corresponding to the selections made.

\Eu Trace Clip

D i
@ @ @ ® 10 Seconds 30 Seconds 1 Minute 10 Minutes @ e :L. Copy
1 Hour 3 Hours & Hours 12 Hours E__:L Paste
Begin Step Step End ) ) Zoom Zoom
Back Forward 1 Day "feek All History In Out
Quick Mavigation Selection Duration Edit
627 15:53 6/28 3:50 15:50 629 3:50 629 16:01

2007 d - Approx. size pnstorage; 51475 GE

4 2.007.d O
B Microflow Index and Packets (13:53 - 16:01)
B Microflow Index only (8/27 15:50 - 829 13:53)

Timing Details
@ Fom €/27/2014 [=] 15:50:01.814402 @ To 6/29/2014 [=] 16:01:25455128

T For  2.00:11:23.640726 [~

Filter Details R E

Filter Name El iy |Z| |§|

| ok || cancel |

Figure 29: Time Control panel for creating Trace Clips

Selecting a Time Interval using the Time Control Panel

There are multiple ways to create the time interval for a Trace Clip using the Time Control Panel.
The most common approach for networking issues identified by a particular onset time is to specify
the From time in the Timing Details section. Then, specify either the To time or the For duration.
The Quick Navigation, Selection Duration, and Filter sections at the top of the panel also can be used
to select a time interval. See the “Time Control Ribbon” section earlier in this document for a
detailed explanation of the Quick Navigation and Selection Duration controls and their use. The
Filter control is described below.
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@ @ @ @ 10 Seconds 30 Seconds 1 Minute 10 Minutes @ e [ED Copy

1 Hour 3 Hours 6 Hours 12 Hours TJ Paste
Begin Step Step End 5 ; Zoom Zoom
Back Forward 1 Day feek All History In Out
Quick Navigation Selection Duration Edit

Trace Clip time selection

Another set of options for selecting a time interval involve using the multi-level zoom scroll bars in
the middle of the Time Control panel. This has the advantage of making it clear whether the
selected time interval contains packets and/or Microflow Indexing data.

10:12:54 10:22:54 /29 10:30.19:32:54 10:3528]  10:42:54
i 4 ! i
looie e e 18273 mofppox sizzon storage: 21,25 GBJ| [ ————
4] ] 39.685 m i 1

B Packets (10:02:54 - 11:05:45)

Packets Only

When the Time Control panel is first opened, the upper bar is a graphical representation of the
duration of the entire Job Trace, and the lower Time Scroll Bar enables zooming in and out over the
duration. In cases where the Job Trace contains both packets and Microflow Indexing data, the
duration of the upper bar represents the maximum of the packet capture duration and the duration
of the index data. A Trace Clip time interval can be selected by moving the triangular markers on

top of the upper bar or by resizing the blue rectangle in the bar, representing the selected time
interval.

The following are a series of images representing the various configurations of packets and
Microflow Indexing data that may be found and selected in a Job Trace.

11:24:39 [4725 11:25:51) 11:25:08] 11:25:39 11:27:39 11:28:38

3 = = g
I [14 5- Approx. size onstorage: 767.99 MEI]‘:] !

--------- {

4] (. 4%s8m i |

O Microflow Index and Packets (11:15:39 - 11:42:29)

Packets plus Microflow Indexing Data

1:57:43 2:57:49 4/29 3:57h7:444.07) 4:57:49
i i
logl__ s s e e 10 Madpproxesige on storsge: 37.25 GBI ] I
dl Q_4s51n i

B Microflow Index and Packets (3:18 - 9:34)
B Microflow Index only (427 20:57 - 4/29 3:18)

Packets plus Microflow Indexing Data - Only Packets Selected
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15:07 1707 19:07 21:07 23:07:4/29 0:09:201 1[1:38:40) 3:07:49 5:07:49

L_-__- M e e e e [88.333m- Approx size cntur“:ﬂﬂ[:]_ - - -

| WYY W S

B Microflow Index and Packets (3:18 - 9:34)
W Microflow Index only (427 20:57 - 4/28 3:18)

Packets plus Microflow Indexing Data - Only Microflow Indexing Data Selected

19:57:48 20:57:49 21:57:48  22:57:49 23:57:49 4/290:57:49 |4/25 2:03) 2:57:49 3:5 4:57:49 5:57:49
|

i-_.__- CRCN NN 1"‘:‘“FW-#HSWW1ﬂ-WEE - - J »

—— ——

[ Microflow Index and Packets (3:18 - 9:34)
B Microflow Index only (427 20:67 - 4/28 3:18)

Packets plus Microflow Indexing Data - A Combination of Packets plus Microflow Indexing
Data Selected

Selecting a Filter using the Time Control Panel
A Trace Clip not only represents a time interval, but it also can contain filtered packets. Figure 31

shows the Filter Details section of the Time Control panel for creating Trace Clips. Click the funnel
button to display the Filter Editor for selecting a filter. It is important to select a filter that is
compatible with the Microflow Indexing data of the selected time interval, discussed above.

Click to open the Filter Editor\

Filr et 7

-vif"\r

Filter Name

Figure 30: Show Filter Editor
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Figure 32shows the Filter Editor. Note that nearly all of the filters in the default set are Microflow
Indexing-compatible NetShark Filters.

% % x x
Descriplion Set an additional traffic filter to create the Trace Clip
® < =
Begin g v & MAC -

o, New Filter

e, Traffic tofrom MAC address

6727 15:50) - [6/25 16:01
ey, Traffic from MAC source address
E e Traffic to MAC destination address | Esﬂ
[ Microfl s
W Microfl o, Broadcast traffic
Timing Details o, Unicast traffic
@ From &/2 e, ARP traffic i
(-] Detils =
Name Traffic to MAC destination address
Blter Detls || TYPE “y NetShark Filter -l &4 I
Filter Name Filter String | mac dst="11:22:33:44:55.66" E |E
[ ok || cancel |  cCancel |

Figure 31: Filter Editor
By clicking plus button in the Filter Details section, you can add additional filters, the same way you
do when adding filters to a view. Clicking the funnel button opens the Filter Editor for adding
additional filters. See “XXX” for more information on entering filters.

The filter below creates a trace file of web traffic to or from a specific web server (10.5.16.59).

Filter Details 7 -G

‘Web Traffic (HTTP/HTTPs) |Z| @y genenc traffic_type port_group = "Web" |Z| |E
DC Web Server #22] [~]Bpf host 105,16 59 [-][38]
[ ok || cance |

The trace clip appears in the Files panel with the filters used appearing under the trace clip’s name.

w L Jobs Repository
v (3 » Traffic Capture 417260 G 6/27 15:50- 6129 17:22, 511.87 GB
%B.-’E? 15:50:01 - 15:58:50
16:01:15 - 16:01:25 (1023.9% MB) 'web Traffic on Server 10.5.16.55
Filter: NetShark Filter "generic traffic_type.port_group = "web™, BPF "host 10.5.16.59
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Follow these steps to apply a filter when creating a Trace Clip.

1.
2.

“New Filter” to create a filter that meets your requirements.

3.
4,

Click OK when your filter is defined. The Filter Editor closes.
Click OK on the Time Control panel and a filtered Trace Clip is created.

Click on the funnel in the “Filters Details” section to open the Filters Editor (Figure 31).
Select an existing filter, modify an existing filter or right click in the Filter Editor and select

Important: When sending a trace clip to a file for saving, be sure to add filter information to the file
name for reference. No filter information is captured from the trace clip.

A quick way to create a new filter is to drag a chart element to the Filters tab. The filters panel

opens and a new filter is created.

Here is an example: A Network Usage by Port view was applied to a Trace Clip. The NFS traffic in
the chart warranted further investigation, so the NFS line in the chart was selected and dragged

onto the Filter tab, as shown below.

& Network Usage by Port

[ Filters (None)

Bits Over Time

e

350.00M
200.00M
250.00M

200.00M

Bits/s

150.00M

100.00M

50.00M

0

13:38:356 13:38:45

Start Search
S MAC

> G TC #2

- L 802.11

=G IP

- g TCP/UDP

1> Sl Web

1> S SaL

> 2 VolP

> &3 FIX

g CIFS

I= 1&g Citrix

1> €3 PColP

¥ -G VXLAN

R _‘V‘“"_‘"M%TT
[} by
—— e T . "L@ e S — e

1> 21| Other Applications

13:38:556

Notes

1-20 of 146 Stips & &

« Filters

# Events

Total Bits 4 I+ |Relative Network Usage
430G +26C
6.40%
6.67%
3.22G6
13.72%
w
E
g 2.156 -
= 7
/'(//
1.08G 4
21058M65Mm /x“
15.01% 4
F aH;:"‘BM 4 < T 3
T
FRE R g3 4 —
. [ e L [=] Detils
wlalela e lalR o la o e l@lslole oo 3
°',3,°§’ < «\‘{;59 é;&»‘)@ﬁ@%@é ‘ig‘“@o@f}t\ﬂi@‘p@‘;’@%‘? 35.04% | Name Cther Applications
& & eé‘&mc?' < & W
P o " . _
1-200f1455ar50000 3 |rﬁ|| | |a|
Notes % | Notes = | 83| _@ [ |
| Current 13:38:35 - 13:39:05 (30 s5) @ 1 sec - Total Window: 13:38:35 - 13:35:05 E |

- Selected Chart: Bits Over Time

Chart Element dragged to Filter panel to create a Filter

o,

A new Trace Clip was made using the same time interval as the first Trace Clip and applying the NFS
filter. When the Network Usage by Port view is applied to the new Trace Clip the resulting chart
shows just the NFS traffic. Drill down can be used for further investigation of this traffic.
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£) Network Usage by Port | € Network Usage by Port 46 | %

| Filters (None) %]
Bits Over Time 4k
i Ig'nfs
i
350.00M @
=
e
300.00M F
250.00M
P 200.00M -
] =
=
@ 4
150.00M I
=
100.00M
50.00M
o
13:38:35 13:38:45 13:38:55 13:35
Notes |
Total Bits 4 [+ |Relative Network Usage 4 [
4306 4.266 Onfs
3.22G
w
g
E 215G
=]
L 1.00%
1.08G
0
‘\\ﬂz
Notes # | Notes # |
| Current Selection: 13:38.35 - 13:39:05 (30 5) @ 1 sec - Tolal Window: 13:38:35 - 13:33:05 #|
- Selected Chart: Bits Cver Time (oo

Filtered Trace Clip with Network Usage by Port View

When creating Trace Clips over the same time interval from multiple Job Traces captured over the
same time period, use the Copy and Paste buttons in the Filter section of the Time Control panel.

1. Select the time period in the Time Control panel for the first Trace Clip.

2. Before pressing OK, press Copy to place the selected time interval on the clipboard.

3. Go to the next Job Trace and right click on it, then select Paste from the context menu to create
a Trace File over the same selected time interval used in the first Job Trace.

With this method, you can quickly create Trace Clips covering the same time interval to review
traffic from multiple Job Traces.

Using Time Selection to create a Trace Clip
Figure 33 shows a time selection in a strip chart. The strip chart was obtained by applying the
Bandwidth Over Time view to the Traffic Monitor #41414 Interface. Figure 34 switches from the
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Devices panel to the Files panel, showing the corresponding Traffic Monitor #41414 Job Trace. The
Trace Clip was created by clicking and dragging the selected time interval in the strip chart over the
Job Trace. This automatically created the Trace Clip shown below the Traffic Monitor #41414 Job
Trace (11:52:20 - 12:02:19). Note that the Job Trace is over 511 GB, but the Trace Clip is only 32

GB.

—— [ Devices [ Files ||| © Bandidh Over Time ae |
> ™ Local System Filters (None) ¥
w £ San Francisco Office 2s admin Bits per Second (Bytes per Second ab

o NFS Traffic Study #32 Job —
o Test Area Traffic Job Vi 800000 o A S| W
“, Traffic Capture #12536 Job %
w <4 Traffic Monitor #1414 Job 700.00M
[3)[Bandwidth Over Time (11:52 AM) (Is - 1d)
@ Certification Lab (Building-2 2rd Flr Pole B-2) 600.00M
@ Data Center (10.10.5.16-24)
=& Office LAN (1521681 22-26) 500.00M
& tc3 (TurboCap 1Gb device no.3) -
@ tc_bap_0Deled1e9d26 (TurboCap Board Aggregating Por|| | £ 200.00m — ‘
~# tc_bap_00eled1€9d28 (TurboCap Board Aggregating Por| -
& tc_tcap (TurboCap Aggregating Port) 300.00M i
200.00M
100.00M
0 5586 m
11:52:18 11:54:18 11:56:18 o 11:58:18 12:00:18 12:02
......... Hotes £
Figure 32: Time Selection in a Strip Chart
Devices Files © Bandwidth Over Time 4 b
> ™ Local System Filters (None) ¥
v & San Francisco Office as admin Bits per Second 'Bytes per Second qp
w & Jobs Repository — —
@ » nF B00.00M ) 20215 e
@3> Tes G K
b (B > Traffic Capture #12836 G 472 1 rae.oam
- L’{;I » Traffic Monitor #41414 & 11:0 EEET
iﬁm 52:20 - 12:02:13(32.12GB) |
g Files Shared with Administrators 500.00M
g Files Shared with NormalUsers -
1 Files Shared with Viewers # s00.00m —
> €3 My Files o |
€3 nermaluser Home Folder 300.00M U
200.00M
100.00M
g 5.586 m
11:52:18 11:54:18 11:56:18 o 11:58:18 12:00:18 12:02
Notes |

Figure 33: Time Selection dragged over Job Trace to create a Trace Clip

In Figure 35 the Bandwidth Over Time view is applied to the Trace Clip below the Traffic Monitor
#41414 Job Trace. Note the similarity to the view in Figure 33.
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Devices Files
> ™ Local System
v & San Francisco Office as admin
(27, Jobs Repository
[
@

22Q
]

v &11:5220- 12,0219 (3212 GB)

v [ » Traffic Capture 12936 ¥ 4/22 12:51 - 5/513:33, 1
v [ > Traffic Monitor 41414 & 11.03- 12:33

511.87 G

g Files Shared with Administrators
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Figure 34: View applied to a Trace Clip

Note: The view in Figure 33 was obtained through the analysis of a live source, while the view in
Figure 35was obtained by applying the same analysis to the packets saved in the Trace Clip. Trace

Clips have all of the properties of ordinary trace files and can be analyzed using all of the

capabilities of Packet Analyzer.
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Using Events to create Trace Clips
It is important to be able to easily isolate network traffic associated with an event for
troubleshooting and diagnostics. This is easily accomplished by dragging the event in question over
the Job Trace. A Trace Clip is automatically created that contains traffic occurring before and after

the event.

Figure 36 shows the Event Panel and a particular event, 6017, that has been highlighted both in the
Event Panel and on the Strip Chart. The events were created using a Watch on the live traffic

corresponding to the Traffic Monitor #41414 Capture Job.
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Figure 35: Event Panel
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Creating a Trace Clip around the (temporal) location of the event is as easy as dragging the event
from the Event Panel to the Traffic Monitor #41414 Job Trace. Dragging Event 6017 from the Event
Panel and dropping it on the Traffic Monitor #41414 Job Trace displays the Time Control panel for
creating the Trace Clip. See Figure 37.
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Figure 36: Creating a Trace Clip from an Event

The Time Control panel can be used to enlarge or shrink the time interval of the Trace Clip around
the event. The Trace Clip is shown in Figure 38.
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Figure 37: Trace Clip corresponding to an Event

To investigate the event, select a time period of interest and use drill down.
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Sources Panel

The Sources Panel has two tabs: Devices and Files.

— bews]| 7= | The Sources Panel contains representations of NetShark
e e Costoe Do orne) appliances, live interfaces, trace files, and Capture Jobs and is
3 Il D25TILI Gt etk Correcion one of the most important parts of Packet Analyzer.
<& Juniper Network Connect Virtuzal Adapter

v & San Francisco Office as admin

B S T Lo Vi D onc Clicking the tabs switches between displaying the devices and
- upport Job Virtual De: 0
%) the trace files.

<& Net Segment 1 (192.16
@ het Segment 2 (10.99.32.1/30)

@ Net Segment 3 (192.11.25.1/30)

e Devices
- tc_bap_00eled1e3d26 (TurboCap Board Agaregating Port (2)) . .
# tc_bp_ 00168422 (TurbolCap Boerd Agregaing Par) Shows local interfaces under the Local System icon and

# tc_toap (TurboCap Aggregating Port)

NetShark appliances with their associated interface

offering live sources of network traffic to Packet
Sources Panel Analyzer.

Files
Shows local folders and trace files under Local System
and NetShark appliances with their associated folders
and trace files.

Devices

Devices on your local system require administrator privileges to capture network data. Remote
capture devices, such as NetShark appliances, do not require administrator privileges.

If you are running Packet Analyzer in non-administrator mode, you will see the following prompt as
the software initiates and tries to connect to your local resources.

—l Devices | Files ]—
% Local System & &
Live Devices unavailable: Insufficient privileges

If you have administrator privileges on the system, you can double-click on the prompt to make
those resources available for capture jobs.

Packet Analyzer supports two basic classes of networking devices:

e Wired Ethernet
o Wireless (802.11)

SteelCentral™ Packet Analyzer Reference Manual 103



Wired Ethernet Adapters

Most wired Ethernet network interface cards work in Packet Analyzer. There
ey Z are two types of adapters—one presented by the actual interface and one
presenting the interface corresponding to a Capture Job.

Wired Ethernet
Adapter

Wired Ethernet
Adapter
associated with
a Capture Job

Wireless Adapters

Normal wireless adapters in Windows are not designed to do packet capture

I I . l ] and analysis. Riverbed Technology AirPcap adapters are made specifically to
do packet capture and network analysis and are currently the only wireless
adapters supported.

Wireless Additionally, multiple Riverbed AirPcap adapters are shown as a single

Adapter device because the wireless adapters share the same airspace and, all
adapters being equal, any one adapter can receive the same traffic as any
other. Therefore, Packet Analyzer internally breaks up tasks among multiple
adapters so that many channels can be scanned and locked without having to
worry about which channel a particular physical adapter scans and locks on.

Note: Wireless adapters are only available on the local
Packet Analyzer system, not on the NetShark.
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Context Menus in the Devices Panel

There are five types of Context Menus in the Devices panel that will appear under the five conditions
below:

With No Probes Selected

With nothing selected, the options are as follows:

Refresh Sources
Refresh Sources

‘ Eﬂ AddaProbe.. The Refresh Sources menu option causes Packet Analyzer to

rescan the available interfaces on the local system and all
Devices Panel (No connected NetShark appliances to display the currently available
Selection) devices. Additionally, the trace folders associated with the Local

System and the connected NetShark appliances are rescanned
and updated to reflect whether files have been removed or
modified.

Add a Probe
The Add a Probe menu item opens the Connect to Probe panel.
With a NetShark Selected
. With a NetShark selected:
0 Refresh Selected

& Disconnect Refresh Selected

B web Interface The Refresh Selected menu option rescans the selected NetShark
and displays the currently available interfaces. Additionally, the
trace folders associated with the selected NetShark are rescanned

Copy Configuration to Local System

@ settings. and updated to reflect whether files have been removed or
g Adgaprobe. modified.
Disconnect
Devices Panel The Disconnect menu option disconnects the selected NetShark
(NetShark Selected) from Packet Analyzer. The selected NetShark remains in the

Probes list in the Remote Ribbon.

Web Interface
The Web Interface menu opens the selected remote probe’s Web
Interface Settings.

Copy Configuration to Local System
The Copy Configuration to Local System menu item initiates a
manual synchronization of a Shark’s port names, port groups, L4
mappings, and L7 fingerprints with the local system. This includes
Service Response Time (SRT) ports (defined in Port Definitions on
a Shark). This configuration is then used to analyze local files or
views on local interfaces. Port names and port groups are effective
immediately when downloaded from a Shark.

Settings
The Settings menu item opens the “Connect to Probe” panel
showing the values used to connect to the selected NetShark.

Add a Probe
The Add a Probe menu item opens the Connect to Probe panel.
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With an Interface Selected on Local System

B

Q

Create View

Send to

Refresh Selected

Devices Panel

(Interface

106

Selected)

With an interface selected, the options are as follows:

Create View

The Create View menu option opens the “View Editor” where you can
build a custom view. The new view is saved to the Custom folder of
the View Library. It can now be applied to other sources. See “View
Editor” for details.

Send to

The Send to menu option instructs Packet Analyzer to send traffic
form the selected interface to another application or a trace file, as
described below.

Send 10 |l wireshark

Wireshark
The Wireshark menu option instructs Packet Analyzer to start up
Wireshark and send all traffic from the selected interface to
Wireshark.

Wireshark with Filter
The Wireshark with Filter menu option instructs Packet Analyzer
to start up Wireshark and send traffic that matches a user-
defined filter from the selected device to Wireshark. The filter is
specified using the Filter Dialog Box, which is explained in a later
section.

File
The File menu option instructs Packet Analyzer to send all traffic
from the selected device to a user-specified trace file.

File with Filter
The File with Filter menu option instructs Packet Analyzer to
send traffic that matches a user-defined filter from the selected
device to a user-specified trace file. The filter is specified using
the filter dialog box, which appears first and is explained in a
later section.

Refresh Selected

The Refresh Selected menu option causes Packet Analyzer to rescan
the available interfaces on the local system and all connected
NetShark appliances to display the currently available devices.
Additionally, the trace folders associated with the Local System and
the connected NetShark appliances are rescanned and updated to
reflect whether files have been removed or modified.
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With an Interface Selected on a NetShark

Create View

The Create View menu option opens the “View Editor” where you can
build a custom view. The new view is saved to the Custom folder of

B Creste Vi ‘ With an interface selected, the option is:

@ Refresh Selected

Devices Panel the View Library. It can now be applied to other sources. See “View
(Interface Editor” for details.
Selected)

Refresh Selected
The Refresh Selected menu option causes Packet Analyzer to rescan
the available interfaces on the local system and all connected
NetShark appliances to display the currently available devices.
Additionally, the trace folders associated with the Local System and
the connected NetShark appliances are rescanned and updated to
reflect whether files have been removed or modified.

With a Job Virtual Device Selected (NetShark)

With a Capture Job interface selected, the options are the same as the
previous section, with one additional option - Go To Capture Job.
Selecting this option takes the user directly to the corresponding Job
Trace in the Jobs Repository folder.

Job Virtual Device
Selected Icon

[3 Ge Te Capture Job
[.}’f Create View
@ Refresh Selected

Job Virtual Device
Selected Context
Menu
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With a View Selected (Local System and NetShark)

El Generate Report
§ Edit
m: Attach
& Detach
Dock
Undock
@ Rename
% Save
Q Close

View Selected, Local
System

El Generate Report
§ Edit
&2 Share View with »
E}- Lock
| Attach
& Detach
Dock
Undock
@ Rename
ﬁ' Save
Q Close

View Selected, Unlocked
NetShark

Generate Report
Edit

Share View with »
Unlock

Attach

Detach

Dock

Undock

@ Rename

ﬁ' Save

@ Close

View Selected, Locked
NetShark

ANE =

108

Generate Report

The Generate Report menu option generates a report from the
selected View.

Edit

The Edit menu option opens the View Editor. The View Editor
cannot be used with live devices.

Share the View with

m Generate Report

§ e
| | i
B ShareView with % Groups... ¥ Share with all the groups
Administrators
ﬂ- Lock Mormal unprivileged users
: Aftact Limited users that can only
lock at views
% Detach
Undock

Eﬂ Rename
i:‘? Save
@ Close

Views applied to NetShark interfaces on one Packet Analyzer can
be shared with groups located at other Packet Analyzer
instances. The privileges associated with each group are
determined on a probe-by-probe basis. Except for the
Administrators, a user cannot close a View or delete a file that
has been created by another user. However, Views can be shared
with single groups using the Share View with menu item. As soon
as a View is shared, the selected group will immediately see the
View in their Sources Panel.

Note: The Share the View with menu item only applies to
NetShark appliances.

Lock, Unlock

If Lock is selected, then a small padlock image is added to the
View icon. When the View is in the “Locked” state, it cannot be
closed. When the View is in the “Locked” state, the Context menu
shows an Unlock menu item. The View must be “unlocked” before
it can be closed.

Note: The Lock menu item applies to only NetShark appliances.
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Files

Attach
If the selected View is Detached, then the Attach menu item
attaches Packet Analyzer to the View.
Note: The Attach menu item applies to only NetShark appliances.

Detach
If the selected View is currently Attached, the Detach menu
option detaches the selected View.
Note: The Detach menu item applies to only NetShark appliances.

Dock
If the View has been undocked from the Main Window, the Dock
menu option re-docks it.

Undock
If the View is docked to the Main Window, the Undock menu
option undocks it and places it in a separate window. For more
information on undocking Views, see “Error! Reference source
not found..”

Rename
The Rename menu option opens a dialog box that allows you to
rename the View.

Save
The Save menu option saves the View as a Custom View.

Close
If the user is the creator of the selected View, then the Close menu
option closes the selected View. This implies that the
corresponding NetShark will terminate the View and it will no
longer be available to other users.

Packet Analyzer can analyze trace files of arbitrary size in the PCAP capture format with the

following restrictions

802.11 Wireless trace files must have either a RadioTap! or PPI2 header.

All wired trace files must have an Ethernet header. For instance, trace files created through
software loopback devices, software tunnels, software based aggregators, and from non-
Ethernet devices (ex. tun3, lo4, ppp®) are not readable. In most of these instances, the traffic
passing through these interfaces will eventually pass through an Ethernet interface.

Capture Jobs running on remote NetShark appliances create network traffic recordings called Job
Traces. Although Job Traces (and their derivatives, called Trace Clips) are not PCAP files, they can
be analyzed by Packet Analyzer exactly as if they were PCAP files. Trace Clips that exist on a

! NetBSD: http://netbsd.gw.com/cgi-bin/man-cgi?ieee80211_radiotap+9+NetBSD-current

? CACE Technologies: http://www.cacetech.com/documents/PPI_Header format_1.0.1.pdf

® FreeBSD: http://www.freebsd.org/cgi/man.cgi?query=tun&manpath=FreeBSD+7.0-RELEASE&format=html
* FreeBSD: http://www.freebsd.org/cgi/man.cgi?query=lo&manpath=FreeBSD+7.0-RELEASE&format=htm|

> FreeBSD: http://www.freebsd.org/cgi/man.cgi?query=ppp&manpath=FreeBSD+7.0-RELEASE&format=html
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NetShark can be converted to PCAP format using the Send-to-File feature of Packet Analyzer. The
resultant PCAP file will be stored in the NetShark appliance’s local file system.

———{ Devices |

[
[

b

k.

110

—[ Devices |

Files |-

= Local System
£&)/San Francisco Office as admin

Files Panel (closed)

Files

]_

& Local System
w1 Tracellips
< hitp.cap
8 multi-s=gment ¥
< Noon.cap
< noon_filtered_for_ARP pcap
< noon_filtered_for_IF. pcap
< wl.cap
< W2.cap
ﬁ San Francisco Office as admin
w . Jobs Repository
¥ [ » Traffic Troubleshooting @ 3/1 &:5
A% 31 10:35:39 - 10:45:39 Conversa
A 31 14:40:19 - 14:41:19 Transactic
A 31 14:48:03 - 14:48:13 Transactic
g Files Shared with Administrators
g Files Shared with NormalUsers
g Files Shared with Viewers
w1 My Files

VErS

< Traffic Troubleshooting - 17-34-24 - T §§

g normaluser Home Folder

Files Panel (expanded)

Local System

=)

NetShark
appliance

AR with Shark
Module

Jobs Repository

&

Job Trace

Trace Clip

Trace File (PCAP)
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for the Local System and one for
each attached NetShark.

The figures show an example file
panel with all the items closed
and one with all of the items
expanded.

They also show the icons for
each type of object depicted in
the Files panel



Context Menus in the Files Panel

The context menus for the Files Panel are described below:

With Nothing or Local System Selected

The options are as follows:
Refresh Sources

Refresh Sources
% Add a Probe... The Refresh Sources menu option causes Packet Analyzer to
rescan the available interfaces on the local system and all
connected NetShark appliances to display the currently available

FileslPar!el (No devices. Additionally, the trace folders associated with the Local
Selection) System and the connected NetShark appliances are rescanned
and updated to reflect whether files have been removed or
modified.
Add a Probe

The Add a Probe menu item opens the Connect to Probe panel.

With a NetShark Selected

Refrech Selected

Dizconnect

Web Interface

Copy Configuration to Local System

Settings...

BEe BHNO

Add a Probe...

Files Panel (Probe Selected)
The options are as follows:

Refresh Selected
The Refresh Selected menu option rescans the selected NetShark
and displays the currently available interfaces. Additionally, the
trace folders associated with the selected NetShark are
rescanned and updated to reflect whether files have been
removed or modified.

Disconnect
The Disconnect menu option disconnects the selected NetShark
from Packet Analyzer and removes it from the Devices and Files
panels. The selected NetShark remains in the Probes list.

Web Interface
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The Web Interface menu opens the selected remote probe’s Web
Interface Settings.

Copy Configuration to Local System
The Copy Configuration to Local System menu item initiates a
manual synchronization of a Shark’s port names, port groups, L4
mappings, and L7 fingerprints with the local system. This
includes Service Response Time (SRT) ports (defined in Port
Definitions on a Shark). This configuration is then used to
analyze local files or views on local interfaces. Port names and
port groups are effective immediately when downloaded from a
Shark.

Settings
The Settings menu item opens the “Connect to Probe” panel
showing the values used to connect to the selected NetShark.

Add a Probe
The Add a Probe menu item opens the Connect to Probe panel.
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With a Trace Folder Selected on Local System

With a trace folder selected, the options are as follows:
Refresh Selected

Refresh Selected
The Refresh Selected menu option rescans a folder for new
trace files and updates the status of those already added.

Mew Folder

Browse Folder

Eae , New Folder
The New Folder menu option creates a new folder in the
Remaove from List selected one. The user is asked to enter the name of the folder
to create.

Delete from Disk
Browse Folder
The Browse Folder menu option opens an explorer window
pointed to the selected folder.

Edit

gy L&O

Rename

Files Panel (Trace
Folder Selected on
Local System)Trace-
file-sel-local-system

Edit v { cut
&P copy

Cut
The Cut menu option obtains a reference to the “to-be-cut”
folder. When the Paste operation is invoked, the folder and
its contents are copied to the “paste” location and removed
from the original location.

Copy
The Copy menu option obtains a reference to the “to-be-
copied” folder. When the Paste operation is invoked, the
folder is copied to the “paste” location and is NOT removed
from the original location.

Paste
The Paste menu option copies a previously Cut or Copied
file to the selected “paste” location.

Remove from List
The Remove from List menu option removes all trace files from
the Files panel with respect to the selected folder that do not
have a view open on them.

Delete From Disk
The Delete Trace Files menu option irrevocably deletes from
the local system disk all trace files from the selected folder that
do not have a view open on them.

Rename

The Rename menu option opens a dialog box that allows you to
rename the View.
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With a Trace File Selected on Local System

B Create View
Send to

Add Microflow Index
Calculate Checksum
Browse Containing Folder
Edit

Remowe from List

Delete from Disk

Rename

Ry Laxsd

Files Panel (Trace File

Selected on Local
System)

114

Create View
The Create View menu option opens the “View Editor” where you can
build a custom view. The new view is saved to the Custom folder of
the View Library. It can now be applied to other sources. See “View
Editor” for details.

Send to
The Send to menu option lists destination and filter use choices
for the selected trace file.

|
Send to 3 i Wireshark

Wireshark with Filter

@ SteelCentral Transacticn Analyzer

SteelCentral Transaction Analyzer with Filter

EE File

File with Filter

Wireshark

The Wireshark menu option starts up Wireshark and sends all
traffic from the selected trace file there.

Wireshark with Filter
The Wireshark with Filter menu option instructs Packet
Analyzer to start up Wireshark and send traffic that matches a
user-defined filter from the selected file to Wireshark. The filter
is specified using the Filter Dialog Box, which is explained in a
later section.

SteelCentral Transaction Analyzer
The SteelCentral Transaction Analyzer menu option starts up

SteelCentral Transaction Analyzer and sends all traffic from the
selected trace file there.

SteelCentral Transaction Analyzer with Filter
The SteelCentral Transaction Analyzer with Filter menu
option starts up SteelCentral Transaction Analyzer and instructs
Packet Analyzer to send it traffic that matches a user-defined
filter applied to the selected traffic. The filter is specified using
the Filter Dialog Box. The Filter Dialog is explained in a later
section.

File
The File menu option instructs Packet Analyzer to send all traffic
from the selected trace file to a user-specified trace file.

File with Filter
The File with Filter menu option sends traffic from the selected
trace file through a filter to a new trace file. This is a useful
function because it can greatly reduce the size of a trace file to
only those packets of interest. The Filter Dialog is explained in a
later section.

Create Multi-Segment Source
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When two or more files or traces are selected, the Create Multi-
Segment Source option creates a multi-segment source file. For
more information, please refer to “Multi-Segment and Merged
Sources” at the end of this section.

Create Merged Source
When two or more files or traces are selected, the Create
Merged Source option creates a merged source file. For more
information, please refer to “Multi-Segment and Merged
Sources” at the end of this section.

Add Microflow Index
The Add Microflow Index option adds microflow index
information to the selected file or trace. For more information,
please refer to “Microflow Indexing.”

Calculate Checksum
The Calculate Checksum menu option calculates the SHA256
cryptographic digest of the selected trace file and presents it in
a window. This value is stored and will be used later in tooltips
and reports if applicable.

Browse Containing Folder
The Browse Containing Folder menu option opens a Windows

Explorer window pointed to the folder of the selected trace
file.

Edit

Edit v & cut
P copy

Cut
The Cut menu option obtains a reference to the “to-be-cut” trace
file. When the Paste operation is invoked, the file is copied to the
“paste” location and removed from the original location.

Copy
The Copy menu option obtains a reference to the “to-be-copied”
trace file. When the Paste operation is invoked, the file is copied
to the “paste” location and is NOT removed from the original
location.

Paste
The Paste menu option copies a previously Cut or Copied file to
the selected “paste” location.
Remove from List
The Remove from List menu option removes the selected trace

file’s reference from the Files List, but not from the local file
system.

Delete from Disk
The Delete from Disk menu option removes the selected trace
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file from disk. The trace file is not sent to the recycle bin.

Rename
The selected trace file can be renamed using the Rename menu

option. The file name is renamed in the Files Panel and on the
disk.

With a Trace Folder Selected on a Remote NetShark
With a trace folder selected, the options are as follows:

@ Refresh Selected
tE e Fold Refresh Selected
ew rolder
The Rescan Folder menu option rescans a folder for new trace
Edit v files and updates the status of those already added.
“ Delete from Disk New Folder

The New Folder menu option removes all trace files from the Files
panel with respect to the selected folder that do not have a view

Files Panel (Trace
open on them.

Folder Selected on
Remote NetShark) Edit

Edit v & cut
& copy

Cut
The Cut menu option obtains a reference to the “to-be-cut”

folder. When the Paste operation is invoked, the folder and its
contents are copied to the “paste” location and removed from

the original location.

Note: This option is not available for permanent
folders such as “My Files” and “Jobs Repository”

Copy
The Copy menu option obtains a reference to the “to-be-

copied” folder. When the Paste operation is invoked, the
folder is copied to the “paste” location and is NOT removed

from the original location.

Paste
The Paste menu option will copy a previously Cut or Copied

file to the selected “paste” location.

Delete from Disk
The Delete from Disk menu option removes the selected trace file

from disk. The trace file is not sent to the recycle bin.

Note: This option is not available for permanent
folders such as “My Files” and “Jobs Repository”
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With a Trace File Selected on a Remote NetShark

EI' With a trace file selected, the options are as follows:

Create View
Create View

The Create View menu option opens the “View Editor” where
Erate MulesSomentiotice you can build a custom view. The new view is saved to the
Source Custom folder of the View Library. It can now be applied to
other sources. See “View Editor” for details.

Send to 4

Add Microflow Index
Send to
The Send to menu option lists destination and filter use
choices for the selected trace file.

Edit 3 f
Send to 3 i Wireshark
Delete from Disk

Export from Probe

Calculate Checksum

Wireshark with Filter

a8 a@é¥nsd

Rename @ SteelCentral Transaction Analyzer

SteelCentral Transaction Analyzer with Filter

Files Panel (Trace File B Fie
Selected on Remote File with Filter
NetShark)
Wireshark

The Wireshark menu option starts up Wireshark and
sends all traffic from the selected trace file there.

Wireshark with Filter
The Wireshark with Filter menu option instructs Packet
Analyzer to start up Wireshark and send traffic that
matches a user-defined filter from the selected file to
Wireshark. The filter is specified using the Filter Dialog
Box, which is explained in a later section.

SteelCentral Transaction Analyzer
The SteelCentral Transaction Analyzer menu option
starts up SteelCentral Transaction Analyzer and sends all
traffic from the selected trace file there.

SteelCentral Transaction Analyzer with Filter
The SteelCentral Transaction Analyzer with Filter menu
option starts up SteelCentral Transaction Analyzer and
instructs Packet Analyzer to send it traffic that matches a
user-defined filter applied to the selected traffic. The
filter is specified using the Filter Dialog Box.

File
The File menu option instructs Packet Analyzer to send

all traffic from the selected trace file to a user-specified
trace file.

File with Filter
The File with Filter menu option sends traffic from the
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selected trace file through a filter to another trace file.
This can greatly reduce the size of a trace file to only
those packets of interest. The Filter Dialog is explained
in a later section.

Create Multi-Segment Source
When two or more trace files are selected, this option
creates a multi-segment source file. Please refer to “Multi-
Segment and Merged Sources” at the end of this section.

Create Merged Source
When two or more trace files are selected, this option
creates a merged source file. Please refer to “Multi-Segment
and Merged Sources” at the end of this section.

Add Microflow Index
The Add Microflow Index option adds microflow index
information to the selected file or trace. For more
information, please refer to “Microflow Indexing.”

Export from Probe
The Export from Probe menu option transfers the
selected files from the selected remote probe to the
Local System.

Calculate Checksum
The Calculate Checksum menu option calculates the SHA256
cryptographic digest of the selected trace file and presents it
in a window. This value is remembered and will be used
later in tooltips and reports if applicable.

Edit
Edit v & cut
& copy

Cut
The Cut menu option obtains a reference to the “to-be-
cut” trace file. When the Paste operation is invoked, the
file is copied to the “paste” location and removed from
the original location.

Copy
The Copy menu option obtains a reference to the “to-be-
copied” trace file. When the Paste operation is invoked,
the file is copied to the “paste” location and is NOT
removed from the original location.

Paste

The Paste menu option copies a previously Cut or Copied
file to the selected “paste” location.
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Delete from Disk
The Delete from Disk menu option removes the selected
trace file from disk. The trace clip cannot be deleted if one or
more Views are currently applied to the trace clip.

Rename
The selected trace file can be renamed—in the panel and on
disk—using the Rename menu option.

With the Jobs Repository Folder Selected on a Remote NetShark

‘ () Refresh Selected Refresh Selected
The Rescan Folder menu option rescans a folder for new trace
files and updates the status of those already added.

Jobs Repository
Folder

With a Job Trace Selected on a Remote NetShark

Create View With a Job Trace selected, the options are as follows:

-
E]' Create View
ELJ — The Create View menu option opens the “View Editor” where
M ) _ you can build a custom view. The new view is saved to the
‘b A lILez el Custom folder of the View Library. It can now be applied to
other sources. See “View Editor” for details.

Job Trace
Paste

Paste a copied trace clip.

Add Trace Clip
The Add Trace Clip menu option brings up the Trace Clip time
selection panel.
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With a Trace Clip Selected on a Remote NetShark

a8 oa¢ &

Create View

Send to

Export from Probe
Lock

Edit

Delete from Disk

Change Description

Trace Clip, Unlocked

g8 So0o¢ &

Create View

Send to

Export from Probe
Unlock

Edit

Delete from Disk

Change Description

Trace Clip, Locked
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With a Trace Clip selected, the options are as follows:

Create View
The Create View menu option opens the “View Editor” where
you can build a custom view. The new view is saved to the
Custom folder of the View Library. It can now be applied to
other sources. See “View Editor” for details.

Send to
The Send to menu option lists destination and filter use
choices for the selected trace file.

I
Sendto 3 i Wireshark

Wireshark with Filter
E SteelCentral Transaction Analyzer
SteelCentral Transaction Analyzer with Filter

& File

File with Filter

Wireshark
The Wireshark menu option starts up Wireshark and
sends all traffic from the selected trace file there.

Wireshark with Filter
The Wireshark with Filter menu option instructs Packet
Analyzer to start up Wireshark and send traffic that
matches a user-defined filter from the selected file to
Wireshark. The filter is specified using the Filter Dialog
Box, which is explained in a later section.

SteelCentral Transaction Analyzer
The SteelCentral Transaction Analyzer menu option starts
up SteelCentral Transaction Analyzer and sends all traffic
from the selected trace file there.

SteelCentral Transaction Analyzer with Filter
The SteelCentral Transaction Analyzer with Filter menu
option starts up SteelCentral Transaction Analyzer and
instructs Packet Analyzer to send it traffic that matches a
user-defined filter applied to the selected traffic. The filter
is specified using the Filter Dialog Box. It is explained in a
later section.

File
The File menu option instructs Packet Analyzer to send all

traffic from the selected trace file to a user-specified trace
file.

File with Filter
The File with Filter menu option instructs Packet
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Analyzer to send traffic that matches a user-defined filter
from the selected trace file to a user-specified trace file.
The filter is specified using the Filter Dialog Box . It is
explained in a later section.

Export from Probe
The Export from Probe menu option transfers the selected
files from the selected remote probe to the Local System.

Calculate Checksum
The Calculate Checksum menu option is not applicable to
trace clips.

Lock, Unlock
By selecting the Lock menu option, the remote NetShark will
lock the clip on disk, ensuring that the packet data is retained
even as more traffic arrives on the system. The Unlock option
unlocks a locked trace clip.

Edit
Edit v & cut
& copy

Cut
The Cut menu option obtains a reference to the “to-be-
cut” folder. When the Paste operation is invoked, the
folder and its contents are copied to the “paste” location
and removed from the original location.

Copy
The Copy menu option obtains a reference to the “to-be-
copied” folder. When the Paste operation is invoked, the
folder is copied to the “paste” location and is NOT
removed from the original location.

Paste

The Paste menu option copies a previously Cut or Copied
file to the selected “paste” location.

Delete from Disk
The Delete from Disk menu option removes the selected trace
clip. The trace clip cannot be deleted if one or more Views are
currently applied to the trace clip.

Change Description
The selected, unlocked trace file’s description can be revised
using the Change Description menu option.
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With a View Selected

The context menu for a view applied on a file is the same as the context menu of view applied on a
device, with one additional option, Create Interactive View, explained below. Please refer to “With a
View Selected (Local System and NetShark)” in the Device Panel section for information on the
other context menu options.

[§) | Generate Report Create Interactive View
g Edit The Create Interactive View menu option creates an
@ > I —— interactive view from a series of drill downs made on a
eate Interactive View . . . . . . .
- P view. Right-click the last view in a drill down chain and
&R Share View with » select this menu option. An interactive view is created and
, selections made in the first view now automatically update
@ Lock . . . .
the other views in the drill down chain.
g Detach
Undock
m Rename
sﬁ? Save
@ Close

Multi-Segment and Merged Sources

If you have selected multiple capture files or trace clips, you can combine them to form multi-
segment or merged sources.

Multi-segment sources generally include information in the same time span from capture points in
different locations. A typical use for a multi-segment source is to follow packets through a network.

Merged sources generally include information from the same capture point at different points in
time. A typical use for a merged source is to combine sequential capture sessions to make a single
session.

Note: All of the capture files or trace clips used to make a multi-segment or
merged source must be located on a single NetShark or on the local
system.

The paragraphs below tell how to create multi-segment and merged sources. For a fuller
description of using multi-segment sources, refer to the section on “Multi-Segment Analysis (MSA).”
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m

o) | Cr
Send to 3
Create Multi-Segment Source
Create Merged Source

Add Microflow Index

Calculate Checksum

Browse Containing Folder

Edit 4
Remove from List

Delete from Disk

S "R\ Eoxnd g

File context menu when
two or more sources are
selected

Context Menus

With a single source selected, right-clicking the source
displays the context menu shown in the preceding pages.
(See “With a Trace File Selected on Local System” or
“With a Trace File Selected on a Remote NetShark
Appliance.”)

When you select two or more Trace Files or Trace Clips,
two more context menu items become active in addition
to the ones described previously:

Create Multi-Segment Source

This option creates a multi-segment source from the
selected sources. The sources must be capture files or
trace clips, not devices. And the files/clips must all be
stored on the same NetShark or on the Packet Analyzer
console.

{ Devices | Files
» % Local System
v ) TracelClips
o> hitp.cap
o NCon.cap
< noon_fillered_for_ARF poap
<> noon_fillered_for_IP peap
o> wl cap
o wicap Create Multi-Segment Source
v B San Francisco Office as admin @ _ . .
v O Jobs Repository
& » Traffic Troubleshooting
&) Files Shased with Adminestratoes ﬁ
G Files Shaned with NormalUsers
1] Files Shared with Viewers
i &3 My Files ':_:1 Browse Containing Folder
G normaluser Home Folder

Send o ¥

Create & erged Sowurce
Add Microflow Indes

Edit r
Remeve froem List

Dedete firosm Disk

Q9
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The resulting multi-segment source is listed in the Files
panel. One of the segments is designated as the primary
segment and shown in bold type. The primary segment is
generally used when a single-segment view is applied to the
multi-segment source.

Devices Files
- ™ Local System

¥ 1 TraceClips
< hitp.cap
S8 multi t & Time skew estimation (6!
2 1:noon

= 2: noon_filtered_for_ARP
= 3: noon_filtered_for_IP
< noon.cap
< noon_filtered_for_ARP.pcap
< noon_filtered_for_|P.pcap
< wl.cap
o w2.cap

Create Merged Source
This option creates a single merged source from the
selected sources. The sources must be capture files or
trace clips, not devices. And the files/clips must all be
stored on the same NetShark or on the local system.
Note: Trace clips must first be Sent to File (see context
menu) before merging.

Devices Files
I+ ™ Local System
¥ & San Francisco Office as admin
v &, Jobs Repository
v [ » Traffic Troubleshocting & 2
‘&?31'1 70:35:39 - 10:45:39 Conve
&5(31'1 14:40:19- 1441718 T
&5(31'1 14:48:03- 144813 T
&10'13'20— 10:18:30 (1152 MB)  Test31
#510:19:12- 10:19:22 (1023.99 MB)  Test22
&510:19:37 - 10:19:47 (1024 MB)  Tes
&5 10:19:58 - 10.20:08 (1279.99 MB) Tesi24
1&g Files Shared with Administrators
g Files Shared with NermalUsers
1&g Files Shared with Viewers
w3 My Files
| Traffic Troubleshooting - 10-18-20 - 10-18-30 peap
| Traffic Troubleshooting - 10-19-12 - 10-19-22 peap
| Traffic Troubleshooting - 10-19-37 - 10-19-47 peap
> [Traffic Troubleshooting — 10-19-58 - 10-20-08.peap

Send to 3

&g normaluser Home Folder %@ Create Multi-Segment Source

4 111

! | . 6 Create Merged Scurce

ﬁ Add Microflow Index

Start Search El

" @ Export from Probe
> %¢ Custom
1> £33 Recently Used LJ Calculate Checksum

[} Bandwidth Over Time (1= - 1d)

[4) Network Usage by Port (1s - 1d Edit 3

[4) Network Usage by Port Group (1s - 1
[4) Network Usage by Application (1s - 1
) Network Usage Analysis (1= - 1d
[{] |F Conversations (1= - 1d

Delete from Disk

@
==t
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The resulting merged source is listed as “merged” in the Files
menu.

— | Devices | Fies |———
1> ™ Local System
- aSan Francisco Office as admin
v & Jobs Repository
v [§ » Traffic Troubleshooting @ 21 8:50 - 2/2 10:24, 2]
ﬁ&l"l 10:35:39 - 10:45:39 Conversation Investigation
& 31 14:40:19 - 14:41:19 Tran
&1 14:48:03 - 14:4813 Transa
ﬁ'lﬂ:'IS:Z'D— 10:18:30 (1152 MB)  Test21
&510:19:12- 10:19:22 (1023.39 MB)  Test32
A% 10:19:37 - 10:19:47 (1024 MB)  Test32
&%10:19:58 - 10:20:08 (1279.99 MB) Test34
{23 Files Shared with Administrators
g Files Shared with NermalUsers
{23 Files Shared with Viewers
w 24 My Files
Bmerged 4 |
% Traffic Troubleshooting - 10-18-20 - 10-18-20
o Traffic Troubleshooting - 10-18-12 - 10-18-22
o Traffic Troubleshooting - 10-15-37 - 10-15-47
% Traffic Troubleshooting - 10-15-58 - 10-20-08
< Traffic Troubleshooting -- 10-18-20 - 10-18-30.pcap
< Traffic Troubleshooting - 10-19-12 - 10-15-22 pcap
o Traffic Troubleshooting - 10-19-37 - 10-13-47 peap
< Traffic Troubleshooting -- 10-13-58 - 10-20-08 pcap
@ normaluser Home Folder

ction Capture

on Problem

=

4 i | b
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Views Panel

Custom —

View

Library n

Ll

126

1 Views |
Start Search
I % Custom
[> 23 Recently Used
[5} Bandwidth Over Time (1s - 1d

[&] IP Conversations (1= - 1d

I 3 Generic

1> & 802.11

I= & LAN and Metwork

I> & Bandwidth Usage

I> £ Talkers and Conversations
1> 3 Performance and Errors

1> £ User Activity

| © €3 Transaction Analysis

Views Library

Bandwidth Over Time (1
«| Metwork Usage by Traffic Type (1

[} [Network Usage by Traffic Type (1s - 1d

|5} Pratocol Distribution - Bits (1= - 1d
[£) Protocol Distribution - Bytes (1s - 1d
[£] Protocol Distribution - Packets (1s - 1d

| Recently

I

Figure 39 Instance of a View

Used

A Packet Analyzer View represents a specific set of
calculations that can be applied to both live and
off-line (trace files) sources. The calculations
associated with a View are called the View metrics.
These metrics are visually presented to the user in
terms of Charts. Graphical elements within a Chart
are selectable such as bars within a bar chart and
time intervals within a strip chart, etc.

Each view is depicted in the following format:

[Icon] [Name] ([Sampling Time] - [Data Retention Time])

For an example, see
Figure in the left column.

The Icon denotes the link type(s) of the source to
which the View applies, which in this case is:

) all link types
Other possible icons for the link type include:
“® wired Ethernet

"1'802.11 link type
The View’s name is “Bandwidth Over Time”

The Sampling Time is 1 second and so the
associated metric (average bandwidth over time)
is computed for every second.

The Data Retention Time is 1 day (1d), which
means that once a day’s worth of samples are
calculated, the oldest samples will be dropped as
new samples are calculated. This parameter is only
used for live sources. In the case of trace files, all of
the samples over the duration of the trace file are
retained.

These parameters can be changed, and multiple
instances of a view can exist with different
parameters by utilizing the custom views feature,
as explained below.

The Views panel above has four sections, which are
(from top to bottom):

Search Text Box
Custom Views
Recently Used
View Library
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Using Views
Views can be applied to one of the following:

e Devices, Trace Files, or Trace Clips
e Selections within Charts (also known as Drill Down)

Note: Not all Views can be applied to all devices, trace files, trace clips, or
selections, as they are not applicable in certain contexts. For instance, a
wired Ethernet device does not have signal to noise ratio of 802.11
channels.

Applying a View (Local or Remote Sources)
Views can be applied to a device, trace file, or trace clip in the following ways:

Double Clicking on a View

When double clicking on a view, it is applied to the currently selected device or file,
depending on which tab is open.

Pressing Enter on a View
Same as the double click previously described.

Dragging the View on to the Device, File, or Selection within a Chart
A view can be dragged on to any device or file, which opens the view on that source, similar
to the above.
Additionally, after performing a selection within a chart, a view can be dragged on to the
selection, and the view will be applied to the subset of data that is selected.
When a view is dragged onto a source or selection two different icons can be displayed on
the cursor:

@ e Figure 40 means the view metric can be applied to the source
Figure 40: Apply
Icon

\M

Figure 41:Do Not e Figure 41 means that the view metric cannot be applied to the
Apply Icon source.

Drill Down button in the Home Ribbon and Chart context menu option
Every chart has a “Drill Down” context menu option that lists the Custom, Recently Used,
and View Library. This option is enabled when a selection is made in the chart, and selecting
one of the views results in the view being applied to the subset of data selected. The drill-
down menu button works identically.
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Note: When drill down is applied to a live view, the new view shows results
from the time the view was applied. Also, drill down cannot be applied to
time selections in a live view. These limitations apply to the live
Interfaces only.

Applying a View with a Filter

It is possible to enable a filter when applying a view to limit the view to a subset of the original data.
When holding down the control key and applying a view either by pressing enter, or dragging and
dropping, a filter dialog box opens, enabling a filter to be specified. The Filter Dialog is explained
further below.

Note: Application of a View with a Filter does not apply to the drill down
operation. The reason for this is that the basis for the drill-down is the
visual selection within a Chart, which intrinsically represents a filtering
operation.

When a view is dragged onto a source with a filter two different icons can be displayed on
the cursor:

= e Figure 42 means the view metric can be applied with filter to
the source

Figure 42: Apply

Icon e Figure 43 means that the view metric cannot be applied to

® the source.

Figure 43:Do Not
Apply Icon

Applying Views in Multi-Segment Contexts

Multi-segment views are contained in the Multi-Segment folder of the View Library. When a multi-
segment view is applied to a multi-segment source, all the linked sources are used to compute the
multi-segment metrics. Multi-segment views may not be applied to normal sources (single capture
files and trace clips).

Normal views—those that are not specifically multi-segment views—are not intended to be applied
to multi-segment sources. If a normal view is applied to a multi-segment source, the primary source
(marked in bold type in the source list) is processed.

If a Send to File/Wireshark action is requested on a multi-segment source, a dialog box appears and
allows you to select which capture points to send to File/Wireshark.

Using Views with Application Metrics

Application metrics can be added to a capture job by enabling Indexing and DPI when the capture
job is added on a NetShark. DPI, using LL7 Fingerprints, and System Applications, along with Layer
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4 Mappings, identifies and tags applications in the captured traffic. Two new views have been
added to visualize and analyze this information:

o Network Usage by Application View

o View is supported on remote (NetShark) live interfaces and offline sources (trace files and
trace clips).

e Traffic that is not TCP or UDP, is shown using the Layer 3 or Layer 4 protocol name.

e When multiple tags apply, tags are concatenated and separated by a space, for example,
HTTP Facebook.

e Drill-down from this view is not supported.

o Network Usage Analysis View
e A comprehensive, interactive view to analyze traffic based on

e Applications
e Portgroups
e Portnames

e Supported on remote (NetShark) offline sources (trace files and trace clips), as are all
interactive views.

e Begin by selecting an application of interest (Chart 1), then select an IP conversation (Chart
2). Chart 3 lists TCP Connections or UPD Flows.

e Drill-down supported from the last chart only (Chart 3).

Packet Analyzer does not support DPI, so these two views cannot be used on local sources (online
or offline). Port names, port groups, Layer 4 Mappings and L7 Fingerprints can be copied from a
NetShark, for use on local sources. See “With a NetShark Selected” in “Context Menus in the Devices
Panel” for details.

View Library

The View Library is the main repository of all the views available in Packet Analyzer.

Views are divided into folders that are, in some cases, further subdivided.

Context Menus

The view library has two types of context menus. They are triggered when right clicking on either of
the following:

e Folder
e View
Folder
The context menu for a folder in the view library section has the following
@ Apply opti .
ptions:
e. Apply with Filker Apply
* Il Apply as 5 Report The Apply menu option applies all the views in the currently
ﬂ} . selected folder to the selected device or file in the Devices and Files
apy ko Cuskarm 1
panel.

View Library Folder
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Apply with Filter
The Apply with Filter menu option applies all the views in the
currently selected folder to the selected device or file in the Devices
and Files panel with a specified filter. The Filter Dialog (described
later) pops up when this option is selected.

Apply as a Report
The Apply as a Report menu option automatically creates a report
with the “All Views” option as all the views in the currently selected
folder applied to file selected in the Files panel. This menu option is
disabled when a device is selected.

Copy to Custom

The Copy to Custom menu option copies the currently selected
folder to the Custom folder (described later).

View
@ Apply The context menu for a view in the view library section has the following
@' Apply with Filter OptionS:
%1k Apply as a Report Apply
BR Sampling Time , The Apply menu option applies the selected view to the selected
Eﬂ- . 'R . device or file in the Devices and Files panel.
T ata netention hime .4
| copy o Custom Apply with Filter
The Apply with Filter menu option applies the selected view to the
View Lib Vi selected device or file in the Devices and Files panel with a
iew Library View

specified filter. The Filter Dialog (described later) pops up when
this option is selected.

Apply as a Report
The Apply as a Report menu option automatically creates a report
with the “All Views” option to the selection view applied to the file

selected in the Files panel. Apply as a Report cannot be applied to
a live interface.

Sampling Time
The Sampling Time menu option specifies the time granularity of
the calculation for the corresponding View metric. The view
calculations and time control options are performed with a
specific time sampling interval, which typically defaults to one
second. This context menu enables changing this interval, and the
selected value is shown at the end of the textual representation of

the view in the Views Library (along with the Data Retention Time
value, described next).

Data Retention Time
The Data Retention Time value specifies the time period for the
View metric history that is retained for a View applied to a live
source. Once the Data Retention Time is reached, the oldest
metrics are discarded as new sample points are calculated. The
Data Retention time has no effect on the duration of the View
metrics retained for trace files, since the complete View metric

Data Retention
Time
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history over the duration of the trace file is retained.

Copy to Custom
The Copy to Custom menu option copies all the views in the
currently selected folder to the Custom section (described later).

Tooltips

Tooltips are enabled for each of the views and display a summary of the calculated view metrics
and the various charts that comprise the view. A tooltip also may include usage information and
tips. Tooltips are made visible by hovering over the icon for a view or folder (see screen shot
below). For example, here is the tooltip for the All Requested Web Objects view.

All Requested Web Objects Live Q@
\File [

L,

( (D) All the HTTP objects that have been requested, sorted by [
number of requests.

v&3 Usage Information

: This very simple view is excellent when used to drill down, for example on a “Top Talkers" or “Per
i Country Traffic” view. Decrypted SSL traffic can appear in this view.

[ Tips

l * Trying to find a specific requested object? Type something in the filter bar of the “Object URL"

“I: v column. For example, try “.jpg”, or “.pdf", or “google”.

ISEl

L‘Ei U * Select a line and click on "Send to Wireshark” to see the corresponding HTTP packets.
& Wi

B Sampling Time: Second, Data Retention Time: Day
[l |41l Requested \web Objects (1
- CPHTTP Reguests Analysis

Recently Used

The Recently Used folder contains the five most recently used views. The Recently Used folder is
not shown when the folder is empty, as is the case when Packet Analyzer is started.

Context Menus

The Recently Used section has two types of context menus. They are triggered by right clicking on
either of the following:

e Recently Used Folder
e View within the Recently Used Folder
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Recently Used Folder

The context menu for a folder in the recently used section has the
@ Apply following options:
e‘ Apply with Filter Apply
1. Apply asa Report The Apply menu option applies all the views in the recently used
folder to the selected device or file in the Devices and Files
Recently Used Folder panel.
Context Menu Apply with Filter

The Apply with Filter menu option applies all the views in the
recently used folder to the selected device or file in the Devices
and Files panel with a specified filter. The filter dialog
(described later) pops up when this option is selected.

Apply as a Report
The Apply as a Report menu option will automatically create a
report with the “All Views” option as all the views in the recently
used folder applied to the file selected in the Files panel. Apply
as a Report cannot be applied to a device.

Recently Used View
The context menus for Views within the Recently Used Folder are identical to those when applied to
Views in the View Library.

Custom Views

Custom Views are the views in the views library that have been saved with different settings. At the
view level, the chart window positions and sizes are saved. At the chart level it varies. In the
description of the charts it is noted whether the option is saved or not in a custom view.

Context Menus

The Custom section has two types of context menus. They are triggered when right clicking on
either of the following:

e Folder (including the root “Custom” folder with the star icon)
e View

Custom Folder

@ Y The context menu for the Custom folder has the following options:
App
@. Apply with Filker Apply
The Apply menu option applies all the views in the selected folder
1k Apply as & Report in the custom section to the selected device or file in the Devices
{E Create Subfolder and Files panel'
A Cleor Custom Apply with Filter
The Apply with Filter menu option applies all the views in the

selected folder in the custom section to the selected device or file
Custom Folder in the Devices and Files panel with a specified filter. The filter
dialog (described later) pops up when this option is selected.
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Apply as a Report
The Apply as a Report menu option automatically creates a report
with the “All Views” option as all the views in the selected folder
in the custom section applied to the file selected in the Files
panel. The Apply as a Report menu option cannot be applied to a
device.

Create Subfolder
The Create Subfolder opens a dialog that prompts for the name of
a to-be created subfolder in the custom section.

Clear Custom
The Clear Custom menu option removes the references to all of
the views in the selected folder in the custom section.

Folder within the Custom Folder

@ The context menu for a folder within the Custom folder has the following
& Apply options:
L Apply with Filter
ol Apply
R #pply asa Report The Apply menu option applies all the views in the selected folder
€3 Create Subfolder in the custom section to the selected device or file in the Devices
&| e custom and Files panel.

Apply with Filter
The Apply with Filter menu option applies all the views in the
selected folder in the custom section to the selected device or file
in the Devices and Files panel with a specified filter. The filter
dialog (described later) pops up when this option is selected.

Custom Folder

Apply as a Report
The Apply as a Report menu option automatically creates a report
with the “All Views” option as all the views in the selected folder in
the custom section applied to the file selected in the Files panel.
The Apply as a Report menu option cannot be applied to a device.

Create Subfolder
The Create Subfolder opens a dialog that prompts for the name of a
to-be created subfolder in the custom section.

Clear Custom
The Clear Custom menu option removes the references to all of the
views and sub folders in the selected folder in the custom section.
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View within Custom Folder (or Sub Folder)
' The context menu for a view in the Custom section has the following

Apply .
options:
@. Apply with Filter
-y X Apply
¥ Apply as a Report . . .
The Apply menu option applies the selected view to the
Sampling Time b selected device or file in the Devices and Files panel.

Data Retention Time

Apply with Filter
User Filter ’ The Apply with Filter menu option applies the selected view
to the selected device or file in the Devices and Files panel

Duplicate with a specified filter. The filter dialog (described later) pops
Rename up when this option is selected.
Delete

800

Apply as a Report

The Apply as a Report menu option automatically creates a
Custom View report with the “Current View” option as the selected view
for the file selected in the Files panel. The Apply as a Report
menu option cannot be applied to a device.

Sampling Time
As described above, this context menu option enables
modification of the underlying sampling time used in the
view calculations.

Data Retention Time

Q ooy As described above, this context menu option enables
| 4oy vith s modification of the duration that data is retained for a live
#1k | Apply as 3 Report view.
@, Sampling Time »
[, osteRetention Tine > User Filter
I vsersiner ChAE The User Filter menu option applies a permanent filter to the
P ovplicate B vedw view so that it does not need to be specified each time.
@ cename s Clicking on Set brings up the Filter Dialog, which is described
& oo below. After a filter is set, the menu options of Modify and
Remove are enabled, and their functions are self-
User Filter explanatory.
Duplicate

The Duplicate menu option duplicates the reference to a
view so that different options can be saved for a view.

Rename
The Rename menu option allows the view to be renamed.

Delete
The Delete menu option deletes the selected view in the
Custom section. All settings for the custom view are lost.
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Search Text Box

' [View | The Search Box is used to locate Views for specific purposes.
For example, if VoIP is entered, the search will find all of the

Voip - . « . . . .
S Search View Name Views that have “VoIP” in either the View Name or the View
Description. The drop-down check box also allows searches

w Search Description
Search Chart Notes over the Chart Notes of all the charts that are part of a View.

Indexed Onl . . , :
e The Search box is a convenient way to find the View that you
are looking for. In a sense, it provides an alternative way of

organizing the View Library.

View Panel Search
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Interactive Views

As discussed previously, one of the most powerful features of Packet Analyzer is Drill Down, which
enables a user to select a subset of the data in one view and apply a second view for an alternative

metric or more details about the selected data, and perhaps a third or fourth view for additional
details. This chain can then be converted into an Interactive View, which means that as the user

changes selections in the first view(s), the subsequent views are automatically updated.

In the following example, a Bandwidth Over Time view is applied to the trace file http.cap, a time
selection in the strip chart is used to drill-down using the Network Usage by Port Group view, and
finally, the Web bar is selected to drill-down with the IP Conversations view.

w P http.cap

Drill-Down Chain

by Port Group
on the “Bite pe

T

Start Search

&> ¥ Custom

1> € Recently Used
[3) Bandwidth Over Time (1s - 1d
[3) Metwork Usage by Fort (s -
[2] Metwork Usage by Port Group
[,J Metwork Usage by Application
) Network Usage Analysis (1s
[2] IP Conversations (15 - 1d
[) Protocol Distribution (1s - Tmonth)

1> 3 Generic

63 80211

[ & LAN and Network

- 3 [Bandwidth Usage

- 3 Talkers and Conversations

[» @ Performance and Errors

[ & User Activity

- 3 Transaction Analysis

[ € Multi-Segment Analysis (MSA)

< | 1

r

Bandwidth Over Time on http.cap at 3:25 AM  ~  Selected Chart: Bits per Second

© Bandwidth Over Time | @ ¢ Network Usage by Port Group | € 7 IP Conversations

<1I>[

[ Filters (None)

¥]

Bits per Second 'Bytes per Second

4k

Bitsis

1.80M
1.60M
1.40M
1.20M
1.00M
0.50M
0.50M

0.40M
0:20M
0

8122 12:02:36

12:02:18 12:02:38

Motes

6.12 5
12:02:38

12:02:42

BN

Eaits

2

Packets per Second

ab |

Packetsis

[

‘Current Selection: 8/22/2007 12:02:18 - 12.02.44 (26 5) @ 1 sec - Total Window: 822/2007 12:02:18 - 12:02:44

822 12:02:22.740 12:02:22.800
250.00

200.00

150.00

100.00

0 _/\

12:02:18 12:02:28

Notes

12:02:38

[ Packets

|

Drill-down chain
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To create an Interactive View, right-click the last drill-down view in the chain (IP Conversations in
this example) and choose Create Interactive View. A new Interactive View is generated with the
selected charts from the views in the drill-down chain.

© Bandvict Over Time | ) 7 Network Usage by Port Group | € 7P Comverstons © Intracive View )
@ fix_just ficpezp *((2 Yandvicth Over Tire ab
w ¢ hitp.cap
v [3] Bandwidth Over Time (3:25 AM) (15 - 1d) X v y . Wsits
v ) Network Usage b PortGroup (328 A4) (s - 19 £l A selection in this chart will
a time selection on the "Bits per Second” Strip Chart
5 PComrsias load the chart 2
a single bar sele o 10M
) Interactive View (10: =
I IE osm
£ local ovptam b wah noan
--------- 0.60M
o 0208
Start Search [ -
[ i‘{Custum 12:02:18 12:02:28 12:02:38
1+ 17 Recently Used
hlotes ES

[3) Bandwidth Over Time (13 - 1¢)

[S :xrtﬂsmz:{,ﬁgs-ﬂ " 2 ietworkUsagebyPort Group. 9 IIE" Conversations qp
i rk Usage by Port Group (15 - 1d)

[3) Wetwork Usage by Application (1s - Tw) n " .

) Nehvork Usage Araysi (15~ 1) A selection in this chart

B P Comersaons (1s-19) will load the chart 3

[3) Protocol Distribution (1s - Tmonth] 2
1+ 17 Generic g o
> QA i Maks lection in Netwark Ut by Port Gi
b €5 LAN and Network = . 'e ake a selection in Network Usage by Port Group
> C(Bandwidth Usage |
1+ 17 Talkers and Conversations I EERES 12.40K 816

» & 2

» (1 Performance and Errors 4 & \gﬂ‘(‘ &
1+ 1 User Activity &
1+ £ Transaction Anzlysis
1+ 1 Mult-Segment Analysis (MSA) Nates 2 Notes 2
4 i | + || [ Current Selection: 822/2007 12:02:18 - 1202:44 (26 5) @ 1 sec - Total Window: 812212007 12.02:18 - 1202:44 [

Interactive View enhttp.cap at 10:14 AM -~ Selected Chart: Bits per Second

Steps for drilling down
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The numbers in the chart titles, arrows and instructions illustrate how to enable each chart. Once a
time range has been selected in the Bandwidth Over Time chart, the selection result is applied to
the Network Usage by Port Group chart for the time range selected in the first chart. A further
selection in the Network Usage by Port Group chart shows the IP conversations ring, constrained to
the time selection in the first chart and the port group selected in the second chart.

Devices Files | ‘Q Qver Time | € ¢ Network Usage by Port Group | €3 $7 IP Conversations ‘Q Interactive View 4 b
@ fic_just fixpeap i |1 Bandwidth Over Time 4 b
v & httpeap
w [5) Bandwidth Over Time (2:25 AM) (15 - 1d) — e . e o 1 8122 12:02:36 12:02:42 st
 [5] Metwork Usage by Port Group (322 A1) (1 - 1) 3 The time range is apphed to
 time selection on the "Bil Strip Chart h d h . h 2
[,_] IP Conversations (3:30 AM) (1s - 1d)
a single bar n the “Total Bits™ Single Bar Chart ) t e ata S Own In c a rt
) Interactive View M) (1s-1d)) -
2 Incal euctam - @ ofm
0.60M
= 0.40M /\
0.20M
Start Search \
(i 0 1 6185 h
& T Custom 12:02:18 12:02:28 12:02:38
1> & Recently Used
Notes £

[5) Bandwidth Over Time (s - 1d)

) e Lsage oy Pot 210 12 Network Unage by Port Grove [ P cormmemion: D
3} Network Usage by Port Group (
3} Network Uisage by Application {
) Network Usage Analysis (1s - 1d)
[5) IP Conversations (1= - 1d)
[§) Protocol Distribution (1s - Tmenth)

> &3 Generic

> & 802.11

1> €3 LAM and Network

1> a(Bandwadth Usage |

> € Talkers and Conversations o

> & Performance and Errors o & e b o
o o & s’ range and bar selection in
the previous charts

1> € Transaction Analysis
> € Multi-Segment Analysis (MS4) Notes 2

63-147-82-80.dia static.qwest.net

End Paint Bytes
[~ 421.45K

The selected bar
introduced a further

L]
" 38,76K
142K

207.68.178.61
.

72.14.255.104
e

Total Bits

selection for chart 3

+ ||| Current Selection: 8/22/2007 12:02:18 - 12:02:44 (26 5) @ 1 sec - Total Window: 8222007 12:02:18 - 12.02:44 ®

Interactive View on http.cap at 10:14 AM  ~ Selected Chart: Total Bits

a7 m

Drill-down example
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Regular Views, Fast Views, and Forbidden Views

When some Views are applied to Sources that have associated Microflow Indexing Data, they can
make use of the index to run very quickly, even on large data sets. When a source is selected, the
icons for the Views change to indicate whether they run as regular views (no lightning icon), fast
views (lightning icon), or forbidden (red “X”). The forbidden views are those that cannot be run
with the Microflow Indexing data alone. The ordinary views are those that cannot be run with the
Microflow Indexing data alone, but the actual packets are available for the View calculation.

[ﬁ'TrendingForManual G 0529734 -

) [ﬁ;SynchroncusForManual GE
[#{synchronousFerManual & &:5 - - —— —
o o B TrendingForManual & 0523 7:24 -
g Files Shared with Adminisrators 3 Files Shared with Administrators
[> 2 My Files A .
N [= 33 My Files
A normaluser Home Folder x - =
a | | » I A normaluser Home Folder |
4 »
Start Search [¥li=] Start Search [l
% Custom % Custom
[» 23 Recently Used 1> & Recently Used
I8 Bandwidth Over Time (1= - 1d) [ Bandwidth Over Time (1s - 1)
'i} Network Usage by Traffic Type (15 - 1d) [& Network Usage by Traffic Type (15 - 1d)
L;}IF' Conversations (1s - 1d) [ IP Conversations (1s - 1¢)
'53' Protocol Distribution - Bits (1s - 1d) [§ Protocol Distribution - Bits (1s - 1d)
'f} Protocol Distribution - Bytes (1< - 1d) [ Protocol Distribution - Bytes (1= - 1d)
| g Protocol Distribution - Packets (1s - 1d) [§ Protocol Distribution - Packets (1s - 1d)
w 3 Generic » 3 Generic
Ié} Capture Summary (1s - 1d) i_ﬂ.CaptureSummary 1= - 1d)
s} Frame Size Distribution (1s - 1d) | Frame Size Distribution (15 - 1d)
s} Frame Size Over Time (15 - 1d) | @ Frame Size Over Time (15 - 1d)
Fast Views Disallowed Views
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View Editor

In addition to applying standard views from the View Library, you can use the View Editor to edit
an existing view or to create your own view. When you have the view you want, you can use it as
you would any other view—drill down, create reports, and so on. In addition, you can save the view
and apply it to other sources in the same way as any of the standard views.

The General Approach

A quick example will give a general idea of how the View Editor works. This example shows how to
create a view of IP protocol activity over time.

1. Select a source from the Files panel.

 Devices

w % Local System

s
w 3 Trace Files
& Traffic-Manitor-3-1114 peap

i Click to select source.
> Traffic-Monitor-3-11-14-2.pcap
v & TraceClips /
< hitp.cap =l
© ncon.cap)

& noon_filtered_for_ARP pap
< noon_filtered_for_IF peap
& wlcap
o wicop
* [ Sen Francisco Office 25 2dmin
v (&3 Jobs Repository

| Start Search
¥ Custom
1+ G Recently Used
(&} Bandwidth Over Time (15 - 1d)
[5) Metwork Usage by Port (15 - 1d)
(2] Metwork Usage by Port Group (13 - 1d)
[2) Metwork Usage by Application (15 - 1)
] Metwork Usage Analysis (15 - 1d)
(3 1P Conversations (15 - 1d)
[3) Protocol Distributien (1= - 1d)
1 &3 Generic
- G 802.11
1 €2 LAN and Network
©- (G Bandwidth Usage
i & Talkers and Conversations
©- &3 Performance and Errors
t- G User Activity
1 &3 Transaction Analysis
1+ & Multi-Segment Analysis (MSA)

=
kal

SteelCentral™ Packet Analyzer Reference Manual 141



2. Create a new view by clicking View > Create in the Home Ribbon.

@\@ BYcEBL) SteelCentral Packet Analyzer - = x

HmleCuMMm’Eiﬂlsm Remote Q@

@ e ‘0 Quumre= R g;g ORI
Chanels Decryﬂmn Sendte  Send Send DrllDown Copy Copy
(3 Getting Started Wireshakk to TA  to File . Chart

&Cleahﬂ
Trace Files Chart Selection

Devices
v ™ | ocal System
v (@3 Trace Files
1> & TraceClips

< https_tis1.peap

@ noon.cap)

<* noon pcapng

< short SIP.pcap

% Traffic-Capture-7-7-14.pcap
w (3 TraceFiles

& Traffic-Caplure-231 peap

; ; Click to create new view.
"SteelCen‘hd Express 460 as admin

1> & Cambridge Office as admin
&y Jobs Repository
w (3 Files Shared with Administrator

w & https_tls1.pcap
E_Tcp Status Codes (3:52 PM)

| Start Search HEY

& T Custom

1> 23 Recently Used
[3) Bandwidth Over Time (1 - 14)
2] Network Usage by Port (1s - 1d)
mNeMukUsagebyPu'tGm.p (1s-1d)
[5) Metwork Usage by Application (1s - 1)
m Metwork Usage Analysis (1= - 1d)
E\PCﬂstaﬁcns {1s-1d)
[3) Frotocel Distribution (15 - 1)

1> 23 Generic

5 G 802,11

1> 3 LAN and Network

1> & Bandwidth Usage

1> 23 Talkers and Conversations

1> 2 Performance and Errors

1> 3 User Activity

£ 3 Transaction Analsis
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The View Editor appears.

View Editor € [New View] 4 | *» Fields

[ Fitters (None) ] Stort Search [

© Chart" 4 b 1> g arp
> G cifs
[ & citrix
[ &3 dhep
> &3 dns
I G fix
1> € generic
- &3 hitp
i =] e
- & ip
> & mac
1> £ message
1> & multi_segment
1> & peoip
3 rezson
1> & rios
> @ rp
I & sip
= & sql
[ & fop
> & udp
1> G voip
[ & vxlan
[ & wian_link
&> & wian
Metrics (5 - Gy \Wireshark

Enter view title

[DDI:Illﬂﬂiﬂl

[cnms ]
El
=

Chart

= Filters

Strip chart

\ ¢ Events

‘ ¢ Fields

i
i
i
!
i
i
i
i
!
i
i
i

Drag dimensions here !
i
i
i
i
i
' Drag fields to initialize the chart
!

i
i
i
]

0
|
|
i
|
i
|
|
i
! Drag metrics here
i
|
i
|
|
i
|
i
|
|

Updated Dane Notes

[ %

[New View] onnoon.capat 335 AM_ ~  Selected Chart: Chart o i

View Editor View Fields
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3. Draga field to the Dimensions panel. For this example, the field is protocol_name. Open the IP
folder in the Fields panel, scroll down to find the protocol_name field, and drag the field to
the Dimensions panel.

View Editor | © [New View] <> [» Felds
Enter viewtitle [ Fiters (None) ¥] Start Sesrch [
@ Chart q P P

[Dwmﬂm v | ower host

iy lower_to_upper_bits Lo
£ Number of bits from lo
= ot ] :.tjw:[_(u_upper_b.y-le-s Lo
= umb

‘ # Fields
%

Drag fields to initialize the chart

. sre_dor

””””””””””””””””””” Source In

Metrics E ﬁ - sre_internal
R IP

I :
- sre_local Lo
Descripti

i time._to_live T

i
| i
i
i i
! i
i i
i i
i i
= i
i
! Drag metrics here H
i i
i i
i i
i i
i i
! i
i i
i i
i i
i i
i

M mcccmccccccccmcmm s e m . ———
Properties & |
I
Updated Done otea = It
‘ & i3 total lenath ; 2
[New View] onnoon.capat 9:35 AM  ~ Selected Chart: Chart o
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4. Drag a field to the Metrics panel. For this example, the field is bits. Open the IP folder in the
Fields panel, scroll down to find the bits field, and drag the field to the Metrics panel.

View Editor ‘ﬂ [New View] 41 | » Fields
Enter viewtite E= (_ ) ¥] Start Search ]
[© Chart 4 b & arp N
[Dol:llluﬂinn ¥ ] 1> 3 cifs
@ | & citrix
[cnm: ] & | v tudhep
IC |- Sgdns
Chart =]
¥ oG fix
Sirip chart = &> & generic
1> G hitp H
{qus } 1> & icmp
D -1 i
]
Protocal @ u:_"
&
-
- - L -~ o
- L. — ]
- -~ =
-~ — i
0 ~ay o~
" | Drag fields to initialize the chart ™
Metrics Q n ,
[ l’..-a :
i ]
i i
i i
| i
i i
| i
i
i Drag metrics here ]
i i
i i
i i
| i
i i
i i
| i
: :
M ——————————
Properties * }
Update Done ez
[ &
[New View] onnoon.cap at :35 AM - Selected Chart: Chart
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5. Click Update to display the view.

View Editor | © [ew View] -
| Enter view title ] I_(_;"'H’ Eﬂ
[© Chen | E
[Dnm L ]
[chre (o)
[Crat =
[stip chart =
s o=
imensions % @ W g
Protocol t]

¢ Fiods

Chart needs to be updated to load data

Metics 03 W

P Bts overtime [E] Nodefault  [Time Avg (%]

Click to display view.
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The view appears.

| Strip chart . E
P =l
Dimensions. '-u
P J o

Meries B
P Btsovertime 1 Nodefault  |Time Avg [=] (B8]
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New view

§ 2net Class A Suboet
1P Class A[/8) source or destination 1
Mg active_hosts ‘ciive Host
Nurriberod of Active IPs
- addvess (F =ddiess
Source or Destinabion P agdress
- address_internal_only Local 1P sddie
Source or Destiration (P address if th
G address_local Local Femae [P addre
Description of the [P addreages of the
§ b_net Cliass B Subnet
IP Clans B (/16) source or destiration

Byte count of IP packets
$-cnet Cless © Scbret
1P Clasa C (724) source of destinatior,
G- clientserver_application TCF Chents
TCP port converted into a traffic type |
§- country Courtry
Source and Destination Country Base
g diraction Dztz Direction
Diraction of the packet Tnbeund (exte;
',&l-\ Diomain
Irdernet Domain
‘ dacp Drfierentiatad Service Code Pour
Differentiatad service code point
§ dscp_pame [Diiferentiated Service o
Descripion of the differentisted serv
- dat Destination [P
1P address of the deatnation ioriact
§ del_a_net Destination A Subnet
Destimation Class A (/8] Subnet
§- dst_b_net Ceatination B Subnet
Destination Class B (/16) Sebnet
- dst_c_net Destination C Subeet

147




148

6. Give the view a name.

Name the view.

| [New View] ",

i

1

=
-

Merics @ g

|| IPBtsovertime FE No default

[Time aug =]

0 DTN — e~

e

12:28:01

123204

!‘2:3’!:0\

) secs - Tokal Window. 11202007 1225
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7. Save the view by clicking View > Save in the Home Ribbon.

r

@\@@%%@E‘,Eﬂ)

| Home | TimeControl Wstches/Events  Reporting  Remote

SteelCentral Packet Analyzer

Click to save view.

s G 2= R BER@EE @ O
A Clear List Q Close All Tabs ) 49 Restore | )
Add Trace Probes Search ) Channels Decryption || Create i Sendto  Send Send DrillDown Copy  Copy
‘ File ‘ N ‘ (3 Getiing Started ‘ . B - & Dewsch || Wireshak toTA woFile . . Chat ‘
TraceFiles Remote General Wireless View Chart Selection
View Editor © IP Protocol Over Time ' 4 | *» Fields
IP Protocol Cver Time | (_ ) =] Start Search
€ Chart ", 4 T lower_ip
[DDI:II'IH‘ﬂiul ¥ = IP address of the low
i =Eg'; “ n lower_to_upper_bits
= Number of bits from
Charis ] 7.00M @
[ &cur u—:: lower_to_upper_bytes L
E Mumber of bytes from
i ﬁ lower_to_upper_packets Lo
Strip chart E r of p
6.00M |
| Ficis ]
i S Z
Protocol @ |.00m 2
L
=
4.00M
£
1] 5
=
m = 38
= % (- src_b_net 5 & B Subnet
3.00M Source Class B (/16) Subne|
I (- src_c_net 5 e C Subnet |=
Metrics S n = Source Clas
IP Bits overtime [ Mo default Time Avg |Z| @ 2.00M |
ﬁ. src_domain 5o
Source Internet d
1.00M
Propestics # ] 0 P e
12:28:01 12:32:01
Updated Done Notes 2
| Current 11/20/2007 12:28:01 - 12:35:19 (7.300 m) @ 10 secs - Total Window:  # | 4 m +

[Mew View] on noon.cap at 4:01 PM

Selected Chart: Chart
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The new view is saved to the Custom folder of the View Library. It can now be applied to

other sources.

Devices | Files |
1 & Trace Files
w G TraceClips
< hitp.cap
¥ & noon.cap

< noon_fillered_for_ARP pcap
& noon_filtered_for_IP.pcap
< wleap
< wlcap
¥ [ San Francisco Office 25 admin
w 3 Jobs Repository

(B » Traffic Monitor 3-31-14 @ 471 4.05- 43 1%

{3 Files Shared with Administrators

163 Files Shared with NormalUsers

.

i'ij"lii'ﬁé&&& Over Time gy X
[ Fillors () z
Ow e
7.00M ='|UCI::

6.00M —

5.00M

™ Views |

4.00M

L. |

¥ 5 Custom
[3) #[IP Protocol Over Time (1s - 1d)
v (3 Recently Used
[5) Network Usage by Por| {1 - 1d)
[3] Bandwidth Over Time
i Associations (15 - 14)
" Discovery - APs and St

[3) Bandwidth Over Time (1=
[5] Network Usage by Port (1% 1d)

Start Search [¥lE=]

[3) Network Usage by Port Gre|ip (12 - 1d)
[3) Network Usage by Applicat|in (15 - 1d)
] Network Usage Analysis (1|- 1d)

[§] IP Conversations (1= - 1d)
[3) Protocol Distribution (1s - 1|
Gy Generic
e G 8021
1 LAN and Network

2.00M —+

1.00M

= W\/_MJ

i — — —

]
12:28:01

IP Protocol Over Time on mm‘tB:l? PM o~

12:29:01 12:30:01 12:31:01 12:32:0 12330 12:34:01 12:35:01

|4]Flus

¢ Events

U §

New view is ready to be applied.

A detailed explanation of the View Editor follows.
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Activating the View Editor

You can activate the View Editor in any of the following ways:

e Select a source from the Files panel, and then click the Create button in the View section of

the Home Ribbon.
. @\@ @gcuab ) SteelCentral Packe!
[ | Home | TimeControl Watches/Events Reporting  Remote

@ 3 Add Folder

Tz
A Tenge T Clo lis
File

$ oo § @

€ Close All Tabs

Trace Files

v ™ Local System
w3 Trace Files
[» 2 TraceClips
< https_tls1 pcap

1> % Custom
[> 3 Recently Used

1. Select a source. 2. Click to create a view.
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Right-click a source in the Files panel and select Create View in the context menu.

——— | Devices | Files }———
v & Local System 1. Right-click a source.
1> &3 Trace Files -

v & TraceClips
< http.cap

<> (noon.cap | =)
> noon_filtered_for_ARP.pcap Ef Create View

Send to \ » . .
@ wl.cap . Click to create a view.

<> noon_filtered_for_|P.pcap
<> w2.cap

> £ San ks 22 as admin

Right-click a view that has been applied to a source in the Files panel and select Edit. The
view may be a standard view that was supplied with the Packet Analyzer or a custom view
that you created. Note that all charts in the view must be of a type supported by the View
Editor (strip charts, conversation rings, bar charts, pie charts, or grids).

4{ Devices Files ]7
v ™y | ocal System ~
[> i Trace Files
w3 TraceClips

© hipess / 1. Right-click an applied view.
¥ %@ NOON.cap >
i

[3)(Bandwidth Over Time (4:58 PM) (1s - 1d) |/
% noon_filtered_for_ARP pcap E]- Generate Report
< noon_filtered_for_|P_pcap

o wl.cap ﬂ/ s D y—
< w2.cap P:l_ Create Interactive View ~
2. Click to edit.
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The View Editor Interface

The View Editor interface consists of a central View window, the View Editor panel on the left, and
the Fields panel on the right. These are explained in detail below. To create a view you drag fields
from the Fields panel to the Dimensions and Metrics panels in the View Editor, set other
parameters as appropriate, and update the View window.

View Editor

Documentation
Chart settings

-

Dimensions panel
Metrics panel

View

Fields panel

Folders
Fields

Dimensions 3 @3 ﬁ
Port Name (%8

Metnes 09 b y

Bas overtime  [f

No default

Time Avg (=] (8]

Propertes *|

| IJp:a:e_ﬂ_-“ Done

4.p

¥]

4.p

3.00M

2.50M —

2.00M

1.50M

1.00M —

0.50M —

ol

|

.

0
12:28:01

12:30:01

Hotes £

\-U
|

Bssh
hip
gponss
urd
Hntips
B unknown
M officelink2000
imaps
Efilenet-pch
Hsmip
Hiniserve-port
Bpop?
W trnsprotprosy
Wrragic
Henc-tunnel-sec
Whin
P '59'—5'0"‘“"
|| Efranhc
| Hicue
B ozk-tapestryl

imm 112072007 12:28.01 -1?_'35_'193?.3]) Ei@lﬂum - Total Window: 117202007 ®

[New View] on noon.cap at11:48 AM < Selected Chart: Chart

| uq) Filters

| & Events

4 fes_error_description ©

¢ Fields

™ st icroburat, 100ma Bils |
ﬁ m_rru:lohut_ml}msm
e
ﬁ mm.(_rni:lo.hsg;‘lu'rs.bils. :
“ m;:.(_;'ria;!;lsl_‘lﬂvrs.bwu
e

“ max_microburst_Tms bits &1

ﬁ m_miuohn'sg_‘lms..byﬁ Bls

S
=J

SteelCentral™ Packet Analyzer Reference Manual

153



Fields

The Fields panel contains several folders, which generally group related fields according to protocol

type or networking layer.

At the end of the list of folders is the Wireshark folder, which contains hundreds of sub-folders.

Each folder contains several fields. Each of these fields represents an entity that defines part of a

view.

» Fields

#» Fields

Start Search

[> \agll @rp

I \agl cifs

I citrix

t> taqg dhcp

I \ag dns

I g fix

[> \aall gQENETIC

I &l gtp

I> g hitp

[+ tagdl icmp

I el ip

I> e lse_itch

[+ \aal mac

[+ ] message

[> o multi_segment

> @ peoip_
i [reason)|

[> Yl rics

[= el rtp

g Filters

{ Ewvents

¢ Fields

I taag udp

[+ \agll voip

I= taag vlan

I taag wlan_link
[+ taall wlan

> Gy Wireshark

[ ‘el Sip
I+ taadl =gl
[= ‘el top
== rolders

{ Events = Filters

'ds

Start Search

I> e arp
I> aal cifs
[> el citrix
1> el dhop
I> e dns
I g fix
ﬁ absolute_pktnum

g gbsolute_time

ﬁ absolute_time_seconds

A field’s type is displayed when you hover over the field’s tooltip, as shown below.
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I» 0 sgl |tcp.bits - TCF Bits

VAP oy ot of TCP packets
g3

Type: FT_UINTG4

L3

»

m

" Fields
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Fields come in three types, represented by icons:

= Categories: The key icon indicates that the field defines a category, and it will be used to define the
#  “key” of the data set. For instance, in a bar chart there will be one bar per field value. Category fields
can be used only as dimensions. (See description of dimensions, below.)

Qualitative values: The colored stack icon indicates that the field defines a qualitative value.
== Qualitative fields can be used for either dimensions or metrics (see descriptions below). Since the
only meaningful operation you can apply to a qualitative value is sorting, you can specify either a min

or max calculation when using it as a metric.

I Quantitative values: The bar chart icon indicates that the field defines a quantitative value.
Quantitative fields can be used for either dimensions or metrics (see descriptions below). When used
as a metric, all calculations are available: min, max, sum, average, time average.

Chart Types

The Chart Types drop-down list in the View Editor lets you select from five types of chart:

Strp chart i

Strip chart
Conversation ring
Bar chart

Fie chart

Grid
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e  Strip chart

e (Conversation ring

e Barchart

e Pjechart

e Grid

View Editor

Enter view title
[Docurﬂlilim ¥ ]
[Eha'ls | Add |]

Chart —E|/

Select a chart type.

155



Dimensions and Metrics
Entries in the Dimensions and Metrics panels determine what information is displayed in the chart.
You make entries in these panels by dragging fields from the Fields panel.

Ficld= | Elear | |
Dimensions - £5 u
Part Mame |i|

v

Fields dragged and dropped
from the Fields panel on the
right side of the user interface

Metrics 5 I
Bits overtime “E]| Mo default Time forg [~ |i|

A dimension is a field used to define categories in the data set. For example, a dimension could
define:

the lines or areas in a strip chart

the source and destination in a conversation ring
the bars in a bar chart

the wedges in a pie chart

the rows in a grid

Any of the different field types can be used as a dimension.

Note: A conversation ring requires two dimensions of the same type, for example, Source IP and
Destination IP or Caller Name and Receiver Name.

A metric is a value calculated for each packet of the source. A metric can be of the qualitative value
or quantitative value field types, but it cannot be of the category field type. You can set the
calculation for a qualitative field to min or max; for a quantitative field you can use any of the
calculations: min, max, sum, average, or time average. These calculations are used to aggregate values
from all the packets of a single sample or a time range and to show the result in a chart.
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In combination, the dimension and the metric(s) define the data used to populate the chart.
Consider an example where you specify a strip chart to plot a dimension of traffic type and a metric
of bits. Since a strip chart is a plot against time, the view performs a calculation for each unit of
time. In this case the metric is bits with a calculation type of time average; and in each unit of time
each packet is analyzed and the number of bits is assigned to the appropriate category. So bits in
ARP packets are assigned to the ARP category; bits in DHCP packets are assigned to the DHCP
category; and so on. For each unit of time the number of bits in each category is averaged. The view
shows each category as a trace on the plot over time, and the result looks like this:

Chart type

Dimension field

Metric field

Calculation type
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View Editor O [New View] 4
Enter viewtitle [ Fitters (None) ¥]
© Chart q B
[Docll'rﬂ'lliﬂiﬂl ¥ ] .
n i Mssh
— ] Hhitp
Chartz ‘ Add | 4.50M pop3s
Murd
Chart |Z| Gnnps
. M unknown
— | Strip chart |z| £.00M o om 2000
gimaps
Fields [Clear| | Efilenet-pch
3.50M B =mip
Dimensions 7 25 Iy M iniserve-port
& — Bpop3
Port Mame |a| B trnsprtproxy
- 3.00M —
M enc-tunnel-sec
1 W'b2n
- 'sgi—storman
2.50M gﬂranhc
")
¢ | Eicue
4@ B d2k-tapestry1
2.00M 4
Met 3= Iy
= (g u — 1.50M
————  HBits overtime No default Time fvg |Z| |a|
/ 1.00M
0.50M
Properties ES | o
12:28:01 12:30:01 17‘2'[‘)“0};2‘98\””)56"‘0“‘0 0
[ Upseied |[ Done | Notes N
| Current Selection: 11/20/2007 12:28:01 - 12:35:19 (7.200 m) @ 10 secs - Total Window: Y|
[New View] on noon.capat 2221 PM ~  Selected Chart: Chart
Strip chart



You can show the same fields using different chart types. Note that conversation rings, bar charts,
pie charts, and grids do not have a time component, so they show the data for each category
aggregated over the entire time span of the source (or the range specified by the Time Control).
Also, a conversation ring requires two dimensions, so for this example that chart type cannot be

used.
O [New View] 4k
[ Filters (None) ¥
© Chart qb
Drag a column header here to group by that column H
Bits over
Port N;
o lime © [New View] 4 b
-l T =
| None] ¥
hitp 262M Fters (Hone) |
| |ssh 660.77K © Chart b
| |unknowin 47 20K I hty
|| offcslink2000 376K Best
[ |por3s 10.44K O unknown
urd 8.05K I other
| |flenet-pch 461K @ officelink2000
| |htes 353K © [New View] 4b
| | ICMP 1.85K . [Filters ( ) ¥
2k-tapestry 1.25K -
|| avocent-proxy . © Chart q4p
| | .a.rooent proxy 1.24K T
— !".‘EDS 105K \\ 1.206 [l filenet-pch
| |iniserve-port 1.00K \ 1158 D http
smtp 973.88 b Onhttps
| | tragic 915.42 \ [ officelink2000
u y A Opop3s
| tmsprotproxy 88416 | e =
| | b2n 559.00 [ | 110 O unknown
sgi-storman 551.32 e 1 25 ‘ urd
| | pop3 519.82 GETE
ARP 45410
ftranhc 41934
| |netbios-ns 386.56
enc-tunnel-sec 38342
| | cplscrambler-lg 326.7%
e 29878 Tese
| | ghs-stp 22023 | CGTs
| |bintsc-capi 199.12 o
Notes
[ Current Selection: 11/202007 122801 - 12.35:19 (7.3
Grid
0.30G 288421
Motes
| Current Selection: 11/20/2007 12:28:01 - 12:35:19 (7.300 m) @ 10 secs - Total
Pie chart
. 208TM 15480 4 571 353M 2.02M 1.55M
s e o lolg ol e
& F 180f120Ba5D O O @
Notes % |
[Cmﬂlsdﬂﬂiul 11/20/2007 12:28:01 - 12:35:19 (7.300 m) @ 10 secs - Tolal Window: % |
Bar chart

Bar charts and pie charts require a dimension field. (Without categories, bar charts would display a
single bar showing 100% of the data, and pie charts would display a single wedge showing 100% of
the data. Neither would provide any new insights about the data.)

Bar charts can also use an additional dimension to define a grouped or stacked bar chart.

Note: Conversation rings only support metrics of the same type.
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Strip charts and grids can be displayed without specifying a dimension field. In that case—that is,
no categories—you see aggregate numbers for all data packets per unit of time (in the case of a
strip chart) or for the entire sample interval (in the case of a grid).

View Editor [© Mew View] 10
None) ¥
Enter view title = |
| Q Chart 4 b
[Dm:muiﬂim ¥ !
Statistic Name | Value |
[cm ] Bits aver time 149G
Chart |Z|
Grid [+
[ Feias |
Di 1 Q ﬁ View Editor ‘0 [New View] 4 b
r Enter view title (L L |
' |9 Chart q b
i [nm._m ¥
' 7.00M
i
i Drag di hel {cm ]
i Chart =]
£.00M
' Strip chart =
i
M —————
[ Fiiss |
Metrics (5 g o L ) 5.00M
Bits overtime [0 Mo default T e N
. i
i i
i i
i i
1 i 4.00M
i
' Drag dimensicns here i )
: P la |
] i o
i i
1 i 3.00M
i i
e ]
Properties
Metrics Q n
Bits overtme |[C] Mo default Time Avg El @ 2.00M
Updated
. . . 1.00M
Grid view with no
dimension field
Properties = ‘ o
) 12:28:01 12:29:01 12:30:01 12:31:01 12:32:01 12:33:01 12:34:01 12:35:01
[irwoet | I
’-CIllHl 11/20/2007 12:28:01 - 12:35:19 (7.300 m) @ 10 secs - Total Window: 11/20/2007 12:28:01 - 12:3519 =

Strip chart view with no
dimension field
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Strip charts, conversation rings and grids can also display multiple metrics. These are displayed as
multiple traces on a strip chart, as multiple rows on a grid, or as multiple data types in a

conversation ring. In a conversation ring, the metric displayed is selected from the chart’s context
menu "Data” item. Right click in the chart to open the context menu, choose “Data” and select from
the list of metrics displayed.

View Editor ‘Q [New View] 4 I
Enter view title [Fillers (None) ¥]
[© Chart a0n
[Docllnemﬁiul ¥ }
Statistic Name Value
[cm Add } | [MaxBits 12,112
Average Bits 1452142728
Crat E || Min Bits 3%
Grid i
[ Ficida Clear] |
Dimensions 3 5 I View Editor (© MewView] 'S
E Enter view title [Fillors (Nonc) ¥]
i [© Chart 4b
: {Docmm ¥ } 1200k =’Max Bits
! Drag dimensions here A Bits
| o= ) Homee
] E 2 DK o ———— .
i Chart
N Strip chart -] 11.00K
Metrics (3 ﬁ (
e 10.00K
Max Bits Bl Ne default Mazx |z| | Fields ﬂl |
Avemge 8ts [ Nodeault  |avg |7 D'"ﬁ'f‘ffi?;%? 7777777777777777777 - 9.00K
Min Bits [ Modefault  |Min E| i l s ook
i Drag dimensions here i o ook
| LI |
Properties i H 6.00K
S i 5.00K
Updated Done Metrics [g ﬁ
MaxBes [ Nodefault  |Max  [<] (38 oo
Grid view with three Average Bts [0 Mo defzult Lg [ @ 3.00K
metric fields Min Bits B Modefault  |Min = (a) .
1.00K
Properties * | 0
12:28:01 12:30:01 12:32:01 12:34:01
Updsted || Done | Notes N
[ Cumrent Selection 11/20/2007 12:28.01 - 12:35.19 (7.300 m) @ 10 secs - Tolal Window_ 11/20/2007 122801 - 123519 _#
Strip chart view with three
metric fields
™
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Bar charts can show up to two dimensions. If you have a bar chart with a single dimension and you
drag a second field to the Dimensions panel and then update the view, the single bar chart switches
to a stacked bar chart.

View Editor [© [New View] o
Enter view title LM ¥ |
|© Chat 4
{Du - = I RB o [ External
i B incoming
[Chu Add ] H Internal
Chast =] E Outgoing
Bar chart [~
Fiekds (Giear) | 21.756
Dimensions 5 @ W
Traflic Type %8
Data Direction @
g 14.506 I
Metrics ! ("} )
Bisolwtime [ Modefaull | Timedvg [=] E|
725G
6.13G
143G
03.47)
= .| : Eﬁnﬂﬂ?‘.ﬁ“ﬂﬂﬁﬂﬂwgnﬂzmmﬂngzx
: = Q'}f R e £
&
*P@F “Tratfic Tyfp S &
[ upsated | [-Done — Notes
— | Current Selection| 11/1/2007 17:09 - 117202007 17:24 (24.242 h) @ 1 hr - Total Window: 11192007 17:09 - 11/202007 _#

Two dimensions

Stacked bars

You can change the chart to a grouped bar chart by selecting the Bar Chart Type property in the

Properties panel (described below) and choosing “Grouped”.

View Fditor © Iliew Viow] ap
Erder vvew bl | Fellers (Monc) v
© Chant' ap
[Du 24904 Eltncoming
[ W irtenal
e W Sutgeing
Chat
Bar chart -
Pk _;-; =
Dewrces 3 @G
T ®
Dot Drecion ®
i 2.00%
|
Bacverime B Nodels  Temesug [=] (B8] 8o
ﬁ - Grouped bars
4B
Progetis * ] e odll *E8e:
p
[ pswea | [oiomes|
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In addition, grid views can display multiple dimensions.

View Editor O [New View] . a4
Enter viewtitle ‘ == (_ ) ¥ ‘
[ Chart' '
(Documertaion /]
Drag a column header here to group by that column.
[cm ] ooy | LIDP Bits | Length ‘ =
Chart &l - ot - ot - ot 2
16.056.320 4430 526
Grid O | 1843712 a4 En
297,056 4512 530
[Fu*k ] 137,622 736 58
- 100,864 512 0
o :
: S w | | mam 480 2
UDF Bits (& || sem 576 8
Length @ ffl| e 500 41
|| a4 504 29
| e 584 5]
|| etom 496 28
56,160 520 31
52416 1248 122
) 50,840 1240 121
Merics 5 @ | 4100 736 433
Totd PB [ Nodefault  (Sum  [=] (@] (||| agam0 1280 126
|| s 592 )
| 32w 380 7%
B 3104 354
| 332e 616 43
| 220 3224 369
Properties * ] 31836 3992 465
) 31,824 1224 119
1 21 can AETN E241
=
[ Current T1/20/2007 12:28:01 - 123519 (7.30m) @ 10 secs - Tokal 3
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Note that all dimensions have to be computed for a given packet if that packet is to be included in
the data set. So, for instance, a view that attempted to use both TCP bits and UDP bits as dimensions

would have no data, since TCP and UDP packets are mutually exclusive and no single packet has

both TCP and UDP bits.
View Editor | © [New View] ar
Enter viewtitle [Filters (None) ¥]
[© Chart 4P
[Docllnemﬁion ¥ ]
[cm Add ]
Chart E|
Grid El
|'F|elds Clear| |
) Dimensions T (3 E
I\_/IutuaI.Iy exclusive = uorems 0
fields yield no data. \
TCF Bits (%) NO DATAAVAILABLE
Metrics 25 E
Toral IPB [ Nodefault  |Sum =] (8]
— ]
Updated Done Notes 4|
[ oo | [ oone | [ Current 11/20/2007 12:28:01 - 12:35:19 (7.30 m) @ 10 secs - Total Window %]
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Metrics behave in a similar way: all metrics must be calculated for a given packet if that packet is to
be included in the data set. So, as in the case with dimensions above, a view that attempted to use
TCP bits and UDP bits as metrics would display no data, since no packet could have both TCP and

UDP bits.
View Editor & [New View] 4 I
Enter view title [E= ) ¥]
@ Chart 4 [
[Docurﬂiﬂim ¥
[Cha'ls (pad ||
Chart |z|
Strip chart |z|
Ficlds [Clear| |
Dimensions 3 (3 n
2 :
i o
! 1 NO DATAAVAILAELE
1
i Dirag dimensions here i
] : d
! ]
! 1
] 1
e !
Mutually exclusive \Metrics T
fields \ TCP Bits ¢ No default Time Avg =] |§|
UDP Bits: [0 Nodefault  |Timedvg =] (8]
Properties ES |
Updated | | Done ‘ Motes #|
| Current Selection: 11/20/2007 12:28:01 - 12:35:13 (7.20 m) @ 10 secs - Total Window: % |

But metrics provide a way around this problem that is not available with dimensions: you can
specify a default value for a metric. Just check the box in the line for the field (next to the “No
default” legend that is there until you have specified a default value) and specify a default value for
that field. That allows a metric to be calculated for the field, which allows the packet to be included

in the data set.

Metrics 5 u

TCP Bits ¢ A O

Time fvg |E| |§|
Time &g |Z| |§|

Mo default

Check the boxes and provide default values.
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In our example, zero would be a reasonable default value for both TCP bits and UDP bits, since a
TCP packet would have zero UDP bits and a UDP packet would have zero TCP bits. By providing
default values, the TCP and UDP packets fulfill the requirement that all metrics can be calculated for
each packet, so they are included in the data set. The strip chart for our example now looks like this:

View Editor O [New \View] s
Enter view title [ Filters (Nonc) ¥
€ Chart 4 b
[Docllnemaﬁon ¥ .
LION B TCP Bits over...
[cm | Add |] B'UDP Bits over..
Chart
= 6.00M
Strip chart El
o )] | -
Dimensions - 3 n
e mmmm— e mm——eeee——————————
i 4.00M

TCP Bits

— 2.00M
TCP Bitsc [ 0 Time Avg [~] (8]
UDP Bits+ [@ O Time Ava [-] (88

1.00M
Properties P e e
12:28:01 12:30:01 12:32:01 12:34:01
Motes % |
ll Current gon: 11/20/2007 12:28:01 - 12:35:15 (7.30 m) @ 10 secs - Tolal Window: EY |

" Fields with default values allow calculations
for packets where values would otherwise
be missing. Including these values in the data
set makes it possible to plot the metrics.

Not all combinations of dimensions and metrics will give you useful results. Consider what network
information you need, and explore the Fields panel to see what fields you might use to assemble
that information. The standard views that are built into Packet Analyzer can provide you with good
examples for useful views.

In a conversation ring, some combinations of dimensions or metrics may not be allowed if they are
not of the same type.

AN
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Properties

The Properties panel lets you change the appearance of the view, primarily through labeling. Click
the arrows to open the panel, and click the entries in the panel to change the values there or enter

new values.

| Properties

]
k”}b Click the arrows to open the panel.

| Properties

*

E Base chart
Pieel from bottom 15
Show Legend Tue
E Strp chart
Show Min/Max False
Show X-=ds Label False
Show Y-zds Label Tue

Stacked mode False
H-adis Label
f-awis Label TCP Bits

166

b Click an item to enter

or change its value.
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Documentation and Labeling

To label the charts and provide documentation for the view’s tooltip, fill in the entries in the
Documentation panel. The view title is transferred to the view’s tab in the main window, and the
chart title is transferred to the selected chart. (The view shown here includes three charts. The
chart with the yellow highlight is the active chart.)

View title ' 1
H Vi;;—:::;"'““a’ © IP Protocol Aciivity o
L None)
I'I11P Protocol Activity [Filters { ) 3
D ioti ’f_:__ ﬂQIPPrMBi‘IstTlme q Dl
escription .
p \l[noemlahm //’ # HicMP
|'| (P protocol activity, and breakdnwnwl{T—CP and UDP =EEFF:
U
Usage information —,.N)plyihlstoacapiureflleforagr[dovemewof P é !
activity m
H II = \
Dot lose track of ICMP. just | ,acause TCP and UDP \
are much bigger.
l! Notes ¥
Ti [Chﬂ'ls 1 Add ] Activity of each of the IP sub-protocals in the sample
Ips
l_\F Protocol Bits Over Time |z|
Strip chart |z|
. Fields TCP Protocal Ty q b UDP Protocol Ty 4
Chart title fo = s =
Dimensions - g E - O hitp O Unknown
-
Protocal f/’ || : E iIShk = rttph
y nknown other
[ | [l other I
': ] § — :
‘.\‘ /..,'
Metrics (5 I N ~— >
IP Bits ove Mo default Time Avg
Motes ¥ | Motes ¥
Distribution of TCP protocols in the sample Distribution of UDP protocals in the sample |
-
| Properties o
I Updated —
| Currerz =—Zeefion: 11/20/2007 12:28.01 - 12:35:19 (7.30 m) @ 10 secs - Total Window: e
IP Protocol Activity on noon.cap a ﬁp Protocol Bits Over Time l
View notes

When you are applying a view to a source, the documentation and notes also show up in the tooltips
that you see when you hover the mouse over one of the view icons in the Views panel. The
following diagram shows which items in the View Editor show up in which places in the tooltips.
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> 1P Protocol Activity
'>/0verall IP protocol activity, and breakdowns of TCP and UDP

.;@ Activity of each of the IP sub-protocols in the sample
5 @ Distribution of TCP protocols in the sample
@ Distribution of UDP protocols in the sample ‘S‘l:
~

<

Usage Information
ile for a good overview of IP activity.
Tips
P, just because TCP and UDP are much higger.

Time: Day

\
\
\
\
\
\
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

| © IP Protocol Activity q
~
“STilIP Protocol Activy 1 A _
! [© 1P Protacol Bits Over Time: ap
umentation \ Y
\\ | [DM— L—] EicmP :
S, S~ IP protocol activity, and breat s of “l"—‘ and UDP ETcP ]
sl ] % " Wuoe ]
" == m Anply this to a capture file for | good over \"ew of IP I ]
activity 1 \l ol 1
S 1 v T 1
S~ . Dont lose track of ICMP, just tll zuse TCP a¥d UDP 1
are much bigger. 1 \\ :
0\
|‘ N S MNotes ¥ :
[Cln'ls 1 Add ] ! Activity of each of the IP sub-protocaols in the sample :
IP Protocol Bits Over Time |‘ |z| 1
1
Strip chart 1 [=] 1
1 I
1% I
[ Fields ‘\l". ] | © TCP Protocol Types 4 b [© UDP Protocol Types . q 'l
Di i % g n “-.. & hitp O Unknown "
Protocal A} @ ssh Hrip H
A\ O Unknown W other 1
\ W other I
N 1
) \ [}
Metrics E n \ 1
SN /
IPBitsov [ Nodefault | Time Avg [=] %
& ;:]N MNates ¥ Notes I'
i Distribution of TCP protocals in the sample Distribution of UDP protocols in the sample ™
[Pmperliﬂ * ]
| Current 1172002007 12:28:01 - 12:35:19 (7.30 m) & 10 secs - Tolal
IP Protocol Activity on noon.cap at 2:27 PM ~  Selected Chart: IP Protecol Bits Over Time
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Saving a View and Exiting the View Editor

When you have created a view that you want to apply to other capture files, you can save it by
clicking the Save button in the View section of the Home tab. The view will be saved in the Custom

folder of the Views panel, using the view title as the name of the view.

If you exit the View Editor without saving your view, the view will be lost.

Click the Done button at the bottom of the View Editor to exit.

View title

-

/

Click to save view.

o B &) SteelCentral Packet Ar = = x
IECDntroI ‘watches/Eventz  Reporting  Remote Q@
@ ‘ @ Update Sources || (@) S 1-‘ {ksﬂe‘f @ B c 9 L] .
€ Close All Tabs O Restore
Probes Search . Channels Decryption | Create Sendto  Send Send Drill Down Copy
. (3 Getting Started . . . % Detach || Wireshak 1o TA to File . . Chart
Remoate General ‘wiireless View Chart Selection
/ View Editor |Q IP Pratocol Over Time 4 | » Fields
IP Protocol Over Time [Fifiers ) | Start Search El
|Q Chart qb G lower_i
[Dncml:ﬂim ¥ ] P add
@‘i ETcP
Wuor @
[Chﬂﬂ’ ] oo & ichP 2
s
I v
Strip chart |z|
6.00M
s (Gl |
Dimensions - 3§ n n
=
Protocal @ s-oom g
L
"
1
4.00M
“w
@
IE
1
o 7]
3.00M %
Y e i
Metrics (5 n _Q
IF Bits overtime  [5] Mo default | Time Avg [7] - oo
1.00M
Properties * | I e
' ) 12:28:01 12:32:01
Updated Done NE A T
| Current 11/20/2007 12:28:01 - 12:35:19 (7.300 m) @ 10 secs - Total Window:  # | < m 3
I [Mew View] onnoon.cap at4:01 PM  ~  Selected : Chart [ J
‘
Click to exit.
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Applying Views

Apply a view that you have created or edited in the View Editor in the same way you apply a
standard view that is built into Packet Analyzer: drag the view onto a source in the Devices or Files

panel.
¥ I =
~——{ Devices |_Filss | © IP protocol over fime ap |« ]
@ test_http_mysal_2_filtered pcap « ||| Filters (None) & %]
@ TH2Mzko2 peap 1
v @5 THZMakaZalt pcap @1 i =1ch|\;9
[3} 1P protocel over time (317 PM) (1s - 1d) 800K — i
2 | £
E =
L i |’ 800K | (i
<> wire_dark_download_clean.cap |3 =
vﬂmnm' Xpert with Shark Mogule (SM) as admin Bl
3 Files [iared with Administrators 00K
g Files | hared with Insightlsers
g Files hared with RestrictedUsers —
] Filul'. hared with StandardUsers =) g
“l I . 2 o 5.00K 1.%
| | — % -
_H_‘_—’—\
1 Views |
Start Searc]] Lyli=d
v % Custom| I o 3.00K —
[ =P over time (15 - 1d) £
- 3 Recently Used 1
T 200K —+

[ Bandwidth Over Time (15 - 1d)

[ Network Usage by Traffic Type (15 - 1d)
[ IP Conversations (15 - 1d)

[ Protocol Distribution - Bits (15 - 14)
[§ Protocol Distribution - Bytes (1s - 1d
[ Protocol Distribution - Packets (1 - 1d)
1 G Generic
=1 Akl

o P BN bt
< (1] | ¥

100K —+

U]
14:10:21

| IP protocol over time on TH2MakoZ2alt pcap at 3:17 PM

= Selected Chart: Chart

Though you can’t use the View Editor to create a view using a live device—the View Editor operates
only on files—you can apply a view that you have created in the View Editor to a live device.
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Multi-Chart Views

You can build views that contain multiple charts. Add a chart by clicking the Add button in the
Charts panel of an existing chart.

Click to add a new chart.

View Editor |I‘ ’IPprm:uls 4 | #» Fields
IP protocols ffFiter= (None) Bl Start Saarch
J QIPp over fime q b g arp
Documentstion > fs
[ oc @|i EicMP vk
v TP o I> 3 citrix
[Charls Add 7.00M EuoP & | vt dhep
IC -dGgd
i IP protocals aver time 7 ::: :g ﬁ:s
I Strip chart E 000 I> €3] generic
i > &3 hitp
i (o= | P
L J > ip
I| Dimensions G 3 n SOen % 1> 1 mac
| Protacol g [» £ message
i w i, 12 multi_segment
4.00M = 23 peoip
i ! 1> €3 rios
= : E
m : > &3 rip
a
T z.00m > a sip
> &3 sql
g > & tep
Metrics (35 n L% &> & udp
IP Bits overtime |5 Nodefault  |Timefwg [=] oo <l © & veip
g vxlan
> 2 wlan_link
1.00M 1> g wlan
Properfies B3 | 0 —
' ) 12:28:01 12:30:01 12:32:01 12:34:01
Updated | Dane Nﬁ
| Cumrent 1172002007 12:28:01 - 12:35:19 (7.30 m) @ 10 secs - Total Window: E
[Mew View] on noon.cap at 10:46 AM  ~  Selected Chart: Chart

A new blank view appears and you can create a new chart by specifying all of its parameters:
dimension, metric, chart title, notes, and so on.
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You can keep adding charts to the view until you have all the charts you want. By default, each chart
occupies the whole view and you switch between charts by clicking on the tab of the chart you want

to see.
Click a tab to switch to a different chart.
View Editor | © 1P protocols / /’ / 4 b | » Fields
IF protocols [ Filters (None) ’J / ’J ¥] Start Search
& Pp werﬁniengCPprm&smmmmunppmmm q b 1 3 arp
[Doclmelﬂmn ¥ ] D Unknown Dﬁc\fs.
Hrp o | v 3 citrix
[Cln'ls ] W other _,_2; 1> & dhep
UDF protocal distribution |z| I‘% i E ;lns
l 1
I Pie chart |Z| J— I> & generic
i // - T o 1> ) http
= _ i > & icmp
i [ i | ,/ \\\ > @@ip
I Dimensions G 3 n £ N -“El 1> 1 mac
|  Frotocol @ / : S | b1 message
i / 5.16% i 3 multi_segment
[ || v € peoip
I 1.79% &> 1 rios
|| | v @rp
| I‘. } > & sip
| 93.04% | | sl
| \_ / ﬂ I> &l tep
Metrics (35 I '\\ /f/ -E 1> 3 udp
Totel UDP Bits (5] Nodefalt  Sum <] 8] A y = I g voip
\\ / — wxlan
. — ,../'/ 1> g wilan_link
R I> & wlan
Propesties 2 |
I Updated Dore =
| Current Sel 11/20/2007 12:28:01 - 12:35:19 (7.30 m) @ 10 secs - Total Window: i
IP protecols on noon.cap at12:10 PM -~ Selected Chart: UDP protocol distribution
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You can rearrange the charts so that you can see all of them at the same time.

For example, assume your view includes a strip chart and two pie charts, and that you want the
final view to show the strip chart across the top of the view with the two pie charts side-by-side
beneath it. Start by clicking the tab for the strip chart and dragging it toward the center of the view.
As you drag the tab, the docking control appears. When you drag the tab over the docking control,
the blue shading on the chart shows where the chart will appear in the view.

Drag tab into view and drop on docking control.

 IP protocols q B

_ Shading shows where
chart will be placed.

B — i
3.00M I
--—-'V‘-vf\—PJ —_
"‘“\ "\“Docking control
2.00M

1.00M

[i] —Wﬁﬁ
12:28:01 12:30:01 12:32:01 12:34:01

MNotes %
Cument Selection: 11/20/2007 12:28:01 - 12:35:13 (7.30 m) @ 10 secs - Total Window:
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When you have the chart placed where you want it, release the mouse button to drop the tab and
rearrange the view. Repeat the process until you have all the charts in the right locations.

© IP protocols -

q b

[ Filiers (None)

@ P protocals over time

q b

e

T.00M

5.00M

5.00M

__/'

|t
-

4.00M

T ———

Y
Y

\

|

3.00M

IP Bitsis

T\

2.00M

1.00M

o

L
12:28:01

T L
12:30:01

L -
12:32:01

- L
12:34:01

EICcMP
BETcr
WuoP

O http
dssh
O Unknown
W other

Current Selection: 11/20/2007 12:28:01 - 12:35:19 (7.30 m) @ 10 secs - Total Window:
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When you have the charts the way you want them, save the view.

Click to save view.
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You can then apply the view to any of your devices or files.

Devices Files (@ IP protocol over time 4p |«
< fix_just_fix.pcap - | Filiers (None) ¥ |
& hitp.cap IP protocol over time 4 P
< local system to web.pcap
” multi-segment ¥ g] i =TCP :
UuDP
& noon.cap 300.00K S
< noon_filtered_for_ARP.pcap iC
< noon_filtered_for_IP.pcap SeEIE ?
6smg\e_shnrt_ca\l_p\etrn_maroellu pcap 200.00K et
@ test_http_mysal_2_filtered pcap %
w @ TH2Make2 pcap E 150-00€
7 A - o
El |Ppﬂ?tDDD| over time (9:41 AM) (1s - 1d) e
e [ o
< wlcapd, - 50.00K g
A &
T o - P
14:08:47 14:08:57 14:09:07 14:08:17 14:09:27 14:09:37 14:09:4
hlotes £
TCP Protocal Types * 4 b [UDP Protacol Types * 40D
1 &3 Recently Used [ hitps Ossdp
[& Bandwidth Over Time (1s - 1d) - O unknown M netbios-ns
B Network Usage by Traffic Type (1= - 1d) T M steelhead-in-path O Unknown
B IP Conversations (1s - 1d) @ steclhead-out-.... @ netbios-dgm
O ny Wida
[ Protocol Distribution - Bits (1= - 1d) | ] W ather s
[ Protocol Distribution - Bytes (1s - 1d) X y Oons
[ Protocol Distribution - Packets (1= - 1d) < 4
~— —
1> G Generic S
> £ 802,11 i Motes # Notes #
PR O Y NP Iy Y PR — —
4 n " | Current 412712012 14:08:47 - 14:09:48 (615) @ 1 sec - Total Window: 4/77/2012 14.08:47 - 14:09.48 2
| IP protocol over time on THZMako2.pcap 2t 9:41 AM  ~  Selected Chart: [P protocol over time
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Microflow Indexing

Indexing a Trace File

Indexing a trace file can improve the performance of several views by a factor of 100x to 1000x.
Creating a Microflow Index does not take much more time than loading a single view, thus it is often
more efficient to create an index on a large file and then apply multiple views on the indexed file.

Microflow Indexes can be applied to all types of trace files except Wi-Fi capture files. When an index
is successfully created, the indexed file shows a small yellow lightning icon on it. If, for any reason,
the index is not completely loaded, a red lighting arrow appears on the top of the trace file icon.
When an indexed file is selected in the source panel, all the views supporting that index show a
small yellow lighting icon on the top of them.

Apply an Index to a Trace File

A Microflow Index can be applied to a trace file using the Add Microflow Index button in the trace
file context menu option.

Context Menu

Add Microflow Index

B3 cremevier The context menu for a Trace File without index shows:

Send to

Add Microflow Index
The Add Microflow Index menu option creates a Microflow
Index on the selected file.

Add Microflow Index

Export from Probe

Calculate Checksum

Edit »

Delete from Disk

Rename

80 a@¥kn

Add Microflow Index
context menu

%

Add Microflow Index

SteelCentral™ Packet Analyzer Reference Manual 177



Interrupt Microflow Index

E]’ Create View
Send to

3| Create Merged Source
Interrupt Microflow Index
Calculate Checksum
Browse Containing Folder
Edit

Remove from List

Delete from Disk

0% Laypd

Rename

I3 Create Multi-Segment Source

Interrupt Microflow Index

context menu

Interrupt Indexing

Remove Microflow Index

B Create View

Remcwve Microflow Index
Export from Probe
Calculate Checksum

Edit

Delete from Disk

80 @ENEH

Rename

Remove Microflow Index

context menu

Remove Microflow Index

178

The context menu while the index on a Trace File is created
shows:

Interrupt Indexing
The Interrupt Microflow Index menu option interrupts
the creation of an Index while it is being created

The context menu for a Trace File with an index applied on it
shows:

Remove Microflow Index
The Remove Microflow Index menu option removes the
current Index from the selected file.
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Index Icons on Trace Files

Index Applied means that the index has been applied successfully and thus
; many views will be accelerated.
Index Applied
Index Broken means that either the file does not support indexing (e.g. a Wi-Fi
file) or the index was interrupted before completion. To show the cause of the
broken index, text in gray appears on the right of the trace file containing

either:
Index Broken , ,
e Indices not supported on wireless sources

e [ndex not complete

Tooltips
Trace File Trafic Captre 291 poag’ The Indexed File tooltip shows the full path of trace file that the
Mmoo Eadasts avall bl mouse is hovering over along with the these metrics:
gléi:tgfggﬁégmzom 6:16:06 PM Trace Flle

Format: pcap (microsecond)

Link type: Ethernat The name of the file.
| Full path: C:TraceFilesiTraffic-Capture- 291.pcap |

Microflow Data and Packets available

Indexed File Tooltip Indicates that the index has been applied and both
accelerated microflow data and detailed packet data are
available for this trace file.

Size
The size of the trace file in kilobytes.

Created on
The date the trace file was created.

Format
The type of trace file.

Link type
The link type of the trace file. This is important because not
all views can be applied on all files. In particular, if the Link
type is PPI, then the index cannot be created.

Full path
The location of the file.

Drag and Drop Cursors for Indexed Trace Files

When dragging and dropping a view that supports indexed files, the Drag
6 and Drop cursor includes a yellow lightning bolt when dragged over an
indexed file to indicate that the index will be used
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Search Text Box

Views | The Search box has an Indexed Only option to include only
( [ S |
Voip - Views that support indexing.

o Search View Mame

o Search Description
Search Chart Notes
Indexed Only

View Panel Search

180 SteelCentral™ Packet Analyzer Reference Manual



Main Workspace

The Main Workspace uses tabbed windows that are usually referred to as “views” or the more
general term “tabs.” A View consists of a number of Charts - for example, the View depicted below
consists of a strip chart, a bar chart, and a conversation ring. In general, the specific analyses
supported by a View are displayed in the Charts that make up the View.

View title
£ Metwork Usage by Traffic Type * q b
| Filters (None) ¥
{ Bits Over Time 4
i ET2RP
v som EoHCR
B EDNS
£.00M FEmail
&'cumP
2.00M
% : &
g =2om | MS-Metworking | =
Tabs EE
1.00M E'SSHITelnet ||
E’Unknown
v Ef'Voicelvideo
12:28:01 12:30:01 12:32:01 12:34:01 &web
Notes % |
{ Total Bits 4 I | Relative Network Usage 4 b Charts
1.206—115G Oweb
s ESSHT....
" 0.30G | 19.40% O Unknown
E | W other
= 0.60G | )
= e 285.42M ki A
0 42300 22011 031827 463 0009 6385 3080.01H1.46H6.4TK
F & & F P RIS RE R
&3 \S‘éﬁ < F a‘.\‘b & o LS & o 5.96%
& F ‘,c_f“
Motes # | Motes ] | )
| Current Selection: 11/20/2007 12:28:01 - 12:35:19 (7:18) @ 10 secs - Total Window: 11/20/2007 12:28:01 - 12:35:19 = |
Current Selection Total Window

A View in the Main Workspace

Each View has a main tab that contains the View Title. Each of the Charts that make up a View has its
own tab.

The Time Control window along the bottom edge of the View displays two time intervals: the
Current Selection interval and the Total Window interval.
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e (Current Selection: The Charts that comprise the View display metrics are computed over the
Current Selection interval. The duration following the “@” sign has two different potential
meanings. For a live View, the interval indicates the time interval between updates to the View
metrics. Alternatively, if one to the Charts in the View is a strip chart, then the value is the
subsampling interval for the points in the strip chart. For all other Chart types, this value is not

used.

e Total Window: For a live source, the Total Window is the time duration from when the View was
first applied until the current time. For a trace file, the Total Window is the interval of time over
which the trace file was captured.

Context Menus

Common
Operations

Chart-Specific
Operations

Bl Send to Wireshark m
@ Send to SteelCentral Transaction Analyzer
ER sendooFile
@ Dl Down v
El Copy
Elg Copy Chart r
% Create Filter
% Add Watch
&F Search
" S
? Fit Y Axis ]
Lines 3
Select L
Data L4
(S | Settings |
Chart Context Menu Overview
Tooltips

Each chart has a context menu that is specific to
that chart. However, with few exceptions, all
charts share certain options in their context
menus:

e Export and Drill Down Operations

e Search for strings within a Chart or
Charts

e Add Watch (only for Strip Charts and
Bar Charts)

e Chart-Specific Operations

e General Chart and Selection Operations

Since some of the methods of data display afford solely qualitative comparison, tooltips are
available on some charts to give a quantitative representation of what is graphically displayed.

Notes

182

Every chart has a section that can be used to
place notes that are included in a generated
report and if applicable, saved in a custom
view.

For example, in the view on the left, all the
note areas are expanded.

SteelCentral™ Packet Analyzer Reference Manual



T e e Each chart has a long horizontal bar with a
small arrow on the right bottom border.

Notes —> =« |

View Notes Toggle Button

When clicked, a text area will appear under the
associated graph for text. There is a default
description for each graph provided. The text in
the notes section is included in generated

Total Bits (10 secs) q4.p

2506 4456

Total Bits

D — I TR I T R reports and the notes are saved in a custom
& & K g & .
y o & i ‘@ef & o - & [ﬁ)@ & view.
Noes —— 51

Total network usage for the different types of network traffic, during the visualized time interval.

| Current Selection: 02/24 10:17:48 - 10:17:58 (10 secs) @ 10secs - Total Window: 02/24 10:1748- 10:1758 |

View With Expanded Notes

Selection
Retransmissions vs. Packi A chart can be selected by clicking on it, and the currently
T som selected chart can be identified when there is an orange border
around it, as depicted to the left. In any view, there is at most
o one chart selected at any given time.
Chart Selected

Signal Average s, Packet

-61.00

Chart Not Selected
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Undocking Views

By default, a view is docked in the main window. You can undock a view so that it occupies a
separate floating window. As with other windows, you can resize the window by dragging on the
borders, and you can relocate it anywhere on the screen, even on a different monitor.

@\@@%%EEB“

] Home [TlmeCnrlml \wistches/Events  Reporting

Remote

SteelCentral Packet Analyzer

@ Gamd Falder

w # Local Syslem
w {23 Trace Files
1> 3 TraceClips
< https_tls1.pcap
¥ > noon.cap
E], Network Usage by Port (6:28 PM) (1s - 1
%> noon.peapng
< short SIP.pcap

4 b
<> Traffic-Capture-7-7-14.pcap
w () TraceFiles ﬁ =f‘i“
& Traffic-Capture-291.peap 4500 -'pof;as
& £ SteelCentral Express 460 as admin 4.00M A Hurd
v £ SteelCentral NetShark SF Office as admin oo ~ [IAYA M https
w 1, Jobs Repository ‘gn o I —  J —Y =’u:rkmlaw:2m
v [ » Traffic-Review-417170@ 7/17 1634 -7 « I§ 20w ,‘ w '!l = Smeein
- 1.50M iman
< m ] » GeE 1 \ Hfilenet-pch
e I \ H=smtp
Views o 1 | M iniserve-port
1 T — T ! o
| Start Search 12:28:01 12:30:01 12:32:01 120 of 129 S_trips'a a Q a -
> i Custom Notes G
&> €3 Recently Used —
[5) Banduwidth Over Time (1= - 14) Total Bits 4 b |Relative Network Usage 4 b
[5) [Network Usage by Port (15 - 1d) . . B
5] Network Usage by Port Group (75 - 1d) e
[5) Network Usage by Application (15 - 1d) - Dlunknawn
) Network Usage Analysis (1s - 1d) 8 M other
[5} IP Conversations (1= - 1d) 2 ooe Matram&inn
[3) Protocel Distribution (15 - 1¢) K |
1> 3 Generic 0.306
> &3 802.11 @ I ﬁmmm-mmmmnm
& €33 LAN and Network 5
- €3 Bandwidth Usage 4 3 ¢‘f§" ,q@ 3
- €3 Talkers and Conversations & Fi0s100.0 O O @
- €3 Performance and Errors Netes . Notss .
> 2 | lser Activite
< i ] Current 117202007 12:28:01 - 12:35:19 (7.300 m) @ 10 secs - Tokal Window: 11/20/2007 122801 - 12.35:19 £y
Network Usage by Port on noon.cap at 6:28 PM  ~  Selected Chart: Bits Over Time oo i

. Qumm

Tabs

‘ Md;::n:e ‘ ‘ EBGeﬁmgS ‘ Char:neh Wm ‘ i
Trace Files Wireless

@)

R (8 '*Save

49 Restore

Network Usage by Part

Filters (None)

HEkEe U8

Send to
\wlireshark 1o TA

Send

Send

Drill Down  Copy  Copy
to File - Chart

Chart Selection

||| Filter Mame

JE =

FEE o) a]

Bits Over Time

184

Typical undocked view
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Undocking a View
There are three ways to undock a view:

Drag the view’s tab.

..ﬂud-i:lh*l"lh'.nﬁ'lm X L
Fillesz { Mors] L \s ¥|
(Euts Dves Time qp
Ow Gue
o — - EDHE

3,004
3 B icup
; #0088 1 n"‘
T.oom — 1 [ MS-Hetwarking
] s £ shnip
12:28:1 12:30-81 1Zazm 12:34:01 7
L m "DL.
| Total Bits (T18) 4 B |Relstive Nebwork Lsage (T8} d B
] . " I
1200188
i BE0G-

! :.i:- i

Double-click the view’s tab

|/
0 Network Usage byNmfhid Type qp
' Filers { Hane) L ¥
| Bitss Ohver Time: 4 b

1008 |

o . [ sheap
ATE01 12:3e:01 12:3201 123401 .
..
Total Bits [7:18) +_ b |1hlali'ue!lem-:-rh Usage (T:18) © q b
EWeb
18408 | SSHIT. ..
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Right-click the applied view in the Devices/Files panel and select Undock from the context

menu.
[ Devices|_Files | | © Network Usage by Traffic Type
% 2: noon_filtered_for_ARP » ||| Filters (None)
% 3: noon_filtered_for_IP =8
¥ % noon.cap
[Z1IN] k Lsane hv Traffic Tuna (12-43 Pl [Bits Over Time
: [5} Generate Report E| &)
4 Q/ Edit 4+ 5gwy __11/20 12:28:26700 12:29:28 500
$®%) Create Interactive Vi o
< reate Interactuve view oz
I:q ‘p:i Attach - |§ 2.00M
h 3
& Detach D
— 4 o =
Dock 12:28:01 ' 33_12 30:01 12:32:01
.S‘aian‘.l Undock | B Nates
> % Ci PO | E—— —
> @1 Ry @ Rename | Total Bits 4 b |Rel
s Be
[ﬂ& % Save 120G 1.166
1P Close 5 0500
& Pr : IE 0.60G

Docking a View

There are three ways to dock an undocked view:

186

Right-click the applied view in the Devices/Files panel and select Dock from the context

menu.

Devices Files

= 2: noon_filtered_for_ARP
® 3- noon_filtered_for_IP

- o noon.cap

[zl [Network Usage by Traffic Type (12.43 Pl

Generate Report
Edit
Create Interactive View

Be@

=| Attach
Detach

n

[z

[z
=1

5] [Net

Dock
Undock

Rename
Ban
Save

IP d

Prof Close

Exa

&

=
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e Double-click the main bar of the floating window.

Metwork Lsage by Tralffic Typo =

L

Drag the floating window onto the Packet Analyzer main window. When the mouse cursor
hovers over the docking control, the main window turns blue and you can drop the floating
window onto it.

Sentings ] 1

Cw

450 — -

.o
posd
i o N
g 200 —
oo —
]
1228:01 1230:01

————————
Total Bits (7:18] I
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If the main window is empty, the floating window will dock and fill the entire main window.
If another view occupies the main window, the result depends on interaction between the
mouse cursor and the docking control.

Docking control

If the mouse cursor hovers over the center icon of the docking control, the entire main
window turns blue. When you click the mouse, the floating window drops into the main
window and replaces the view that was there. (The previous view is still available. Click its
tab to bring it to the front of the main window.)

Metwork Usage (Ti18) 4 B

Docking into the entire main window
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If the mouse cursor hovers over one of the outside icons of the docking control, a portion of
the main window turns blue. When you click the mouse, the floating window drops into that
portion of the main window and shares the main window with the view that was there.

For example, in the illustration below, the mouse cursor is hovering over the bottom icon of
the docking control, and the bottom half of the main window is shaded blue.

YT 40 | » Fllters

[Firs (Noo) ] Start Search

Enc Point Bytes > G 802.11
141.6™M b G MAC

v &g P

v & TCPUDP

> G Web

v &g SaL

b G Vol

b G FIX

b G Other Applicat

®

£

i
« Filters

“elative Network Usage (7:18) Gl

Blue shading
indicates drop area.

Docking into a portion of the main window
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When the mouse cursor is clicked, the floating window drops into the bottom half of the
main window.

© 1P Comersabons I\
"

> Previous view

O Network Usageby Trfhc Type™ 4k )

"

> Newly docked view
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Conversation Ring

In the Conversation Ring, “conversation” endpoints are placed around an ellipse. The Conversation
Ring is used for situations in which “stations,” represented by the endpoints, communicate (i.e. have
a conversation) with each other. The endpoints are depicted as circles, and a line connecting a pair
of endpoints signifying that two endpoints are communicating with each other. The size of the
endpoint and the size of the line are proportional to the amount of traffic sent to/from the
endpoints over the selected time period.

Default

marmem | Along with the “Sampling Time” and
“" | “Data Retention Time” options
& previously described, the
= ‘ == | Conversation Ring is customizable in

Conversation Bytes

r : ==s | the following ways using the chart

63.88.212.184 192.168.77.250 30.50K

= context menu:

207.45.18.254 76.226.172.203

Show endpoint labels
Endpoint color

Name resolution

Choose metric to display
Toggle legend visibility

192.168.77.10— | [ i 53.147.82.74

~192.168.77.39

207.68.178.6+ 74.125.19.104

There are three distinct mouse
based operations for the
conversation ring:

e Scroll Wheel
e Hover
Hotes . e Selection

204.160.122.12¢ 128.121.48.81

207.46.193.25¢

Conversation Ring
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Size Legends

In the upper right corner of the view are two size legends

End Point Byt . . .. .
nd Point Bytes that depict the maximum, average and the minimum traffic

563.28K ) _ ) _
in all displayed endpoints and conversations. An example
is shown in the figure on the left.
|
- 50.29K
237.00

Conversation Bytes
227.19K
30.60K
237.00

Size Legends in a
Conversation Ring

Scroll Wheel

The mouse scroll wheel is used to change the magnification level of the conversation ring. This is
useful when the endpoints are densely packed and can’t be individually identified.

Hover with Tooltip

A hover highlights all the connections associated with an endpoint or all the endpoints associated
with a connection. The hover operation causes a tooltip to pop up (described later) giving
quantitative information describing the connection or endpoint, and causes the Size Legend to
display the values for the endpoint or conversation in red.

End Point Bytes
— 563.28K

63.147.52.80 7035k
{5025k
237.00

@& Conversation Bytes
212.173.2368, /74.58.13.211 227 43K

/ 30.50K
@ 237.00

53.88.212.164- 192.158.77.250
207.46.18.254—__ __-76.226.172.203

192.168.77.10, \ }——63.147.82.74

~——192.168.77.39

207.68.178.61— T74425.19.104

128.121.48.81
204.160.122.124 "

s

72.14.255.104 4

Int 0 bytes (0 packets)
207 .46.193 254 Bxt 70.35K bytes (100 packets)

LastSeen 8/22/2007 12:02:18 PM

Notes £
—

Conversation Ring Hover

192 SteelCentral™ Packet Analyzer Reference Manual



Selected

we=moe | Clicking on a connection selects the connection
-7 | and the associated endpoints. Clicking on an
.| endpoint selects all the connections that
2= | include the endpoint as well as all the
,_ ) = | associated endpoints that are on the other side
SRR R " | ofthe connections.

y Conversation Bytes
212.179.235.99 74.58.13.211 o e

e e Clicking with Control key pressed is supported
for multiple endpoint or connection based
selections (which can be mixed).

192.168.77.10 63.147.82.74
- -
—192.168.77.39

207.68.178.61 74.125.19.104
204.160.122.124 128.121.48.81
72.14.255.104 209.85.141.97

207.46.183.254

Notes E3

Conversation Ring Selection

Top Conversations

When there is not enough space to display all
of the conversations clearly in a single ring,
Packet Analyzer automatically includes data by
relevance. A small label displaying the number
of conversations and the percentage of the
underlying data that are visible appears at the
bottom of the view. The number of endpoints
in the view can be increased or decreased
using the two small yellow + and - buttons.
Endpoint labels can always be shown using the
Settings item in the context menu.

Top B3 Conversations (99.77% of Total Bytes) G (:;

Conversation Ring Top Conversations
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Context Menu

I ABOPF

@

Send to Wireshark

Send to SteelCentral Transacticn Analyzer

Send to File

Crill Down

Copy

Copy Chart
Create Filter
Search

Mame Resolution
Select

Data

Settings

Conversation Ring (Selection)

| &

& &

@

Copy Chart
Search

Mame Resolution
Select

Data

Settings

194

Conversation Ring (No

Selection)

The context menu for the Conversation Ring is as follows:
Send to Wireshark

The Send to Wireshark menu option sends the traffic
from the selected endpoint(s) and connection(s) to
Wireshark for analysis.

Send to SteelCentral Transaction Analyzer

The Send to SteelCentral Transaction Analyzer menu
option sends the traffic from the selected endpoint(s)
and connection(s) to Transaction Analyzer for
analysis.

Send to File

The Send to File menu option sends the traffic from
the selected endpoint(s) or connection(s) to a user-
specified trace file which will appear, after
completion, in the Files panel.

Drill Down

The Drill Down menu option applies the user-
specified view to the selected endpoint(s) or
connection(s) and opens a new view tab in the main
workspace.

Copy

The Copy menu option copies a table of data values
corresponding to the current selection to the
clipboard. These are copied in the order that the hosts
were discovered in the conversation ring. The only
exception to this rule is that the “Last Seen” value is
not included in what is copied to the clipboard.

Copy Chart

The Copy Chart menu option copies the selected chart
as a metafile to the system clipboard for pasting into
another application.

Create Filter

The Create Filter menu option creates a filter based on
the current selection and adds the filter to the Filter
List.

Search

The Search menu option opens a search dialog
window that can be used to find data in the charts.
The search context consists of the labels of the items
in a chart which can be selected. For instance, an IP
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address, MAC address, or hostname can all be
searched. The Search Dialog is described in its own
section later on.

Name Resolution

The Name Resolution menu option tries to identify
unresolved IP addresses, ports, or MAC addresses
from all or the selected endpoints and/or
conversations. Default is from Settings menu.
Enabled

Turns on auto resolution of current and new
addresses.

Resolve Selected

Resolve only selected addresses.

Clear Selected and Clear All

Resolved names not displayed.

Select

The Select menu option has two options to either
select all the connection(s) and endpoint(s) in the
Conversation Ring, or to invert the current selection
of the endpoint(s) and connection(s).

Select All

Selects all the connection(s) and endpoint(s) in the
Conversation Ring.

Select Inverse

Inverts the current selection of the endpoint(s) and
connection(s).

Data

The Data submenu sets what data are displayed from
the available metrics.

Settings

The Settings submenu option opens up a submenu
with three items.

Show Legend

Toggles Legend display

Always Show Labels
I I I I I I I I I Forces all endpoint labels to be shown.
Endpoint Color
Standard Colors Color choices to change the color of the endpoints for

e EEEEE the chart.

12l | More Colors...

Theme Colors
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Tooltips

The conversation ring has two kinds of tooltips:

e Connection Based
e Endpoint Based

Tooltips provide information on the metrics used in the conversation ring chart. In the examples
given below, the chart metrics are Bytes and Packets. Your tooltips may differ as they will reflect
the metrics you used in your conversation ring chart.

Endpoint

192.168.77.87 When hovering over an endpoint, a tooltip pops up with the following
2 uedin gei) fields:

Address
- F—— The Address refers to the associated MAC or IP address (as

B 524.73K bytes (246K packets) applicable) of the endpoint.
Last Seen  3/31/2009 12:49:27 PM

Bytes

Conversation Ring The Bytes value refers to the total number of bytes that have
Endpoint been either sent from or received at that endpoint, i.e. the sum
of Received and Sent bytes.

Received

The Received value refers to the total number of bytes
received at that endpoint over a given sample period, i.e.
the sum of the packet size of all packets where the
endpoint was the destination field in the packet.

Sent

The Sent value refers to the total number of bytes sent
from that endpoint over a given sample period, i.e. the sum
of the packet size of all packets where the endpoint was
the source field in the packet.

Packets

The Packets value refers to the total number of packets that
have been either sent from or received at that endpoint, i.e. the
sum of Received and Sent packets

Received

The Received value refers to the total number of packets
received at that endpoint over a given sample period, i.e.
the count of all packets where the endpoint was the
destination field in the packet.

Sent

The Sent value refers to the total number of packets sent at
that endpoint over a given sample period, i.e. the count of
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all packets where the endpoint was the source field in the

packet.
Int
Int refers to bytes and packets that are sent from the host to
itself (i.e. the [P source is the same as the destination).
Ext
Ext refers to bytes and packets that are sent to or received
from other hosts.
Last Seen
The Last Seen value refers to the last time a packet with either
the source or the destination field of the endpoint was seen.
Conversation
1921687787 - 1921687727 When hovering over a connection, a tooltip pops up with the following
Total Byles  519.79K (519.787 fields:
A->B 261.98K
B4 257.81K )
Total Packets 241K (2.407) Address(A)
A->B 'I.EIIK |;1.211;|
o 1T ) The Address(A) refers to the source address in the first packet
Last Seen 3/31/2009 12:45:27 PM for that ConneCtion.
Address(B)

Conversation Ring
Conversation The Address(B) refers to the destination address in the first
packet for that connection.

Total Bytes

The Total Bytes value refers to the total number of bytes sent
between the source and destination addresses over the given
sample period and is the sum of A->B and B->A.

A->B

The A->B value refers to the total number of bytes sent
from the source address to the destination address over
the view’s sample period.

B->A

The B->A value refers to the total number of bytes sent
from the destination address to the source address over
the view’s sample period.

TotalPackets

The TotalPackets value refers to the total number of packets
sent between the source and destination addresses over the
given sample period and is the sum of A->B and B->A.
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A->B

The A->B value refers to the total number of packets sent
from the source address to the destination address over
the view’s sample period.

B->A

The B->A value refers to the total number of packets sent
from the destination address to the source address over
the view’s sample period.

Last Seen

Last Seen refers to the last time a packet was seen with the
source and destination field as the endpoints of the
connection.
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Sequence Diagram

The sequence diagram presents a sequential analysis of transactions and messages between hosts.
The chart represents hosts as vertical lines arranged over the X axis, and messages as arrows
between the hosts. The vertical axis represents time proceeding downward, which can be either
relative (default) or absolute.

Layers

The chart can display data in one of two layers. The Transport layer displays each packet in the
trace as a separate message in the sequence diagram. The Application layer decodes the packets for
supported protocols and displays the protocol-specific messages. The user can toggle between
these layers to gain different understandings of the underlying network transaction(s).

For example, the figures below show both the transport layer view and the application layer view
for an HTTP download transaction. In the transport layer, separate message arrows show the three
way TCP handshake to establish the connection, and then each data and acknowledgement packet
in the exchange. In the application layer, on the other hand, only three messages are shown - one to
establish the TCP connection, one to represent the HTTP GET request, and one to represent the
HTTP response.

12082 184 354182184 (LET R AR E
’ i -w

ey 040

Transport Layer View Application Layer View
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Multi-Segment Sequence Diagram

When a multi-segment sequence diagram view is applied to a multi-segment source, the resulting
sequence diagram shows traffic between nodes across multiple segments in a network. In the
following diagram, hosts are indicated by half-circles and capture points in the network are

indicated by console icons

@ Sequence Diagram

4 b

[ Filters (None)

¥]

45 %

0 arr2

100 ms

200 ms:

arre
300 ms:

400 ms:

500 ms:

3772

600 ms:

632 ms:

192.168.77.12

TCP [SYN) Seq: 0
0 Bytes

TCP (ACK) Seq: 1, Ack: 1
0 Byles

-

TCP (AGK) Seq: 1, Adk: 595

322-

TCP (SYN) Seq: 0
0 Bytes

i)

O Bytes

1c®

e
LY
L
e
5{“ OM\B

194.97.149.73
g

80

2D

Notes

Mode

@ Frotocol
QoS

¥ Nodes

[ 182.188.77.12
[F194.97.149.73

¥ Capture Points

I 1: hopt
Mz hop2
03 hop3

¥ Message Colors

B TCP Data

[l TCF Duplicate Acks
[l TCP Lost Seaments
[l TCP Mo Data

O TCP CpeniClose
W TCP Out of Order
[l TCP Retransmits

|

| Current

11/20/2007 12:31:18 - 12:31:44 (26 secs) @ 1sec - Total Window: 11/20/2007 12:31:18 - 12.31:44

A]

For additional information on multi-segment analysis, refer to the section on “Multi-Segment
Analysis (MSA).”
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Node

Nodes are visualized over the X axis and
R T 192'1$?'25° separated by columns of different shades of
grey to emphasize the space among them.

A node is represented by three graphic
objects:

Head

Half circles with a color for each host.
Using the node head, it is possible to
select, highlight and drag the node
itself;

Body

Gray vertical line where messages
arrive and leave; the body also allows
selecting and highlighting the node
itself;

Label

Sequence Diagram nodes
Node name, which is typically the IP
address of the host or its resolved
DNS name.

The node depiction varies based on selection and highlighting:

If a node or message is selected (i.e. clicked), then the label
: is bolded and is given a background color. The label, head
oms and body of all other nodes are grayed out.

192 168.77.10

Selected node

If a node is highlighted (i.e. by hovering the mouse on it), its

ey - label is bolded, and all other nodes are grayed out.

0 ms

Highlighted node
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When dragging a node, it is represented as a transparent full

A T Y circle head with no label. The node also stays in its original
w % place until the drag is complete.
1 Dragged node

Node Layout

The Sequence Diagram has a minimum column width which constrains the total number of nodes
that can be shown to ensure they can be displayed properly. When a view is applied, the graph
selects a default initial column width, and using the horizontal scroll bar, the user can scroll and
zoom to change the set of displayed nodes.

By default, the chart arranges the nodes from left to right based on the timestamp of the first
message sent or received by the node. Users can override this ordering by dragging nodes and/or
hiding nodes to reduce the number in the display.

Selection

When selecting a node, the selection includes all messages sent or received by the specific host. If
multiple nodes are selected (by pressing Control key), the selection includes only messages
between the set of selected nodes.

When holding the Shift key and selecting a node, the selection toggles among:

o All messages sent or received by the specific host;
e All messages sent by the selected host;
e All messages received by in the selected host.

Highlight

When highlighting (hovering over) a single node, the chart highlights all messages sent or received
by the highlighted host. If multiple selection is enabled (by pressing the Control key) and at least
one other node has been selected, the chart highlights only messages between the selected host(s)
and the highlighted one.
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192.168.77.29

W <

Hide button

Drag

Also, when highlighting a host, the “Hide” button is
shown to allow the user to hide the node itself, only if
the column width is large enough to display it without
overlapping the adjacent nodes.

As mentioned previously, users can manually arrange the order of the nodes by dragging hosts in

different positions.

Additionally, the user can use the selection to define a filter by dragging the selected node(s) over
the Filter panel or the Filter Bar. This action creates a Packet Analyzer filter for the selected host(s)
and can then be used for additional views.

Context Menu

Send to Wireshark

Send to SteelCentral Transaction Analyzer
Send to File

Crrill Dewn

Copy

Copy Chart

Create Filter

Search

Mame Rescluticn

Ruler Mcde

Fit Selection

LA ITEE

Select

MNodes

Cata

{é} Settings

Node context menu

With one or more nodes selected, the context menu
provides the following options:

Send to Wireshark
The Send to Wireshark menu option sends the
traffic from the selected host(s) to Wireshark for
analysis.

Send to SteelCentral Transaction Analyzer
The Send to SteelCentral Transaction Analyzer menu
option sends the traffic from the selected host(s) to
Transaction Analyzer for analysis.

Send to File
The Send to File menu option sends the traffic from
the selected host(s) to a user-specified trace file
that will appear, after completion, in the Files panel
for immediate analysis.

Drill Down
The Drill Down menu option applies the user-
specified view to the selected host(s) and opens a
new view tab in the main workspace.

Copy
The Copy menu option copies a tabular form of the
selected data to the system clipboard.
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Copy Chart
The Copy Chart menu option copies the selected
chart as a metafile to the system clipboard for
pasting into another application.

Create Filter
The Create Filter menu option creates a filter based
on the current selection and adds the filter to the
Filter List.

Search
The Search menu option opens a search dialog
window that can be used to find data in the charts.

Name Resolution
The Name Resolution menu option tries to identify
unresolved IP addresses, ports, or MAC addresses
from all or the selected nodes. Default is from
Settings menu.
Enabled
Turns on auto resolution of current and new
addresses.
Resolve Selected
Resolve only selected addresses.
Clear Selected and Clear All
Resolved names not displayed.

Ruler Mode
Ruler Mode displays detailed timing information
about one or more messages. For more information,
see the description of Ruler Mode (below).

Fit selection
The Fit Selection menu option arranges the
horizontal range to fit the selected nodes.

Select
The Select menu option allows user to control which
messages are selected based on the set of selected
hosts. If only one host is selected, options include
selecting all messages From or To the node, all
messages From the node or all messages To the
node.

If two nodes have been selected, options include
Conversation between the selected nodes, all
messages From the first node to the second or all
messages From the second node to the first.

If more than two nodes are selected, the only option
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is Conversation Between Selected Nodes.

Nodes
The Node menu provides options to control which
nodes are hidden or shown.
Show All
Shows all hidden nodes.
Show Selected Only
Hides all nodes but the selected one(s).
Show All But Selected
Hide the selected nodes and show all others. Note
that at least two nodes must be visible at all times.
Inverse
Inverts the hidden node set, by showing all hidden
nodes and hiding all visible ones.

Data
Time Hints
Enables the sequence diagram to visually represent
the network delay between nodes. For more
information, see the description of Time Hints
(below).
Absolute Time
Displays the actual time covered by the file.
Relative Time
Displays the time that has elapsed since the
beginning time of the file.

Settings
The Settings menu allows you to set two
parameters that affect the sequence diagram
display.
Show Legend
Show Labels
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Tooltip

The node tooltip shows data about the node itself.

132.168.77.10 Node label
I[P address of the highlighted node.
Messages | /64 Messages
In: 124 [First 0 ms - Last 23 400 Statistics about the number of messages to
Out : 140 [First 0 ms - Last 25.600 and from the highlighted node, as well as
timing information about the messages.
Node tooltip

Message
A message is displayed as an arrow from the source
host line to the destination host line.
ST s— > EEEDA The arrow itself is graphically composed by:
38 Bylas - 1 pkt

Shaft

Represents the body of the message as a line
Sequence message between source and destination nodes.

Head
Represents the arrival of the message as a
triangle pointing at the destination node.

Tail
Represents the source of the message as a
square at the source node (only in “Ruler
Mode”).

Labels

Shows text information about the message,
including the protocol, packet and byte
count, etc.
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" - Compression

The diagram applies a compression algorithm
over the set of messages to maximize
performance and clarify the display. The
algorithm can both reduce the number of
displayed messages and change the message
layout.

First, message labels are not displayed if there is
not enough room to show them. Second,
overlapping messages are combined into a
group messsage. A group message uses a special
head and tail to inform the user that it
represents more than one message. A
highlighted or selected group message does not

show Top, Bottom and Main labels.
Filtered messages

If all messages in the group have the same
orientation, then the arrow is shown in one
humheoioEhaikian essane= S} S direction. Otherwise it is shown with head and

WWatch 192.168.77.10 - 192 168 77 250

wk | SowcePot. 1032 E tail in both directions.
Group message toolti
p 8 P When all messages in a group have the same
source and destination ports, then they are
shown. Otherwise, they are not. The group
message tooltip shows the number of hidden
messages.
Message and node status
= HTTP 200 O Lf a mc;ssagehls ;elected 01(‘1}1_1gh11gh_ted, 1}‘1c is
252 Kayrg i rought to the foreground, increasing the
S -2 phts likelihood that the label will be displayed.
Highlighted message

Messages that are not selected or highlighted are
greyed out to emphasize the selected ones.

Not focused message
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Selection

Selecting one or more messages also selects the nodes that are the source or destination for one or

more of the messages.

Highlight

Highlighting a single message causes the chart to highlight the source and destination nodes.

Double click

Double clicking on a message toggles between the layers and zooms the display to fit the message in

the time range.

Context Menu

By selecting one or more messages, the following actions can be performed through the context

menu.

ﬁ Send to Wireshark

Send to SteelCentral Transaction Analyzer
Send to File

Drill Down

Copy

Copy Chart

Create Filter

Search

Mame Rescluticn

Ruler Mode

Fit Selection

<h O ABCP FTEH

Select Conversaticn
Modes
Data

@ Settings

Message context menu

208

Send to Wireshark
The Send to Wireshark menu option sends the
traffic from the selected message(s) to Wireshark
for analysis.

Send to SteelCentral Transaction Analyzer
The Send to SteelCentral Transaction Analyzer menu
option sends the traffic from the selected
message(s) to Transaction Analyzer for analysis.

Send to File
The Send to File menu option sends the traffic from
the selected message(s) to a user-specified trace
file that will appear, after completion, in the Files
panel for immediate analysis.

Drill Down
The Drill Down menu option applies the user-
specified view to the selected message(s) and
opens a new view tab in the main workspace.

Copy
The Copy menu option copies a tabular form of the
selected data to the system clipboard.

Copy Chart
The Copy Chart menu option copies the selected
chart as a metafile to the system clipboard for
pasting into another application.

Create Filter
The Create Filter menu option creates a filter based
on the current selection and adds the filter to the
Filter List.

Search
The Search menu option opens a search dialog
window that can be used to find data in the charts.
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Name Resolution
The Name Resolution menu option tries to identify
unresolved IP addresses, ports, or MAC addresses
from all or the selected chart elements. Default is
from Settings menu.
Enabled
Turns on auto resolution of current and new
addresses.
Resolve Selected
Resolve only selected addresses.
Clear Selected and Clear All
Resolved names not displayed.

Ruler Mode
Ruler Mode displays detailed timing information
about one or more messages. For more information,
see the description of Ruler Mode (below).

Fit Selection
The Fit Selection menu option sets the horizontal
range to fit the source and destination nodes and
the vertical range to fit the start and end times of
the selected message. If more than one message is
selected then the minimum start time and
maximum end time are used.

Select Conversation
The Select Conversation selects all messages with
the same source and destination IP addresses and
source and destination ports as the selected
message.

Nodes
The Node menu provides options to control which
nodes are hidden or shown.
Show All
Shows all hidden nodes.
Show Selected Only
Hides all nodes but the selected one(s).
Show All But Selected
Hide the selected nodes and show all others. Note
that at least two nodes must be visible at all times.
Inverse
Inverts the hidden node set, by showing all hidden
nodes and hiding all visible ones.

Data
Time Hints
Displays detailed timing information about one or
more messages. For more information, see the
description of Time Hints (below).
Absolute Time
Absolute Time displays the actual time covered by
the file.
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Relative Time
Relative Time displays the time that has elapsed
since the beginning time of the file.

Settings
The Settings menu allows you to set two
parameters that affect the sequence diagram
display.
Show Legend
Show Labels
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Tooltip
192.168.77.111 => 195 21023046

(This message hides 2 messages)

Source Port 4226

Destnabon Port 40282

Packet Descnption UDF (Unknown)

Transfer Info 3 Bytes - 1 pkt

Start 3:28 658003 (11,20 12:31:30.377745)
End 3:28.658003 (12:31:30.377745)

Range 0

Message tooltip

Legend area

The message tooltip shows information about
the message itself

Tooltip header

Comprises the source and destination
[P addresses.

Tooltip body

Displays the port numbers, a
description of the message, and its
sizing information.

Tooltip footer

Shows statistics about the start and
end time in both absolute and relative
terms.

The Legend area always occupies the right side of the chart. It contains a set of legends that show
information about the displayed diagram and enable interaction with the chart. The legend can be
resized by dragging the handle, or collapsed and expanded by double clicking the handle.

The legend area contains the following legends:

Shows the currently selected layer and enables switching

Layer Layer

(® Application

(O Transport between layers.
¥ Modes Nodes

| E172.14.255.104
| [ 192.168.77.10

¥ Message Colors

O hitp
mTCP

icon.

Message Colors

Checkbox list of nodes in the current sequence diagram.
Enables selecting one or more hosts, highlighting a single
host and hiding or showing a host by clicking the label

List of colors used by messages in the current sequence
layers and their meaning. Clicking on a color highlights all

Sequence legend area

messages having the highlighted color.

Both the Message Colors and the Nodes legends can be expanded or collapsed by clicking the

header.
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Scroll bar

Scroll bars enable interaction with both the X and Y axis.
In addition to panning left and right and up and down by
dragging the scroll thumb, you can expand or contract the

372 ms view by dragging the ends of the thumb.

4D I il

Scroll bar

Time Filter

By selecting a vertical region, the user selects a time range. All messages starting within the time
range are displayed as selected.

Context Menu

In the time selection area is possible to perform the following actions:

<L O ABDPF

@

Send to Wireshark

Send to SteelCentral Transaction Analyzer

Send to File

Drill Down

Copy

Copy Chart
Create Filter
Search

MName Resclution
Ruler Mode

Fit Selection

MNodes
Data

Settings

Time Filter Context Menu

212

Send to Wireshark
The Send to Wireshark menu option sends all the traffic
within the selected time range to Wireshark.

Send to SteelCentral Transaction Analyzer
The Send to SteelCentral Transaction Analyzer menu
option sends all the traffic within the selected time
range to Transaction Analyzer for analysis.

Send to File
The Send to File menu option sends all the traffic within
the selected time range to a user-specified trace file that
will appear, after completion, in the Files panel for
immediate analysis.

Drill Down
The Drill Down menu option applies the user-specified
view to the selected time range and opens a new view
tab in the main workspace.

Copy
The Copy to Clipboard menu option copies a tabular
form of the data within the selected time range to the
system clipboard.

Copy Chart
The Copy Chart menu option copies the selected chart as a
metafile to the system clipboard for pasting into another
application.

Create Filter
The Create Filter menu option creates a time filter based
on the current time selection.

Search
The Search menu option opens a search dialog window that
can be used to find data in the charts.
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Name Resolution
The Name Resolution menu option tries to identify
unresolved IP addresses from all or the selected chart
elements. Default is from Settings menu.
Enabled
Turns on auto resolution of current and new addresses.
Resolve Selected
Resolve only selected addresses.
Clear Selected and Clear All
Resolved names not displayed.

Ruler Mode
Ruler Mode displays detailed timing information about
one or more messages. For more information, see the
description of Ruler Mode (below).

Fit Selection
The Fit Selection menu option arranges the horizontal range
to fit the selected nodes.
Select
Not applicable.
Nodes
The Node menu provides options to control which nodes are
hidden or shown.
Show All
Shows all hidden nodes.
Show Selected Only
Hides all nodes but the selected one(s).
Show All But Selected
Hide the selected nodes and show all others. Note that at
least two nodes must be visible at all times.
Inverse
Inverts the hidden node set, by showing all hidden nodes
and hiding all visible ones.
Data
Time Hints
Enables the sequence diagram to visually represent the
network delay between nodes. For more information,
see the description of Time Hints (below).
Absolute Time
Displays the actual time covered by the file.
Relative Time
Displays the time that has elapsed since the beginning
time of the file.

Settings
The Settings menu allows you to set two parameters
that affect the sequence diagram display.
Show Legend
Show Labels

Double Click

Double click expands the current time range to reflect the time filter range.
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Dragging

The time selection can be used to create a time filter by dragging it on the Filter panel or the Filter
Bar. Also, dragging the time selection onto a different Sequence Diagram or Strip Chart highlights
the messages in the other chart that fall within the selected time range.

A time selection can be removed by clicking on the area outside the hosts grid or, after a double-
click, by clicking over the area itself.

Ruler Mode

Ruler mode displays detailed timing information about one or more messages. It is activated by
clicking the mode icon.

Ao = @Box

Ruler Mode Icon

The system shows timing information in two modes:

Node Mode
192'.188'??'10 ?4.125.1?.1M
- b When a message is selected or a time range is
created, the diagram shows the start time, end
GET ww googie com time and delta value between the first and the
965 Bytes - 1 puy Im last message in the range.
HTTP 304 Mot Modilied an

A7 RA

BT | 102 Byles- 1P|

Node ruler mode

Message Mode
192.168.77.10 74.125.19.104 . . .
J v When a first message terminator (head or tail) is
clicked, followed a second terminator, the system
_ | shows the timing of the two messages as well as the
GET wwi goagle comi interval between them.

965 Bytes . 1
A 23284 me] phL . . . Lo L .
Not Madilied | If a third terminator is selected, the initial selection is retained,

EEEHED | — 5 s 1900 | and the system updates to show the timing information between
the first message terminator and the newly clicked one. Selecting
another message or clicking in the background will clear the

Global ruler mode original selection.
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Time Hints

Time hints enable the sequence diagram to visually represent the network delay between nodes.
The feature is activated or deactivated using the icon in the upper-left corner of the chart.

43| ™ 4B
Time Hints Icon

When time hints are disabled, all messages are shown as
) horizontal lines, where the Y axis value represents the
GET www.google.com/i...

4754 RO message timestamp as recorded in the trace file.
985 Byles - 1 pkt

HTTP 304 Mot Modified
3754 B
102 Byles - 1kt

Time without hints

When time hints are enabled, the
network delay is inferred from the TCP
4754 GET wnw Go0gle. comyin,_ calculations, and the message lines are
965 Byles - 1 pkt BO drawn with a slope that illustrates the
TP 304 Not wadified a0 network delay.

i 10z Bytas - 1 pkl

Time with hints
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Message Labels

Message labels show information about the message: protocol, byte count, and so on. The feature is
activated or deactivated using the icon in the upper-left corner of the chart.

42| ™ 4%

Message Label Icon

192 168.77.184 192 168.77.127
@ w x
] B20As | 1

1 ms

2 ms

3 ms

Typical message labels
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Strip Chart

The Strip Chart displays quantitative data with respect to time.

Diagram
The Strip Chart diagram has the following elements:

e Time Control Area
e Legend

e Dataarea

e Min/Max

Current Selection Interval

This is an example of a View containing a Strip Chart:

(@ Network Usage by Traffic Type 4 b
| Fitters (None) ¥ |
|Bits Over Time 4 b
B @are
4 DHeP
L300 i ADNS
@ 3.00M | [A Email
u e | Ficme
E 2.00M | E M
1.00M [ Ms-Metwarking
0 F [ sHmP
12:28:01 12:30:01 12:32:01 12:34:01
MNotes #
[Total Bits (7:18) 4P [Relative Network Usage [7:18) q b
1.15G
829.42M
2301 2201 0918274583 0089 5383 5030.01H1.4615.47K
MNotes £ Motes &
[ Current Selection: 11/20/2007 12:28:01 - 12:35:19 (7:18) @ 10 secs - Total Window: 11/20/2007 12:28:01 - 12:35:19 S
Strip Chart
Note: The Current Selection bar (at the bottom of the View) simultaneously
applies to all of the Charts contained in a View.
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The View above shows 3 charts, namely a strip chart, a bar chart, and a pie chart. This section
discusses the strip chart (the top-most chart).

Current Selection: The data points displayed in the strip chart correspond to the View metric (Bits
per Second) computed over the Current Selection Interval.

Total Window: The Total Window interval shows the total duration of the source trace file or, for a
live source, the total duration of the capture or the Data Retention Time, whichever is smaller.

£ Network Usage by Trafhic Type ™ 4 I
| Filter=s ( None) ® |
Bits Over Time q b

i [#A ARP
4 50M kA oree
4.00M & DNS
[ Email
w  200M L4 1cumP
= A 1
E 2.00M [£] M3-Metworking
[ sumP
J<EL [ SSHTelnet
0 —— — [ Unknown
ol e ey - B voice/video
12:28:01 12:30:01 12:32:01 12:34:01 [ web
Motes # |
Total Bits (7:18) 4 I |Relative Network Usage (7:18) q Pk
1.15G —
f '\\
283.42M
| [#2.30M . 22Nh.091827.4663.0085. 5385 .5080.0 1H1.4615.4TK
MNotes £ | Motes £ |
| Current Selection: 11/20/2007 12:28:01 - 12:35:18 (7:18) @ 10 secs - Total Window: 11/20/2007 12:28:01 - 12:35:19 % |
12.26:01 12:29:01 12:30:01 12:31:01 12:32:01 12:33:01 12:34:01 12:3012:35.19)
7:18
4 718 a

Figure 44. Strip Chart with Horizontal Zoom

Figure 44 shows the strip chart “zoomed” horizontally using the Selection bar in the Time Window.
The Time Control Ribbon can also be used to set the duration and location of the Current Selection.
The minimum and maximum values in the Current Selection are displayed (unless they are obvious
from the context).

The Selection Bar (upper bar) controls the portion of the data (trace file or live capture) that is
displayed in the charts. Move the triangular markers above the ends of the Selection Bar to trim the
time interval that is displayed.

The Time Scroll Bar (lower bar) controls the resolution of the upper bar. As you bring the ends of
the bar in toward the center, the time scale in the upper bar expands, allowing you to make finer
selections of time intervals using the upper bar.

218 SteelCentral™ Packet Analyzer Reference Manual



Along with the “Sampling Time” and “Data Retention Time” options as previously described, the

Strip Chart can be customized using the chart context menu:

Toggling display mode (line chart or stacked area chart)
Selecting data sources to be displayed

Changing the stacking order (stacked area mode only)
Toggle legend visibility

Displaying Min and Max values

Rescaling Y Axis

Display Modes

There are two display modes for strip charts: normal (line) mode and stacked area mode. Normal

mode is the default.

Bits Owver Time q I
i & ARP
4 50M E DAce
4::|:|r.-1 DDNS.
[ Email
B4 icmP
3.00M
L 4 [ 1M
% i | [ MS-Networking
[ sme
1.00M [ 55HiTelnet
— ] P— [ Unknown
a A voicelvideo
12:28:01 12:30:01 12:32:01 12:34:01 |:|Web
Motes &
Normal strip chart
Bits Owver Time q I
i & ARP
- 4 DHCP
7.00M DDNS
5.00M [ Email
5.00M B icmp
2 4o00m - | (A1
E 3 00M { [ M3-Metworking
5 oM = [ smHmP
o [ SSHITelnet
) [ Unknown
a A voicelvideo
12:28:01 12:30:01 12:32:01 12:34:01 |:|Web
Motes &
Stacked area strip chart
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In the normal (line) chart, each data point’s value at a given time is plotted relative to zero. In the
stacked area chart, each data point’s value at a given time is plotted relative to the value of the data
in the layer below.

To switch from one mode to the other, click one of the display mode buttons in the upper left corner
of the strip chart:

Bitz Owver Time

i <——— Display mode

4 50M

A ninka

Alternatively, you can choose the display mode from the context menu (described below).

To display a strip chart in stacked area mode by default, set the view to stacked area mode and
save it as a custom view. (Click the Save button in the View section of the Home tab.) When you
drag the custom view onto your data of interest, the strip chart displays in stacked area mode.

Data Display

You can show or hide lines or areas of data by checking or unchecking the boxes in the legend area
to the right of the data area.

A ARP

A DoHeP

[ ONS

[A Email

i icmr

[ M

[ mM=-Metworking
[ sHMP

[Z SSHITelnat
[ Unknown
A voicelvideo
[AWeb

3 .
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Stacking Order

You can change the stacking order of areas in a stacked area chart by dragging the labels up or
down in the legend area to the right of the data area.

A ARP

A oHCP
[Z1DNS

[A Email

i icmr

[ M

[] M=-Metworking
[ shmp

[7] 5SH/Telnet
[ Unknown
A voicelvideo
[ Web

A
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Custom sampling interval

By default, the sampling interval for a strip chart is calculated automatically by Packet Analyzer.

Packets per Second q P

110.00K
100.00K
90.00K
20.00K
70.00K
60.00K
50 00K |

B Packets

Packets/s

40.00K
30.00K
20.00K
10.00K
0

12:00:26 12:00:46 12:00:56 12:01:)

Notes %

| Current fon: 1/13 12:00:36 - 12:01:06 (30s) @ 1 sec —amanans e —
1/13 12:00:35) 12:00:45 12:00:56 01:08]

Gzoroel

30 s

s d

A context menu in the time control bar shows the current sampling interval and allows you to select
a different one. The allowed sampling intervals are calculated based on display considerations.

| Cument Selection: 1/13 12:00:36 - 12.01:06 (30s) @ 1 sec - Tokal\alindow 143 12:00:36 . 17.01:06 ﬂ
(1713 12:00:35] 12:00:46 Sampling Time 12:00:56 @]
E Automatic (1 sec)
J One Second [
Ten Seconds
The strip chart is recalculated using the new sampling interval.

Packets per Second q b
100.00K B Packets
soOOM | ——
80.00K
70.00K

.}

¥ 6000k

2 50.00K

B 000k ‘

o
30.00K
20.00K
10.00K

0
12.00:36
Notes % |
[ Current Selection: 1/13 12:00.35 - 120106 (30 5) @ 10 secs e e — Manually selected
[1/13 12:00:35] 12:00:46 12:00:56 [12:07.08) sampling interval
30
4 s .ﬂ
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Selection

The Strip Chart supports two types of selection:

e Time-based
e Line- or area-based

Time-Based Selection

A Time-Based Selection can be applied to any Strip Chart and is performed by clicking and dragging

the mouse over a time period. An example result is shown below:

Sl

4.50M

12:30:46 12:33:15

4.00M

3.50M

3.00M

2.50M

Bits/s

2.00M

1.50M

1.00M

0.50M

o — e
2.28(800
12:28:01 12:29:01 12:30:01 12:31:01 12:32:01 12:33:01 12:34:01 12:35:01
Notes

B sRP

EOHCP

EDNS

B Email

&icme

=i
M'MS-Metworking
&'sHmP

| B'55HTelnst
| M'Unknown

Bvoicelvideo
Hweb

E]

Strip Chart Selection (Time)

Note that multiple selection cannot be performed using time-based selection.

Line- or Area-Based Selection

A Line- or Area-Based Selection can be applied to Strip Charts where more than one metric is being

displayed, for example in the case of multiple protocols over time:

4.50M E
4.00M ® A
3.50M .
3.00M — =
oS 2.50M V1
=
m 2.00M
1.50M —_—
1.00M
0.50M
3 = = -
12:28:01 12:29:01 12:30:01 12:31:01 12:32:01 12:33:01 12:34:01 12:35:01
Notes #
Strip Chart Selection (Element)
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Individual lines or areas are selected by clicking either on the line or area itself, or on its
representation in the legend. Multiple lines or areas can be selected by clicking with the Control key

pressed.

Context Menu

The context menu for a strip chart has the following options:

d Send to Wireshark

Send to SteelCentral Transaction Analyzer
Send to File

Crill Down

Copy

Copy Chart

Create Filter

Add Watch

Search

COHLHAL ABCRT

Fit Y Axis

Lines

Select

@

Settings

Context menu
(selection)

-

Copy Chart

1 &

Add Watch

Search

Fit¥ Axis

Xk X

Lines

Select

@ Settings

Context menu
(no selection)
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Send to Wireshark

Sends traffic from the selected time slice or
lines/areas to Wireshark for analysis.
Send to SteelCentral Transaction Analyzer

The Send to SteelCentral Transaction Analyzer menu

option sends the traffic from the selected time slice

or lines/areas to Transaction Analyzer for analysis.
Send to File

Sends traffic from the selected time slice or
lines/areas to a user-specified trace file that will
appear, after completion, in the Files panel, for
immediate analysis.

Drill Down

Applies the user-specified view to the selected time
slice or lines/areas and opens a new view tab in the
main workspace.

Copy
Copies a tabular form of the selected data to the
system clipboard.

Copy Chart

The Copy Chart menu option copies the selected
chart as a metafile to the system clipboard for pasting
into another application.

Create Filter

Creates a filter based on the current selection and
adds the filter to the Filter List.
Add watch

Opens the Watch Editor dialog window. The Trigger
Condition is based on the currently selected strip
chart. The Data Filter, if any, is based on the line
selection within the strip chart.

Search

Opens a search dialog window that can be used to
find data in the charts.
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Name Resolution

The Name Resolution menu option tries to identify
the port name, IP address, or MAC address of all or
the selected elements in the strip chart. Default is
from Settings menu.

Enabled

Turns on auto resolution of current and new
addresses.

Resolve Selected

Resolve only selected addresses.

Clear Selected and Clear All

Resolved names not displayed.

FitY Axis

Scales the vertical height of the strip chart to fit
within the chart. Default is Fit All.
Fit All
Y Axis is fit to the currently available strips.
Fit Selected Only
Y axis is fit to the selected strips. Strips must be
selected before this choice is available.
Lines

The Lines submenu allows you to choose what lines
are displayed.
Show All
Shows all hidden lines.
Show Selected Only
Hides all lines but the selected one(s).
Show All But Selected
Hide the selected line(s) and show all others. Note
that at least two lines must be visible at all times.
Inverse
Inverts the hidden line set, by showing all hidden
lines and hiding all visible ones.

Select

Brings up two submenu options:
Select All
Selects all lines or areas.
Select Inverse
Selects all lines or areas that are not currently
selected (and deselects those that are currently
selected).
Settings

Brings up three submenu options:
Show Legend
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Shows the legend area to the right of the strip chart,
indicating which data sets correspond to which lines
or areas.

Show Min/ Max

Shows a minimum point and a maximum point for
each data set on the chart:

Einke Choea Tormms

O @
@n
+ Sl @

L &

[t m L,

A=

i @E
- iy E
i v .
e

..-'*x e

Setup Y Axis

Brings up the dialog for setting up the Y axis. You can
set the upper and lower bounds of the Y axis, or
choose Auto Size to let Packet Analyzer choose the
bounds automatically. And you can specify the
number of increments displayed on the Y axis, or
choose Auto Number of Rows to let Packet Analyzer
choose the number of rows automatically.

Set ¥ Axis Bounds @

Upper Bound 4500000

Lower Bound 0

Auto Size

MNumber Of Rows |3

Auto Number OF Rows

[ ok || aeply || cancel

Tooltips

The tooltips for the Strip Chart show the full quantitative value of a specific sample point of the
element in the data area. Hover your mouse over a sample point to see its value.

I‘%?Jm:\: 5]

12:30:01 (M5 1-01 12:32:01IN | 12:33:01
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Bar Chart

This chart displays quantitative metrics in a graphical bar based chart. It is used when there is a
known domain for a metric and division of the domain is useful. Quantities are graphically
represented and restricted to a linear scale.

There are three types of Bar Charts:

e Single Bars
e Stacked Bar Chart
e Grouped Bars

Single Bar Chart

Single Bar Charts are the most basic form of Bar Charts. Each column is a single valued bar. The
colors of the bars match the labels in the legend.

Along with the “Sampling Time” and “Date Retention Time” options as previously described, the
Single Bar Chart is customizable in the following ways using the chart context menu:

e Reorder Bars
o Toggle legend visibility
e Toggle label visibility above individual bars
o Select value or percentage as label
Default

This is an example of the default view for a Single Bar Chart:

80.00K T9.73K

[ ‘
L 13.81K 14836
) 875K BT1K
z | i 370K 338K _ 2426 230K 193K 1.46K 146K 1.09K 312 736
& & i B W3 o S 32} {l ] ] 13 L b (S &
> L s o ar > +# L ot i o G o i & o
A & & A A = o = o ° o o A~ i i a
o o G & o ,gb\ Vo & va" a0 o 3 2 A¥ e &
Cid o o v ¥ ¥ i 4% ~ ¥ & 3 o ¥ Cid
IS oF Kb IS & g s s b 3 & S

Selection

A bar in a Single Bar Chart is selected by clicking on the bar itself, its column, or its representation
in the legend. Clicking with the Control key pressed is supported for multiple selection.
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30.00K 773K
66.71K

Bits

Bar Chart Multiple Selection

Stacked Bar Chart

A Stacked Bar Chart is similar to a Single Bar Chart except that each column is subdivided into
predetermined constituents. These constituent components can be selected and analyzed
individually or collectively.

Along with the “Sampling Time” and “Data Retention Time” options previously described, the
Stacked Bar Chart is customizable in the following ways using the chart context menu:

e SortBars
o Toggle of legend visibility
o Toggle of label visibility above individual bars
e Select value or percentage as label
Default

This is an example of the default view for a Stacked Bar Chart:

4.50M 4.51M [ Internal
[ Received
[ Sent
“ 2.42M
2
s}
51 1.12M
56281K
. | | I | | J2234K 886K 51.44K 34.51K 24.10K 797K 14.79K 493K 3.46K 1.90K
@ @ @ @ & o & Gl & W o & o @
e A & s W & o o & o s & o fd
i 3 o A o @ W el W B W @ i o
@ o aF & ® & A o¥ o a® g < g W4
N @ ® RV & L3 A b g &
Stacked Bar Chart
Selection

Abar in a Stacked Bar Chart is selected by clicking on the bar itself, its column, or its representation
in the legend. Clicking with the Control key pressed is supported for multiple selection.

Grouped Bar Chart

A Grouped Bar Chart is similar to a Single Bar Chart except that each column is subdivided into two
or more sub columns.
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Along with the “Sampling Time” and “Data Retention Time” options previously described, the
Grouped Bar Chart is customizable in the following ways using the chart context menu:

e SortBars
o Toggle legend visibility
e Toggle label visibility above individual bars
e Select value or percentage as label
Default

This is an example of the default view for a Grouped Bar Chart:

7.00

BE
5

525

3.50

Modes

1 1
0
o
)

@"\ @"}' o°
& & &
¥ o &
& &
o P o
Grouped Bar Chart
Selection

Selection of the Grouped Bar Chart can happen three ways:

e Selection of a column.
e Selection of one of the components of a column.
e Selection of all instances of a certain subcomponent across all columns.

Column

A column based selection selects all data corresponding to the column. This method of selection is

achieved by selecting the area around the bar with respect to the desired column inside the chart,
but not the bar itself.

7.00 = AP

M@ sta

536

3.50

Modes

2
1 1 . 1
@\\ Q“’n’\ QQ’%\ Q"’%\

&
& & & &

A A
Wh.{b w&-;b o N q}g;b

Grouped Bar Chart Selection (Column)
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Component Instance
A component instance based selection selects a subset of the data in a particular column. This
method of selection is achieved by clicking on the component.

T7.00
b25

3.50

Modes

Grouped Bar Chart Selection (Component Instance)

Component
A component based selection selects data in all columns for a particular component subset. This
method of selection is achieved by clicking on the representation of the component in the legend.

7.00 mAP
W=Ta

Flodes

Grouped Bar Chart Selection (Component)
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Navigation Through Data

=

1-200f9531Bars 0 @ QG &

Bar chart Top Bars

When there is not enough space to display clearly all
the bars in a single chart, the system automatically
ranks and displays data by relevance, based on the
selected sorting option.

By default, the columns are sorted from high to low
(usually by value). A small label displaying the total
number of bars and the current interval is shown at
the bottom of the view. One can navigate through data
using the four buttons in the label. + and - buttons
increase or decrease the length of the interval shown,
while the arrows (<< and >>) shift the interval inside
the data.
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Context Menu
All three types of Bar Charts (Single, Stacked, and Grouped) share the same context menu.

©

R APCP® FTE

Send to Wireshark

Send to SteelCentral Transacticn Analyzer
Send to File

Drill Dewn

Copy

Copy Chart

Create Filter

Add Watch

Search

Select
Data

Settings

Bar Chart (Selection)

£
-w

) &

@

&

Copy Chart

Add Watch

Search

Select
Data

Settings
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Bar Chart (No Selection)

Send to Wireshark

The Send to Wireshark menu option sends the traffic from
the selected bar(s) or component(s) to Wireshark for
analysis.

Send to SteelCentral Transaction Analyzer

The Send to SteelCentral Transaction Analyzer menu
option sends the selected bar(s) or component(s) to
Transaction Analyzer for analysis.

Send to File

The Send to File menu option sends the traffic from the
selected bar(s) or component(s) to a user-specified trace
file that will appear, after completion, in the Files panel
for immediate analysis.

Drill Down

The Drill Down menu option applies the user-specified
view to the selected bar(s) or components(s) and opens a
new view tab in the main workspace.

Copy
The Copy menu option copies a tabular form of the
selected data to the system clipboard.

Copy Chart

The Copy Chart menu option copies the selected chart as
a metafile to the system clipboard for pasting into
another application.

Create Filter

The Create Filter menu option creates a filter based on the
current selection within the bar chart and adds the filter
to the Filter List.

Add Watch

The Add Watch menu option opens the Watch Editor
dialog window. The Trigger Condition is based on the
currently selected bar chart. The Data Filter, if any, is
based on the bars selected within the bar chart (if any).

Search

The Search menu option opens a search dialog window to
find data in the charts.

Name Resolution

The Name Resolution menu option tries to identify
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unresolved IP addresses, ports, or MAC addresses from
all or the selected bars. Default is from Settings menu.
Enabled

Turns on auto resolution of current and new addresses.

Resolve Selected

Resolve only selected addresses.

Clear Selected and Clear All

Resolved names not displayed.
Select

The Select menu option provides the option to select the
bar(s) and component(s) of the Bar Chart.
Select All
Selects all bars in the chart.
Select Inverse
Deselects the currently selected bar(S) and selects all
other bars.
Data

The Data menu option provides choices for how chart
data is displayed and sorted.
Percentage
Sorts the bars numerically by their percentage of the total
traffic.
Value
Sorts the bars numerically by their quantitative values.
Default
Reverts to the original sorting order.
Sort By Label
Sorts the bars alphabetically by their labeled column
names.
Sort By Value
Sorts the bars numerically by their quantitative values.
Descending
Sorts the bars sequentially from left to right, either by
name or value, as specified by the first group.
Ascending
Sorts the bars sequentially from right to left, either by
name or value, as specified in the first group.
Show Previous/Next Bars
When there are more bars than will fit in the display area,
selecting this option displays a Previous bar and/or a
Next bar. These bars show cumulative totals for all bars
that come before and/or after the bars displayed in the
current view.

Settings

The Settings menu option opens up a submenu with
specific settings for the chart.

Show Legend

Toggles off or on the Bar Chart legend.

SteelCentral™ Packet Analyzer Reference Manual 233



Show Labels
Toggles off or on the labels on each bar on a Bar Chart.

Tooltips
The tooltips for the Bar Chart display the label of the bar over which the mouse is hovering.

110.00K: 106 21K

B2 50K

7343 4019

Value 73.43K Packets (73.426)
55.00K: ] Percent 28.40%
LastSeen 11/20/2007 12:28:01 PM

27 50K - {"} —

Packets

5.4TK

w2 ) {L\e ‘ﬁ;:ta &8 o
& & & & & f’”ﬁ

Frame Size range
Motes
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Scatter Plot

The Scatter Plot is a versatile and flexible chart that can display complex relationships between
values using three dimensions:

e Y Axis
e X Axis
e Size of the circles, referred to as points

Each of these dimensions can be assigned to one of a predefined set of metrics. For instance, the
user may specify that the Y-Axis represents either 802.11 Channel usage or average frame size.

Scatter Plots are most useful when there is expected to be a correlation between metrics, such as
the total number of packets and the total bytes sent out by a host. For example, if the Y Axis is
“Packet Count” and the X Axis is “Byte Count,” then there is typically a diagonal line of points from
the origin to the top right. An anomaly would then be visually evident if this relationship did not
hold for certain situations.

Default
S : Along with the “Sampling Time” and “Data
200 [ . I Microsoft_4c:06:73 . . ” . . i
: O d I Microsoft_e5:1:43 Retention Time” options previously described,
- \ DellPcbaTe_6d:60:4 . . . .
57.63 P €O ED:II_:didP:B ° | the scatter plot is customizable in the following
7228 B WCtecagbinidea: 2 5] ways using the chart context menu:
2 ® mEE
o 76.8% s emtekTech_Sb:ba: . . .
g ® N I GemtekTech_cd:74:7b e Assignment of the dot size relation
-81.50 [ Gisco-Link_0c:08:73 . .
T [ Cisco-Link_d0:a4:63 o ASSlgnment of X-Axis
= Ee1d [ Buffalo_sf03:c7 ; _Avi
® Bl e Assignment of Y-Axis

W 3com_8d:d&:cT
@ 2wire_de:27:c1
Total Bits

100,003
" 95.08K

1.00 23.75 46.50 §©9.25 92.00
Total Packets - 24.88K
MNotes Ead

Scatter Plot
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Selection

i W Microsoft_4c.06:73
sa00 L Jr \ M Microsoft_e5:1d:43
5763 \ J Il DellPcbaTe_&d:60.4e

a ; | @ Dell_ed:1d:43
7205 .-/- M Cisco-Link_ga:29:58
o | O IntelCorpo_2e:09:1f
S e @ o [ [ GemtekTech_Sb:ba:f0
] - [ GemtekTech_cd:74:7b
.% -51.50 | ll Ciseo-Link_Dc:08:78
= ) | O Cisco-Link_d0:a4:63
5 8613 [ Buffalo_sf:03:c7
i _ B Intel_e4:00:7
ELIE MW 3com_8d:d6:cT
8538 O 2wire_dg:27:c1
o Total Bits
-100.00 © 98 08k
1.00 2375 4650 69.25 92.00 ;=
Total Packets - 24.88K
Motes #*
Scatter Plot with Draw Box
200 I/’\} ] M!cmsoﬂ_-tc:us:?a
LA O Microsoft_e5:1d:43
6763 H DellFc
.). O I:.EI e
7235 Y @ Cisco-Link_ga:29:58
o ! M IntelC _2e09:1f
S 7652 @ [] GemtekTech_8b:ba:f0
] B GemtekTec b
.% 81.50
S =613 =
E 1 B .
H0.78 Wl 3com_Bd:dé:cT
8538 O 2wire_d9:27:c1
Total Bits
-1o0.00 9% 08K
100 2375 4650 6925 92.00 ra
Total Packets b 24.88K
Motes #* |
Scatter Plot with Multiple Selections

Selection in a Scatter Plot is done by one of
four ways:

Search operation

Selection from the legend

Drawing a box around the points
Clicking on the Points to be selected

Clicking with the Control key pressed for
multiple selection is supported for point based
and legend based selection.
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Context Menu

ﬁ Send to Wireshark
Send to File

Drill Down

Copy

Copy Chart

Create Filter

Search

Mame Resclution

COAABOPT

Fit Xand ¥ Axes

Select

Data

©

Settings

Scatter Plot (Selection)

Copy Chart

| &

Search

Mame Resclution

Fit Xand ¥ Axes

<& &

Select
Data

@ Settings

Scatter Plot (No Selection)

The context menu for the Scatter Plot is as follows:
Send to Wireshark

The Send to Wireshark menu option sends the traffic
from the selected point(s) to Wireshark for analysis.

Send to SteelCentral Transaction Analyzer

The Send to SteelCentral Transaction Analyzer menu
option sends the traffic from the selected point(s) to
Transaction Analyzer for analysis.

Send to File

The Send to File menu option sends the traffic from
the selected point(s) to a user-specified trace file that
will appear, after completion, in the Files panel for
immediate analysis.

Drill Down

The Drill Down menu option applies the user-
specified view to the selected point(s) and opens a
new view tab in the main workspace.

Copy
The Copy menu option copies a tabular form of the
selected data to the system clipboard.

Copy Chart

The Copy Chart menu option copies the selected chart
as a metafile to the system clipboard for pasting into
another application.

Create Filter

The Create Filter menu option creates a filter based on
the current selection within the scatter plot and adds
the filter to the Filter List.

Search

The Search menu option opens a search dialog
window that can be used to find data in the charts.

Name Resolution

The Name Resolution menu option resolves the Port
Name, [P Address, or MAC Address of the point(s) in
the Scatter Plot. This option is available only when the
fields are not automatically resolved (see the Name
Resolution submenu available in the Home Ribbon).
Default is from Settings menu.
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Enabled

Turns on auto resolution of current and new
addresses.

Resolve Selected

Resolve only selected addresses.

Clear Selected and Clear All

Resolved names not displayed.

Fit X and Y Axes

The Fit X and Y Axes menu option resizes the X and Y
scales of the Scatter Chart so that all values fit within
the chart.

Select

The Select menu option has two submenu options.
Select All

Selects all the point(s) in the Scatter Plot.

Select Inverse

Inverts the selection of point(s).

Data

The Data menu option provides choices for how chart
data is displayed and sorted.

X Axis

Presents all possible choices for the metric of the X-
Axis. Some charts may only have one option, while
others may have multiple; for instance, “Bits/s”
versus “Bytes/s” or “Packets/s.”

Y Axis

Presents all possible choices for the metric of the Y-
Axis. Some charts may only have one option, while
others may have multiple; for instance, “Bits/s”
versus “Bytes/s” or “Packets/s.”

Size

The dot size of the points can be enabled and
associated with a metric or disabled by selecting
“Nothing.”
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Advanced
Opens up a separate dialog box where drop-down
lists provide options for a chart’s format.

Advanced Dimensicn Mapping x
X hwis:  otal Packets ks
Y &xis . Total Retransmitted Packets -
Size : Total Bits -

0K Apply Cancel

Settings

The Settings menu option provides choices on how a
chartis displayed.

Show Legend

Toggles off or on the Scatter Plot legend.

Show Labels

Toggles off and on the point labels, which can
otherwise be viewed via a tooltip.

Autosize

Toggles off and on whether the area will
automatically resize based on maximum values.

Tooltips
cori A tooltip is shown when hovering over a point. It has the following values:
¥ 981 Name
Y.: 2!.3.77
Sk The Name of the point being charted, such as an IP address or an
802.11 wireless channel.
Scatter Plot
X
The X value refers to the position the point currently occupies on
the X axis and the significance of this with respect to the units for
the X axis.
Y
The Y value refers to the position the point currently occupies on
the Y axis and the significance of this with respect to the units for
the Y axis.
Size

The Size value refers to the dot size of the point and the significance
of this with respect to the units for the dot size.
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Pie Chart

The Pie Chart shows quantitative values as a percentage of a whole. Pie Charts are useful for
instance, when looking at local versus non-local traffic, or finding out what percentage of total
traffic is constituted by a particular host. The elements of a Pie Chart are referred to as slices.

Default

T.26%

9.59%
/ 7.03%

S
5.20%

469%

1.69%

0.75%
63.69%

Pie Chart
Selection
9j99"/" 7.36% T7.03%
\\\ 520%

: 4.69%

" 1.69%

e ) 0.75%

63.69%

Pie Chart Selection

240

Along with the “Sampling Time” and “Data
Retention Time” options previously described,
the Pie Chart is customizable in the following
ways using the chart context menu:

e Toggle of percentage or quantitative
value to be displayed for the time slices.
e Toggle of legend visibility.

The Pie Chart can be zoomed in and out using the
scroll wheel on the mouse.

Selection in a Pie Chart is done either by clicking
on a slice in the Pie Chart or on its
representation in the legend. Clicking with the
Control key pressed for multiple selections is
supported.
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Context Menu

ﬁ Send to Wireshark

Eﬁ Send to File
@ Drill Down
E] Copy
Copy Chart
Create Filter

Search

&A=

Select

Data

Show Legend

@ Send to SteelCentral Transaction Analyzer

Pie Chart (Selection)

Copy Chart

| &

Q Search

Select

Data

Show Legend

Pie Chart (No Selection)

The context menu for the Pie Chart is as follows:
Send to Wireshark

The Send to Wireshark menu option sends the traffic
from the selected slice(s) to Wireshark for analysis.

Send to SteelCentral Transaction Analyzer

The Send to SteelCentral Transaction Analyzer menu
option sends the traffic from the selected slice(s) to
Transaction Analyzer for analysis.

Send to File

The Send to File menu option sends the traffic from
the selected slice(s) to a user-specified trace file that
will appear, after completion, in the Files panel for
immediate analysis.

Drill Down

The Drill Down menu option applies the user-
specified view to the selected slice(s) and opens a
new view tab in the main workspace.

Copy
The Copy menu option copies a tabular form of the
data to the system clipboard.

Copy Chart

The Copy Chart menu option copies the selected chart
as a metafile to the system clipboard for pasting into
another application.

Create Filter

The Create Filter menu option creates a filter based
on the current selection within the Pie Chart and adds
the filter to the Filter List.

Search

The Search menu option opens a search dialog
window that can be used to find data in the charts.

Name Resolution

The Name Resolution menu option resolves, when
applicable, the Port Name, IP Address, or MAC
Address of the slice(s) in the Pie Chart. Default is from
Settings menu.

Enabled

Turns on auto resolution of current and new
addresses.
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.
Tooltips
Web
Value 1.15G Bits (1.148.420,760)
Percent 76.96°
Last Seen  11/20/2007 12:28:01 PM

Pie Chart Tooltip
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Resolve Selected

Resolve only selected addresses.
Clear Selected and Clear All
Resolved names not displayed.

Select

The Select menu option has two submenu options.
Select All

Selects all slices in the pie chart.

Select Inverse

Deselects the currently selected slice(s) and selects all
others.

Data

The Data menu option provides choices on how data
are displayed in the chart.

Percentage

The Percentage toggle labels the slice value(s) as a
percentage of the whole pie.

Value

The Value toggle labels the slice value(s) with their
quantitative equivalents.

Show Legend

The Show Legend check box menu option toggles off
or on the Pie Chart legend.

A tooltip comes up when hovering over a slice. It has the following
values:

Value

The Value refers to the quantitative value associated with that
slice.

Percent

The Percent refers to the percentage that the slice constitutes of
the whole.

Last Seen

The Last Seen refers to the last time that element of the slice was
seen in traffic. This can give an idea as to what percentage in the
time domain the slice refers to.
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Data Grid

The Data Grid chart shows quantitative information pertaining to a number of metrics in a
hierarchically arranged grid. The grid has rows and columns.

The columns can be:

e Rearranged in any order
e Resized
e Hidden and shown

The rows can be:

Filtered

Sorted by one or multiple columns simultaneously
Hierarchically grouped

Summarized by selection, group, or the entire table.

The figure below shows an example grid with a number of features enabled and some grid
components identified.

Grouplng Bar Hlerarchy Expanded Cqumn Heads F|Iter Bars
pr
- CllentIP ™
4 Client Port er Port Blts Bytes Packets
=l “f?‘ ﬁl—l ﬁ‘\—\ ‘ﬁ‘l—l ’ﬁ
B Client IP : 10.0.0.123 =
- M1 ] Sum 682,464 Sum: 85,308 Sum: 110
Bl Server IP : 10.5.852
| [ [ Sum: 632,464 Sum: 85308 Sum: 110
B Start Time : 1132014 12:00:38 PM
| [ [11 Sum: 682,464 Sum: 85,308 Sum: 110 |
B 47080 22 582,464 85,308 10
Client IP - 1014 115
| i} [1 Sum: 468912 Sum: 58814 Sum: 73|
Client IP : 10.1.39.220
| [ [1 Sum: 795,008 Sum: 99,376 Sum: 736
Client IP : 10.1.41.10
| [ [1]  Sum: 1,167,952 Sum: 145994 Sum: 307
Client IP : 10.141.67
| E] [1] Sum: 21082176 Sum: 2635272 Sum. 2,243
Client IP : 10.55.50
- 21 [2] Sum- F17759,784 Sum: 89,719,973 Sum: 76,916/
Client IP : 10.65.73
| 5 [1] Sum: 363733856 Sum: 45466732 Sum: 44,476
Client IP : 10.55.74
| 81 1 2,882,111,616] Sum: 360,263,952 Sum: 291,846
Client IP - 105575
- 3] (1] Sum 45230880 Sum: 5653860 Sum’ 5,480
Client IP : 10.55.76
- 81 [1] Sum: 822,179,088 Sum: 102,772,386 Sum: 91,532
Client IP : 10.55.77
B [1] Sum: 327,359,984 Sum: 40,819,998 Sum: 35,375 . .
— Summary Navigation Bar
Client IP - 10.55.78
| E] [1] Sum: 194,855,744 Sum: 24,356,968 Sum: 20,017
[ e+ 1D - AR R 7O
[278] [28]  11,983,008,550 1,497 875,820 Sum: 1,303,843 5
Notes &
Grid
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Grouping Bar

The elements of the Grouping Bar, called groups, determine the row hierarchy. In the above
example, columns in the view Performance and Errors>TCP>Connections and Requests> TCP
Traffic Details by Connection have been dragged into the Grouping Bar to group the TCP traffic
connections and metrics. The root level contains the Client IP. Each Client IP can be expanded to
show the Server IP, which can in turn be expanded to show the Start Time.

i T ——— _ Each element of the Grouping Bar also has a triangle before each
* serlime | group that specifies the sorting order of that level of the hierarchy.
Grid Grouping Bar The order can be toggled by clicking on the group itself.

Additionally, grouping can be changed by dragging group headers into a different order, and groups
can be removed from the hierarchy by dragging them back to the grid.

The data grid rows organized in a multi-tiered tree using the grouping bar can be fully expanded
and collapsed using the context menu. The “+/-“ box next to a grid row can also be used to expand a

group.

Column Headers

Column Headers refers to columns which can be shown or not shown using the Columns item in the
right-click context menu. Column headers dragged to the top of the chart group rows in the
hierarchy specified in the Grouping Bar. Grouped rows appear under the left-most column header.

Sorting

One or more column headers can be used to sort table rows. Clicking a column head sorts the rows
by that column. An arrow appears above the column name indicating it is being used to sort the
rows and the type of sort, ascending or descending, being performed. Click a column to change the
type of sort done. Sort rows using additional columns by shift-clicking columns in the desired sort
order. The sort type can be changed by shift-clicking on the column.

Grid data is sorted as follows:

Text fields — alphabetically

[P addresses — numerically by each address component, left to right.
Numbers - numerically

Time - by time value

Note: Sorting is done on the displayed value of the cell in each row of a column. The precision of a
value may be higher than that of the displayed value, resulting in cells in some rows appearing to be
the same when they are in fact different.

When using groups, sorting on a grouped column sorts the groups; sorting on a non-grouped
column sorts the rows within each group.

Filter Bars

A Data Grid Filter Bar enables the filtering of data rows by a column. A filter is made up of two
elements :
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e Avalue
e An operator

Clcik in a column’s filter bar to enter a filter. Hold down the shift key and click in a column’s filter
bar to enter additional filters.

Values

A filter value can be entered in the filter bar or selected from a list of the column’s contents by
clicking the funnel icon on the right side of the filter bar. Here is an example of selecting a value
from a MIME Type column. The drop down list contains all MIME types present in the grid rows.

MIME Type
onsoctet-streamiig

application/xavasct
application.ml
applicationx-shocky
image./gff
image/jpeq
image/-icon

na.

Egﬁsr; Status Code

teat Javascrpt = =
text/plain =i ‘

Filter value list Invalid Filter value

Entered values are evaluated as the same value type as the column’s values. For example, in a
column of time values, the entries “2m” or “120s” are evaluated to the same value. Invalid entries,
for example, text entered in a numeric column, are highlighted in red as shown in the figure above.
All filtering is done on the displayed values, so different values can be displayed as the same and
will be filtered as the same value. Note: Only rows can be selected in a grid table, not cells, so you
cannot cut-and-paste the value in a cell for use in a filter. However, a cell’s value can be selected
from the drop down list displayed when you click the funnel icon in a column’s filter bar.

When a filter is applied, a red X appears over the funnel icon. Click the X to remove the filter.

-~ ClientIP
-~ ServerIP 5
~ Start Time

A Client Port Server Port Bits Bytes Packets
| T= \id = 7= 7[> 100000 §

ent IF: 105574
11 1]  Sum: 2,112,901,536 Sum: 264,112,692 Sum: 204,091

= [
:

]
T

ent|F : 105579

[11 [1] Som: 2,214,835,872 Sum: 276,854,454 Sum: 192,466
Client [P : 10.5.42.61
11 [11 Sum: 1,160,729,056 Sum: 145,081,132 Sum: 142,396
[3 [2]1 Sum: 5488,466464 Sum: 686,058,300 Sum: 538,953
Notes #
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Operators

A L 4
~|A.. starts with
..Z2 endswith

abe  substring

less than

less than or equal
equals

different

HoIA

greater than or equal

greater than

For strings or IP addresses

[=L =
starts with

ends with
substring
less than

less than or equal

1A A

equals
different

greater than or equal

v oIV R

greater than

For numbers or time values

Operators Drop Down

A filter Operator is selected by clicking the icon on the left side of a
column’s Filter Bar. A drop down list opens that lists the operators
available based on the type of content in the column (strings, IP
addresses, numbers or time values). After an operator is selected,
rows not satisfying the filter are hidden.

A filter bar has a default operator based on the type of content in
the column. If you enter a value without selecting an operator, the
default operator is used:

e Substring for text or IP addresses

e = for numbers or time values

Further filters can be applied. The funnel now only lists the values
from the rows that are not filtered out.

Once a value and an operator are specified, the filter is enabled.

Selection

Select all or select none can be performed by clicking the cell at the left end of the column header
row. The icon changes when the cell is clicked to indicate whether all or none of the rows will be

selected.

~ ClientIP
~ ServerIP

lient Port
= T= 7=
F 1000123
i )
B Client IP - 10.1.4.115
{)] Q)
P :10.1.39.220
i

Server Port B;li

Row selection: click to select all or none.
Bytes Packets
TE TE 4
sum. 682,464 Sum. 85308 um. 110
Sum: 468,912 Sum: 58614 Sum; 73 —
795,008 wm. 99,376 Sum 736

Any combination of rows or groups can be selected although selecting rows when the parent group
is already selected does not change the meaning of the selection. All of the standard Windows
selection shortcut keys, for example, Control-A, can be used. All of the standard Windows selection
shortcut keys, for example, Control-A, can be used.

The context menu provides options on how selected content can be used.
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Summaries

A table summary appears at the bottom of each table, providing item counts for unique values in a
dimension column and calculated values for a metric column. The type of value calculated is set in
the view and can be changed using the view editor. Right-click the view applied to the traffic source
and click the Edit item. Set the type of calculation you want under Metrics. Below is the example
grid we have been using as shown in the View Editor:

View Editor @ ¥ TCP Traffic Details by Connection | €3 & Service Response Time by Wweb Object- Advanced
TCF Traffic Details by Cannection oz i
TCP Traffic [=] =% ip protocal = "6"
[Docl.rﬂlilim ¥ ]
€ TCP Connection Summary
[cm | Add |]
~ ClientIP
TCP Connection Summary EI S IE AL + Cpact Time
Grid E| = =
= Client Port Server Port Bits Bytes Packets
Fieids G| I |= \idE vi= vi= \idE v
Dimensions 5 5 i 2 Client IP - 105578
Start Time ] 31 11 Sum: 194,856,744  Sum: 243656968 Sum: 20,917
Cliert 1P (28] B Server IP : 10.5.51.54
f— 1 11 Sum: 50,808,240 Sum: 6,813
Client Port 7] e 1M1
= t Time : 1/13/2014 12:00:36 PM
Server IP ] 11 11 Sum-_SeMhs,240 Sum: 6,351,030 Sum: 6,613
f— 1008 2045 50,808,240 6,351,030 6,613
Server Port ]
o = Server IP : 10.5.51.56
i 11 11 Sum: 48,323,808 Sum: 6,040,476 Sum: 6233
e = sig he - 1130 7
Metrics 03 i = fhe : 1/13/2014 12:00:37 PM
p— m m Sum. 48,323,808 Sum. 6,040,476 Sum. 6,233
Bits G 3 Sum =1 |!| 719 2049 48,323,808 6,040,476 5,233
Bytss MG Sum =1 [ = Server IP - 1055175
—— m () Sum: 895,723 696 Sum: 11,965,462 Sum: 8,071
Packets No default Sum - (28]
Sum o = Start Time : 1/13/2014 12:00:37 PM
Mas [11 I11 Sum: 95,723,606  Sum: 11,055,482 Sum: 8,071
Min 739 2049 95,723,696 11,985,452 8,071
g
--------- Time Avg — Client IP : 10.5.5.79
Froperties h 1 [11  Sum: 2,214,835872 Sum. 276,854 484 Sum. 192,466
Client IP : 10.5.5.88
11 11 Sum: 1,823,728 Sum: 227 966 Sum: 335
Client IP : 10.5.5.126
] 0] Sum. 1,485,648 Sum: 185,706 Sum: 204
Mo properties available
prep Client IP : 10.5.14.69
m ()] Sum: 11,110,608 Sum: 1,388,826 Sum: 1,448
Client IP : 10.5.14.81
m [ Sum: 498 422 024 Sum: 82,052,753 Sum: 59833
[278] [28] Sum: 11,883,0065580 Sum 1,497 875,820 Sum- 1,303,843
pdate | | Daone Notes
[ imront Sclaction: 1012 12-00-26 - 12-00-08 (N1 @ 1 car - Tolal Windosa 112 170036 - 12-00-08

If no rows or groups are selected, the summary table includes all table rows and groups. If specific
rows or groups are selected, the summary only includes the selected items. Selected rows that
appear in a selected group are not double counted.

A group summary is provided for each group. A grid with three groups, such as our example, will
have a summary shown for each group. Our example includes a summary for Client IP. A summary
for Server IP, and a summary for Start Time, as shown above.

Note: If a grid has 300 or more rows, a navigation pane appears in the lower right corner of the
screen. The table summary includes the rows indicated by the navigation pane, which could be less
than the number of rows in the entire table.

To save a view with customized summary calculations, click Save in the View section of the Home
ribbon. A new name must be used as standard views cannot be overwritten.
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Context Menu

d Send to Wireshark

Send to File
Drill Down

Copy

Create Filter

Search

Fit Content
Columns

Expand All

RHHOLAAZLSTE

Collapse All

Select

©

Settings

Send to SteelCentral Transaction Analyzer

Grid (Selection)

Search

Fit Content
Columns
Expand All

Collapse All

eeago &

Select

©

Settings

Grid (No Selection)
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The context menu for the Data Grid is as follows:
Send to Wireshark

The Send to Wireshark menu option sends the traffic
from the selected row(s) and group(s)to Wireshark
for analysis.

Send to SteelCentral Transaction Analyzer

The Send to SteelCentral Transaction Analyzer menu
option sends the traffic from the selected row(s) and
group(s) to SteelCentral Transaction Analyzer for
analysis.

Send to File

The Send to File menu option sends the traffic from
the selected row(s) and group(s)to a user-specified
trace file that will appear, after completion, in the
Files panel for immediate analysis.

Drill Down

The Drill Down menu option applies the user-
specified view to the selected row(s) and group(s)and
opens a new view tab in the main workspace.

Copy
The Copy menu option copies a tabular form of the
selected row(s) and group(s) to the system clipboard.
Copy Chart

The Copy Chart menu option is always disabled for
the grid and is included in the context menu in order
to be consistent with the other charts.

Create Filter

The Create Filter menu option creates a filter based on
the current selection within the Grid and adds the
filter to the Filter List.

Search

The Search menu option opens a search dialog
window that can be used to find and select data in the
chart. Note: Remove all groups from a grid table
before using Search.

Name Resolution

The Name Resolution menu option is always disabled
for the grid and is included in the context menu in
order to be consistent with the other charts.
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Fit Content

The Fit Content menu provides options for resizing
the table columns.

e No fitting - The ame default width is given to
each column. Column widths can be manually
adjusted.

e Fit Window - Column widths are adjusted so
they use the entire horizontal space. Each
column is given the same width. Column
widths can be manually adjusted.

e Fit content - Column widths are adjusted
based on the column content.Column widths
cannot be manually adjusted.

Columns

The Columns menu option expands to a submenu that
is used to show and hide columns in the grid. A menu
shows a check box for each column. Toggling the
various options will either show or hide the
corresponding columns. A checkbox is also provided
to show all items in a single click. Grouped columns
visibility cannot be changed.

Show All
Start Time
ClientIP
Client Port
Server IP
Server Port

Bits

AR

Bytes

(]

Packets

Expand All

The Expand All menu option expands the ordered
hierarchy of the rows.

Collapse All

The Collapse All menu option collapses the ordered
hierarchy of the rows.

Select

The Select menu option has two submenu options.
Select All
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The Select All menu option selects all visible rows and
groups in the grid.

Select Inverse

The current selection in the grid is inverted.

Settings

The Settings menu option provides specific settings
for the chart.

Show Filter Bar

Shows or hides the filter bar on the Data Grid Chart.
Show Grouping Bar

Shows or hides the Grouping Bar on the Data Grid
Chart.
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Channels Button

A Packet Analyzer provides 802.11 wireless analyses on live traffic using the Riverbed® AirPcap
adapters for wireless interfaces.

————{ Devices | Files |

v ™ Local System
"{"AirPcap Wireless Caplure Device (1 channel)
-# Google. Inc
=@ Intel(R) 82577LM Gigabit Network Connection
-#® Juniper Network Connect Virtual Adapter
- Microsoft (2)
-# Microsoft
-# VMware Virtual Ethernet Adapter (2)
<@ \/Mware Virtual Ethernet Adapter

Figure 46 Wireless Interface in Sources Panel

Regardless of the number of AirPcap devices connected to the system, they are shown as a single
aggregated capture device, where the number of channels, in parentheses, corresponds to the
actual number of AirPcap capture devices (see Figure 46). The AirPcap adapters are aggregated
into a single capture device for convenience in dealing with hopping or scan sequences, where the
adapters are sequenced through multiple channels using the Channel Management Panel.

Note: Although it is possible to use different types of AirPcap adapters at the
same time, in some cases there may be conflicts in the capabilities
available on different adapters.

The Channels button in the Home Ribbon brings up the Channel Management Panel. The Channel
Management Panel selects which channels to capture for a particular time interval. The Channel
Management Panel is available in the Home Ribbon and is shown below.
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i

Channels
B = & 1 : s > N
All Channels Q 6 G Locked Channels (Maximum Active: 1) 6 (', 6
Search I:] | Channel Frequency: Type .
A [ BG [N Unnamed | 8 2437 BG Locked
Channel | Frequency | Type 4 ™ Channels
1 2412 BG |
12 2417 BG .
3 2422 BG — [ %
4 2427 BG L
C N
s 2432 BG Scan Sequence @09
6 2437 BG
7 2442 BG Duration (ms)
8 2447 BG | Channel Frequency: Duration: Type
2 2das £ 8 2447 1000 BG
All '::’ §$ x 1 2462 1000 BG

Channels 2 P BG
13 2472 BG
14 2484 BG
240 4920 A Scan
241 4925 A Sequence
242 4930 A
243 4935 A
244 4940 A
245 4945 A
246 4950 A
247 4955 A
248 4960 A
249 4965 A
250 4970 A >
Ara anwr a > J

Channel Management Panel

Note: To close the Channel Management Panel, click the Channels button again
or click somewhere outside of the submenu. All changes take place
immediately hence there is no need for confirmation buttons.

There are three main sections of the Channel Management Panel as shown in the above image:

e All Channels
e Locked Channels
e Scan Sequence
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All Channels

(Al Channels YY) For the purpose of this document, a channel corresponds to a
center frequency, bandwidth, and type of 802.11 frames that can
Search [ | be received. The types of frames are:
A BG Unnamed
Channel | Frequency|  Type = || BG-802.11bor 802.11g
1 2412 BG
o - o A-802.11a
- - 56 N - 802.11n without an extension channel
4 2427 BG
5 2432 BG NHigh - 802.11n with an extension channel above the center
6 2437 BG
= - o frequency
g ;::; $ Nlow - 802.11n with an extension channel below the center
= e = frequency
112 iﬁ i The available channels depend on the specific AirPcap devices
13 2472 BG attached to the system.
14 2484 BG
3:? :332 i 2.4GHz Center Frequencies:
242 4930 A
243 4835 A AirPcap Classic/Tx - 20 MHz bandwidth, 802.11b,g (BG)
o AirPcap Ex - 20 MHz bandwidth, and 802.11b,g (BG)
245 4950 A . .
e e B AirPcap Nx - 20 MHz bandwidth, and 802.11b,g,n (BG or N)
iﬁ :xg i AirPcap Nx - 40 MHz bandwidth, and 802.11b,g,n (BG or N or
= — = ] NHigh or Nlow)
5GHz Center Frequencies:
All Channels

AirPcap Ex - 20 MHz bandwidth, and 802.11a (A)
AirPcap Nx - 20 MHz bandwidth, and 802.11a,n (A or N)

AirPcap Nx - 40 MHz bandwidth, and 802.11a,n (A or N or NHigh
or NLow)

For example, the AirPcap Ex adapter at 2.437 GHz center
frequency will capture BG frames. At 5.260 GHz, the AirPcap Ex
adapter will capture A frames.

The AirPcap Nx adapter at 2.437 GHz center frequency and 20
MHz bandwidth will capture BG, A, and N frames. At 5.260 GHz
center frequency and 40 MHz bandwidth (NHigh), the AirPcap Nx
adapter will capture A, N, and NHigh frames.

Channel Names

Channels are generally identified by a number and a frequency
band. For example, channel 13 in the 2.4 GHz band corresponds
to center frequency 2.472 GHz. Not every available channel will
have an assigned number. This is indicated by N/A for the
channel name.
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All Channels Panel

The All Channels panel includes the following:

e A list of all of the available channels. This list depends on
the available AirPcap adapters. The list columns include
the channel name, the center frequency, and the type of
frame that can be received.

e A search bar that automatically matches any field in the
channel list.

e Four filter buttons to quickly hide or show the A, BG, N,
and Unnamed channels.

e Alternating color rows so that different ways to interpret
a channel at the same frequency are visually broken up.

e Selection control buttons.

This view enables a traditional flat list of channels that can be
quickly navigated and selected without concern for the
complexities of the standards.

However, there are some very important restrictions that must
be taken into consideration when using multiple classes of
AirPcap adapters at once:

N and BG channels are mutually exclusive. If there is one N
adapter and one BG adapter, then only the N adapter can scan the
2.4 GHz BGN range.

For the purpose of documentation, the control has been broken
into the following components:

e (Channel List
e Search and Filter Bar
e Selection Controls
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Channel List

Channel |[Frequency| Type  «||  The Channel List is a scrollable list of all channels supported by all
O S connected AirPcap Adapters. This list automatically changes when the
3 22 86 number of adapters changes (which is updated by clicking the Update
4 2427 BG . . .
5 2432 BG Sources button, described in the Home Panel section).
(] 2437 BG
: - B The colors in the list are to provide contrast for easy navigation. The
9 22 BG only rule they follow is that they are alternated based on frequency.
10 2457 BG
i 2E 8 The Channel List has three columns:
12 2457 BG
o bl o Channel
— The canonical name for a channel. This is how the channel is
;ﬁ :3:2 : usually referred to, such as Channel 6. Not all available
264 4080 A frequencies have a canonical name.
245 4845 A
;:g :322 : Frequency
243 4960 A The actual center frequency of the row in MHz.
249 4065 A
250 4970 A - Type
The type of Channel; one of the following: BG, A, N, NHigh,
Channel List NLow.
Selection Controls
@ The Select None button deselects all channel(s) in the channel list, if applicable.
Select No
Channels
@ The Select Inverse button reverses the channel list selection(s).
Invert
Selection
6 The Select All button selects all of the channel(s) in the channel list.
Select All
Channels

Search and Filter Bar

The search text box can be edited at any given time and gives the results in real time.

The filter bar contains four buttons, each corresponding to a set of channel types. Since there may
be times when not all classes of AirPcap Adapters are plugged in, some of the filter buttons will be
disabled. For instance, in the example, since there is no 802.11n wireless adapter plugged in, the N
button is grayed out.
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Locked Channels

Locked Channels (Maxmun 2cive 1) @ @ @ | The Locked Channels is a list of channels that are used to

Channel | Frequency Type assign a wireless adapter dedicated to a channel. It contains
Transfer || & % four elements:
Controls e Title
. e Selection controls
e Transfer controls
Locked Channels e Channellist
The following is saved in the global configuration file:
e Locked channels
Title

The Title specifies how many channels can be locked. This number is equal to the number of
AirPcap adapters recognized by Packet Analyzer. If you plug more AirPcap Adapters in, or take
some out, then you must click the Update Sources button in the Home Ribbon in order for your
changes to be reflected in the maximum channel tally.

Selection Controls

The Select None button deselects all channel(s) in the channel list, if
applicable.

¢

Select No
Channels

The Select Inverse button reverses the channel list selection(s).

@

Invert Selection

The Select All button selects all channel(s) in the channel list.

@

Select All
Channels

Transfer Controls

The Right Arrow button adds the selected channel(s) to the locked list. If the
selected channel was in the Scan Sequence List, it is removed from that list.

v

Transfer
Channels
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The Remove button removes the selected channel(s) from the lock list. The
lock list can be empty.

Remove
Channels

Scan Sequence

("Scan Sequence @ ® o | The Scan Sequence is a list of channels that the
Duration {| Durtion(ms) wireless adapter(s) will listen on occasionally. It

Channel | Frequency | Duration|  Type contains four elements:

i 2447 1000 BG

11 2452 1000 BG .
e Duration
e Selection controls
e Transfer controls

Transfer e Channel list
Controls
The following is saved in the global configuration file:
e Scan sequence elements
e Duration for each element
3

Scan Sequence

Note: The scan sequence is determined by the number of AirPcap adapters and
their individual capabilities. For consistent results that are independent
of the specific scan sequence, it is advisable to have only one type of
AirPcap adapter in the system, for example, either all AirPcap Ex
adapters or all AirPcap Nx adapters. Having both AirPcap Ex and
AirPcap Classic/Tx adapters works well in the 2.4 GHz band, but not in
the 5 GHz band.

Duration
Duration (ms) The Duration edit box sets how long each selected channel will be locked

. before moving on to the next available channel in the scan sequence.
Channel Duration

Selection Controls

@ The Select None button deselects all channel(s) in the channel list, if applicable.

Select No
Channels
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@ The Select Inverse button reverses the channel list selection(s).

Invert
Selection

@ The Select All button selects all channel(s) in the channel list.

Select All
Channels

Transfer Controls

The Right Arrow button adds the selected channel(s) to the scan sequence
list. If the selected channel was in the locked list, it is removed from that list.
Durations of previous, deleted channel(s) are not saved if they are
Transfer retransferred. Channels are removed from the Locked Channels section
Channels when they are transferred.
The Remove button removes the selected channel(s) from the scan list. The
scan list can be empty.
Remove
Channels

Scan Sequence

The Scan Sequence is a frequently updated color-coded list of scanned channels. The scan sequence
is updated a few times per second to reflect which channels are currently being scanned.
Additionally, the channel list in the Scan Sequence has one extra column named “Duration” which
refers to how long that channel will be scanned before moving on to the next. Each channel can
have a different duration value.
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Decryption

Packet Analyzer supports three different types of Wireless decryption:

o  WEP (“Wireless Encryption Protocol” or more properly, Wired Equivalent Privacy)
e WPA 1 (Wi-Fi Protected Access with CCMP as specified in I[EEE 802.111i)
o WPA 2 (Wi-Fi Protected Access with TKIP as specified in IEEE 802.11i)

Decryption is done through the Wireless Decryption Keys Manager. The decryption keys are global
and saved in the configuration file. Note that an exported configuration file will contain the
decryption keys so care should be taken.

Wireless Decryption Keys Manager

oy Becryptiomeye—| The Wireless Decryption Keys Manager is available in the Home

Ribbon.
Add Key
‘ %{J When clicked, a submenu appears with the following options:
Use Injectionto Speed Up
‘ 4 fF':‘-LfJF"-‘qZ DﬁCPEF'tiC'F ’ Add Key
TSNk The Add Key button, described below, is used to add a
new decryption key to be used for future analysis.
Decryption Keys

Use Injection to Speed Up WPA/WPA2 Decryption
The Use Injection to Speed Up WPA/WPAZ Decryption
check box, described below in the section entitled “WPA
related packet injection” is only enabled if all plugged in
AirPcap adapters are Ex. Please note that there are a
number of important considerations when using this
feature, as discussed below.

Disable All Decryption
The Disable All Decryption check box is used to
completely turn off decryption. This may decrease the
time required to process a packet if trying to mitigate
packet loss on an extremely busy network. It can also be
used to confirm that a network is encrypted.

Note: To close the Wireless Decryption Keys Manager, click the button again or
click somewhere outside of the submenu. All changes take place
immediately hence there is no need for confirmation buttons.
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Adding a Key

I (s Decryption Keys |

% Add Key

S Key 0 —

Decryption Keys with Key

(5 Decryption Keys =

CaKey 0 Name Kepl
Type | WPAMFAZ Passphrase
ssio
Key Show

Disable Key

%b Delete Key

Decryption Keys with Key
(Detail)

260

To add a key, click on the Add Key button. The submenu will
change to show a scrollable list with one decryption key, and
as many decryption keys can be added as desired. Note that
there is no need to associate a particular decryption key
with a trace file or wireless adapter, as the appropriate
decryption key will be automatically matched with its
specific context.

After a decryption key has been added, its parameters need
to be set by clicking on the key. A submenu opens to the
right of the key title with seven controls:

Name
The Name field refers to the canonical name of the
decryption key. This is used for management of
decryption keys, as it is what will appear as the name
in the key gallery, but does not affect decryption.
These names need not be unique.

Type
The Type combo box is used to specify the type of
decryption key to be added. This is a crucial option
as different types will map to entirely different
decryption algorithms.

SSID
The SSID field is required for WPA related
decryption keys, but is disabled for WEP decryption
keys because the SSID is not needed to decrypt WEP
traffic.

Key
The Key field is used to specify the shared decryption
key needed for a wireless network to be decrypted.
Hexadecimal values can be placed here as a single
string when appropriate and are not case sensitive.
Additionally, 104-bit and 40-bit WEP decryption
keys are detected automatically from the Key field
input length. For instance, if the type is set to WEP
and “A05B06c07d” was put into the Key field, it will
be detected as a 40-bit WEP key.

Show
The Show check box shows or hides the text in the
Key field. By default the Key field uses substitution
characters for obfuscation. However, this can be
disabled and the field can be seen in plain text by
toggling on the Show check box.

Disable Key
The Disable Key check box disallows a decryption
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key from being considered when decrypting traffic.

This can be useful for two reasons:

e To confirm that traffic is encrypted.

e To speed up decryption. By disabling a
decryption key, fewer decryption keys will be
considered as candidates for decryption and so
therefore, decryption will speed up.

Delete Key
The Delete Key button immediately and irreversibly
removes a decryption key from the Key list.

WPA Related Packet Injection

Wireless networks secured using the WPA protocol cannot be decrypted as easily as their WEP
counterparts. This is because unlike with WEP, simply having a decryption key is not enough to
view the traffic of other stations on a network. The access point establishes a different, temporary,
ostensibly unique trusted link with each station on the network.

In order to successfully decrypt WPA traffic then, even with a valid decryption key, the setup of this
link needs to be captured. However, because stations may not authenticate for hours or possibly
longer, in order to view traffic without waiting a long time, the hosts need to re-associate with their
access point.

This can be achieved by sending out a de-authentication request which asks the stations to re-
associate with their access point.

Note: WPA packet injection only works if all the plugged in AirPcap adapters
are EX class. If not all of the plugged in adapters are AirPcap EX, then the
checkbox will be disabled.

Note: Although it ultimately depends on the wireless adapter of the station, it
is very probable that this action will temporarily drop the connection
between a station and its access point.
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In Wireshark, the deauthentication frame will look similar to the figure below:

Tl {Untitled} - Wireshark ==
File Edit Wew Go Capture Analyze Statistics Help

2w BEXR2L| A« TE (BB QRQAQA0| #0NB % |
Filker: |w'|an.‘ch == 0xb053%alle >  Expression.. Clear Apply |
@0z, 11 Channel: |2452 [BG 9] * (Channel OFFset:ID_ - | FCS FiIter:IAII Frames - |Decrypti0n Maode: IWireshark - | ‘Wireless Settings. .. |

Infa ;I

54,

Protocol

Destination
00:14:a5:40:11:a0

Source

yeauthentication, S FN=0,

B Frame = on wire,
® Radiotap Header w0, Length 32
B IEEE 802.11 peauthentication, Flags: ........ C
Type/subtype: Deauthentication (0x0c)
B Frame Control: 0x00C0 (Mormall)
version: 0
Type: Management frame (00
Subtype: 12
Bl Flags: 0x0
DS status: Mot leaving DS or network is operating in AD-HOC mode €To DS: O From DS: 0) (0x00)
.0.. = More Fragments: This is the last fragment
oo O... = RELry: Frame s not being retransmitted
0 oo = PWR OMGT: STA will stay up
.00 ... = More Data: Mo data buffered
L0.. .... = Protected flag: pata is not protected
O... .... = order flag: nNot strictTly ordered
Duration: 314
Cestination address: 00:14:25:4%9:f1:a%9 (00:14:a5:49:F1:a9)
Source address: 00:14:bf:0c:08:78 (00:14:bf:0c:08:78)
ESS Id: 00:14:bf:0c:08:78 (00:14:bF:0c:08:78)
Fragment number: 0
Sefquence number: 654
H Frame check sequence: Oxb05%alle [carrect]
[Good: True]
[Bad: False]
El IEEE 802.11 wireless LaN management frame
Bl Fixed parameters (2 hytes)
Reason code: Class 3 frame received from nonassociated station (0x0007)

0000
[eexRe]
0020
0030

Frame (frame), 62 bytes |F‘ackets: 613 Displayed: 1 Marked: 0 Dropped: O I_‘é

Wireshark analyzing a Packet Analyzer generated Deauthentication frame
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Drill Down

Drill Down enables data to be analyzed at various levels of detail by iteratively applying views to
visually selected subsets of the data.

How to

A Drill Down can be done in three ways:

e Make a selection in a chart and click the Drill Down button in the Chart Selection section of the
Home Ribbon.

e Right-click a selection in any chart and select Drill Down from the context menu.
Drag a view from the Views Panel over a selection in a chart.

Every chart has a means of selecting data subsets to enable a drill down operation.
The following operating rules apply to drill down operations:

e Ifyou can create a filter using a selected item, you also can drill down on the selected item.
e Drill down is not available for a time selection in a view applied to a live source.
e Drill down is chart specific. Drill down may be available in some charts in a view, but not others.

Examples

For examples of Drill Down sequences and operations, please refer to the tutorial videos. Click
Getting Started in the General section of the Home Ribbon
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Filtering

Packet Analyzer offers several ways to apply user-defined filters on large data sets to help focus the
analysis the data of interest.

Filter panel

The Filter panel, located on the right side of the Packet Analyzer user interface in the tabbed
navigation panel, displays and organizes the set of filters. The panel is composed of three elements.

| » Filters
Stert Search 2} Filter Search Box
v G MAC - [

a0, Traffic toffrom MAC address

i, Traffic from MAC source address

= Filters

i Traffic to MAC destination address
i, Broadcast traffic

@y, Unicast traffic

m

o, ARP traffic

Events

- Filter Library

1 3 802.11
&g IP

1 & TCR/UDP
1 €1 Web

- @3 SaL

& & VolP

1 &3 FIX

- &3 CIFS

1 & Citrix

1> &3 PColP

1> 3 VXLAN - (L
[ | Details

Name ARP traffic

¢

Type i Shark Filter [-]

- Filter Editor

Filter String | mac protocoel_type_name="ARP"
& [9]]

Filter panel

g -

Filter Search Box
The Filter Search Box is used to locate specific filters among the list. The search will match any filter
that has the search string in either the filter name or the filter string.

Filter Library

The Filter Library displays the collection of pre-packaged and user customized filters. Filters can be
selected, edited, moved, added and removed through the buttons on the bottom of the library, or
through the context menu.

Filter Editor
The Filter Editor section has three elements:

Name
The name of the filter to be modified.
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Type

The language the filter is to be written in. There are four languages available:

e NetShark Filter
e BPF!
e Wireshark Display Filter 2
e Time Interval
Filter String

The code for the filter associated with the description as specified above.

Apply

Q

Prepare

The Apply button is used to apply selected filters to the current view. It provides
the user with a list of options that can be used in applying the selected filter based
on the operator. This set matches that of Wireshark’s context menu for filters:

Selected

Not Selected

... and selected

... and not selected
... or selected

... or not selected

Selected filters are applied in place of applied
filter of the same type.

Selected filters are applied to the currently
applied filter of the same type and the new
filter value depends on the chosen operator.

If more than one filter is selected, filters of the same type are aggregated using OR,
while filters of different types are aggregated using AND.

The Prepare button sets up the selected filters for editing in the Filter Bar
(described below) without applying them. See the Apply button for options.

! BPF was published in USENIX 93 and can be seen here: http://www.tcpdump.org/papers/bpf-
usenix93.pdf

2 See http://www.wireshark.org/docs/dfref/
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Edit

The Edit button moves focus to the Filter Editor at the bottom of the Filter panel to
edit the selected filter. If no view is currently applied, the same behavior is
performed by pressing the Enter key.

Delete

The Delete button removes the selected filters from the collection after prompting
the user for confirmation. The same behavior is performed by pressing the Del key.

Duplicate

The Duplicate button creates a copy of the selected filter. The new copy has the
same filter type and value as the original, but has a unique name, constructed by
appending a counter to the original name.

Move to Top

The Move to Top button moves the selected filter to the top of the hierarchy level in
which the filter is located, to give it more visibility.

New Filter/Folder

The New Filter button creates a new filter and adds it to the collection. If clicked
from the context menu or in the Filter Editor when something is selected, the
behavior is similar to Duplicate button (except for the name). Otherwise a new
default BPF filter is created.

The New Folder button creates a new empty folder as subfolder of the selected one.
If none is selected a new folder is added to the root level.
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Sort

A The Sort button sorts the collection elements based on one of the following options:
..-_ Default (order defined in the Packet Analyzer configuration file), Name or Type.

Reset Filters

The Reset Filters button restores the factory-defined filter list. If the configuration
file was imported from an older version of Packet Analyzer (formerly Cascade
Pilot), there is an option to merge the filters defined by the new version into the
factory list.

Drag & Drop
Filters can be easily dragged in and out of the panel to create, organize or apply filters.

{ Davaies |_Fillem__ © Top F T cr [* Filers
8 Lonal Sy [E TRl " -
v i Dl Tog e - Pacham T Vs - i 7 il T T s - AT Ll E
= o e T ;

o Top O TR (1 e

P EEE A E

e
W

i L el ey
i Pardans amgm
= o T el e L 3 . o e LIS et B
il dpp P Ty L
ol Ton P Soarcen
3l T P vt
SRR T
2 ik Sl P

3l 7o Destepion oy > ‘f‘ ; F . 1
Swamee || ST A Y &
i [P
LR = ="
M D o i * B0 A T A 8 W e -l el 1 20T 0 ﬁ of e b ] . 3

Dragging and dropping filters

Inside Filter panel

e Within the Filter panel itself, filters can be dragged around to change their position inside
their folder, or to move them from one folder to another. If the Control key is held during
drag, a copy is performed instead of a move.

e Folders cannot be copied or moved. It is only possible to change their position by dragging
them within the same hierarchy level.
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From Filter panel

Filters can be dragged over an unapplied standard view in the Views panel, creating a
filtered view in the Custom Views folder. If a filter is dragged onto a custom view, that view
is modified to add the filter.

Filters can be dragged onto the Filter Bar or onto an applied view chart, which will apply the
view to the open view. Multiple selection is supported:

0 Two or more filters of the same type will be applied as a single filter item in the
Filter Bar in OR.

0 Two or more filters of different type will be set on as many filter items in the Filter
Bar as the number of different filter types in the multiple selection. Filters of the
same type are in OR, otherwise in AND

When a filter is dragged onto the filter bar and a previous one of the same type is already
set, the new one replaces the old one. A new filter can be applied using OR or AND with the
previous one by holding, respectively, Control and Alt keys while dropping.

A time filter can be dragged over the master controller to apply it. It can be dragged over a
Strip Chart or Sequence Diagram to perform a time selection or over the Filter Bar to apply
it to the view.

To Filter panel

Any filter can be dragged from the Filter Bar onto the filter panel to create a new item in the
list. Also, time filters can be created by dragging a time selection from the Strip Chart,
Sequence Diagram or Master Controller onto the Filter panel.

Shortcuts
Some of the operations can be performed by keyboard shortcuts:

Double-Click / Enter:
0 Folder list item: expands the folder in the Filter panel to show its name and moves
focus to it.
o Filter list item
» Ifno view is applied, expands the Filter panel editor showing the filter
details and moves focus to the editor.
= Ifaview is applied, adds the filter to the view and updates it instantly.
F2: expands Filter Editor details and gives focus to it.
F3: gives focus to search box.
Del: removes selected item.
Typing a filter name performs a search and first occurrence is selected.

Filter Bar

The Filter Bar is a visual component on the top of an open view that shows the currently applied
filters and/or the filters being edited. It is the Packet Analyzer equivalent of Wireshark’s “display
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filter input” and provides the user with a graphical interface to disable, edit, save, remove and apply
filters. Whenever a filter is applied or modified, the view is updated to show the new filtered data.

Filter - ARP traffic -3

| ARP traffic |Z|*’-"’-: mac.protocol_type_name="ARP" |Z| |E| |E | @ || G || a |

Filter bar

The bar displays the filter parameters and a check box on the left shows if a filter item is currently
applied to the view. Checking or unchecking that item performs an instant view update.

Save
The Save button saves the filter, adding it to the root folder in the Filter panel.
Delete
The Delete button removes the applied filter and updates the view. If the filter isn’t
applied, all the fields are simply cleared.
Apply
The Apply button applies the filter changes and updates the view. This behavior
can also be performed by pressing the Enter key.
Prepare

The Prepare button creates a new empty row and adds it to the filter bar so that a
new filter can be edited and applied.
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Delete All

The Delete All button removes all the filters from the Filter Bar and updates the
view accordingly.

Note: It is NOT possible to have two or more filter rows with the same filter
type because each filter item specifies one and only filter type. Different
types are defined on different rows and are combined using AND.

Drag & Drop behavior
Filters in the Filter panel can interact with the Filter Bar through Drag & Drop or by means of the
context menu.

o e = Hiars
¥ il | v -

Filter panel - Filter bar interaction

As mentioned above, any filter can be dragged over the Filter Bar to instantly apply it. See the
previous section for a description of the various options for applying filters using drag & drop.

Shortcuts
Some operations can be performed using keyboard shortcuts:

o Enter: Apply the filter, if modified.

e Control+Z: Undo changes in the filter value combo box in order to show the history of the
applied filters.

e Control+Y: Redo changes in the filter value combo box.
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Filter Dialog

=) The Filter Dialog appears every time an
operation with a filter is requested; for
e S S example, after selecting any option to send
traffic with a filter either to file or to

g Wireshark.

4 Filter Editor

ey Traffic toffrom MAC address

The Filter Dialog implements the same
graphical interface shown in the Filter
panel, but it is not possible to apply filters,
drag them out of the control, delete or reset
them.

e, Traffic from MAC source address

m

@iy Traffic to MAC destination address
@i Broadeast traffic
ey Unicast traffic

e [ARP traffic

1> & 2802.11
[~ Details
Name ARP traffic

Type “ Shark Filter |Z|

Filter String  mac.protocel_type_name="ARP"

ok || Cancel

Filter Dialog
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Search Dialog

= The Search dialog can be activated either by clicking on
the binocular icon labeled Search in the Home Ribbon or
by context clicking on a chart and choosing the “Search”
option. There are two search features:

Search

Find what:

Look in:

Current Chart = [ Search Context
(emitaeas] e Search Style
Match case ‘

Match whole word
Inverse selection

Use Regular Expressions

Cancel |

Search Dialog

Search Context

Using the Look in drop down selection, searches can be executed over the following three scopes:

Current Chart

The Current Chart drop down menu option refers to the currently selected chart, identified
with an orange border.

Current View

The Current View drop down menu option refers to the foremost tab and all associated
charts.

All Open Views

The All Open Views drop down menu option refers to all open views with a tab in the main
workspace

Search Style

Different types of searches can be executed based on what is selected in the Find Option subsection
of the Search dialog. There are four checkboxes:

Match case
The Match Case check box toggles case sensitivity for alphabetic characters [A-Z].

Match whole word

By default, search looks for substrings. For example, if a hostname is “www.riverbed.com”
and “river” is searched, then “www.riverbed.com” would still be matched. When Match
whole word is checked, then only entering the full “www.riverbed.com” string will match.

Inverse Selection

The Inverse Selection check box toggles whether the results that match the search term
should be selected, or their respective inverse.

272 SteelCentral™ Packet Analyzer Reference Manual



Use Regular Expressions
Packet Analyzer supports POSIX regular expressions for advanced searching, which are well
documented elsewhere. The basic syntax includes:

A Match the beginning of a label.
“7” would match “intel” but not “cisco”.

$ Match the end of a label.
“1$” would match “intel” but not “airlink”.

Any single character.
“i.t” would match “intel” or “virtech” but not “cisco”.

? Zero or one of the previous character.
“i.?t” would match “intel” and “itech” but not the word “inert”.

* Zero or more of the previous character.
“i.*e” would match “intel” and “virtech” but not “cisco”.

+ One or more of the previous character.
“i.*n” would match “intel” but “i.+n” would not.

Multiplicity operator
“intel|cisco” will match either “intel” or “cisco” but not “virtech”. The parenthesis
can be used to encapsulate an expression. For instance “(el|co)$”

\ The escape character.
In order to find a dot, “.” will not suffice since it will select any character. Specifying “\.”
overrides the default operation of the dot.

{#,#} A certain count of the previous character.

The “{“ operator specifies a range. At least one is required.

“i.{2}e” would match “intel” since there are 2 characters between the [ and e.
“{2}” or “{2,}" can be read as “only 1 character”.

“{1,4}” can be read as “between 1 and 4 characters”.

[range] A range of characters.

Ranges can be either an enumerated list of characters, such as “[abde]” or a hyphenated list
such as “[A-Z]” or “[0-9]”". For instance “1[0-3]{2}” would match “103” and “121” but not
“140” or “152”.

Additionally, ranges support the * operator for inversion. For instance, “*[*i]” would select
say “airlink” and “netgear” but not “intel”.
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Regular Expression Example

All local IPv4 networks

The [Pv4 address ranges 10.0.0.0/8, 192.168.0.0/16, and 172.16.0.0/16 are reserved for
local networks. A regular expression that matches all of them would be as follows:

A(192\.168|10\.|172\.16)
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Multi-Segment Analysis (MSA)

Multi-segment analysis (MSA), added in version 9.5, allows you to combine traffic data captured
over the same time period from different locations on the network so you can view and analyze the
traffic flows.

Client

Capture
Point 2

Capture
Point 5
Server
Typical network path using multiple segments between hosts
& M5A Sequence Dhagram &b
| Filters {Nane)

| 4%%4 18422 i

£, 4 : : .

2 TG Day
55 e Cr Dustic ACK Se0 T8y Jichs @002
1.300 i Trrm_v'_‘_‘_“_f'."ﬂ—— 0 Byten i [ RLT-FE
sren R Sa TR o Bytes w Capture Points
TEP Ha, = I I 1: rowtend
Soy: Jnay o
1350 M3 By "
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S Soq. a0y,
1448 B
1.400 T  Message Colors
B JERn, Aok L B TCP Data
L 1% WS ETCPDuplicate Acks
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Typical multi-segment sequence diagram showing
traffic flows through capture points between hosts
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General approach

Review timestamp settings at the packet source

Accurate timestamps at the packet source and capture points are critical when performing multi-
segment analysis. Inaccurate timestamps are very difficult to adjust automatically or manually, and
frequently result in a failed MSA view.

Do the following to minimize timestamp issues when doing MSA analysis:

o If possible, use hardware taps to provide timestamps. Such devices can coordinate timestamps
across network locations and help ensure accurate timestamps.

o Use NTP or other highly-accurate time references. Be sure that all capture devices reference the
same time source.

e When using a hardware tap, make sure that your NetShark specifies the correct tap type when
configuring the capture interface on the NetShark.

If your multi-segment source name indicates a problem “Some invalid timestamps found” follow the
steps under “Adjust time skews (if necessary)” to correct the problem. If your attempt to correct the
problem fails, you need to check your timestamps and create new capture files.

Assemble the data

Put all your source data in one place. Packet Analyzer requires that all of the source capture files
or trace clips that you use be in one location—either on a single NetShark or on the computer that
runs Packet Analyzer.

All the data processing for multi-segment analysis occurs locally on the NetShark or Packet
Analyzer local system where the data sources are stored. If that processing takes place on a
NetShark, only the results are sent across the network for Packet Analyzer to display.

Use small source files. If your capture files are large and you know that the time interval of
interest is small, use trace clips that cover that interval. When sending files across the network to a
central location, smaller files use less network bandwidth.

You may be able to use high-level views, even if not multi-segment views (such as network usage by
traffic type) to narrow down the interval of interest. Then you can drill down with multi-segment
views.
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Make a multi-segment source

1. Inthe Files section of the Sources panel, select two or more sources that you will combine
into a multi-segment source. (Use a click and multiple control-clicks, or a click and a shift-
click.)

2. Right-click one of the sources to bring up a context menu. Click Create Multi-Segment
Source.

1 Devices | Files ———
i Files Shared vath Mormafllsers :
g Files Shared with Viewsrs
v g My Files

F merged ¥

& Test 31 poap

o Tesi 12 peap

& Tasl 3 peap

& Test M poap

g Pormialuger Home Folder -

i 1ii i

Packet Analyzer builds a multi-segment source and lists it in the Files panel. One of the
segments is designated as the primary segment and shown in bold type. The primary
segment is generally used when a single-segment view is applied to the multi-segment
source.

[ Devices | _Fies |
w il Tesi Het -
'."_‘imulh-:ag.lmﬂ Y]
= ¥ routerd

z router

= 3 router?
2 & rowerd
= B renterd
@ router(l peap
o rouder T posp
o nouflerd peap
o royier ] poap
o roulerd poap -

Adjust time skews (if necessary)

Packet Analyzer automatically adjusts the time skews between capture points, so in most cases you
won’t need to do anything. If the adjustment succeeds, the Files panel shows the multi-segment
source with a green check-mark icon.
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| Devices | Files |————
+ . lento -
SBmulti-segment ¥ @ Time skews unchanged
< router(. pcap L
< routerl.pcap
o router? pcap
o routerd pcap
< routerd pocap -

If the adjustment fails, the check-mark icon is yellow and has a brief explanation of why it failed.

SBmulti-segment ¥ @) Review time skews (some packets duplicated) |

SBmulti-zegment ¥ @) Feview time skews (Some invalid timestamps found)

You can run the time skew adjustment by right-clicking the multi-segment file and selecting
Estimate Time Skews from the context menu that appears. The initial time skew estimate made
when the multi-segment file is first created samples 1000 packets. When you right-click and select
Estimate Time Skews the computation uses all the packets in the sample. This should be somewhat
more accurate, though it may take more time to compute.
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You can enter your own time skew values by right-clicking the multi-segment file and selecting
Properties. The individual source files are listed, and each one has a time skew value that you can
adjust manually.

Properties Iﬁ
7 Name Time Skew (ms)
1 email peap 0.00
2 emai? pcap 0.00
Reset oK || pply || Cancel

You may find it difficult to arrive at time skew values that improve on the automatic adjustments
made by Packet Analyzer. As an alternative, make sure that the timing values that go into your
source data are as accurate as they can be:

o The NetShark software (version 9.5 and later) supports taps that can add more accurate
timestamps to packets. Hardware tap vendors can also ensure that captures taken at
different locations can be coordinated by GPS or CDMA signals. Make sure that you specify
the correct tap type when configuring the NIC interfaces on your NetShark.

o Use NTP or better time sources as your time reference, and make sure that all of your
capture devices are referenced to the same source.

When timestamping is perfectly synchronized among NetShark appliances capturing trace files for
multi-segment analysis, you should expect the time skew to equal 0.
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Apply views

There are several views designed specifically for multi-segment analysis. You can easily find them
by using the Search box (at the top of the Views panel) to search for “segment” or “MSA”.

v L Multi-Segment Analysis (MSA)
%MS&. Transaction Analysis by TCP Connection (1= - 1d
[k MSA Sequence Diagram (1= - 1d
[gk MSA Segment Delay Cverview (1s- 14
[gk MSA Segment TCP Errors (15 - 1d
[gk MSA Segment TCP RTT Overview (1s - 1d
[igk M54 Segment Dropped Packets Overview (1= - 1d
[gk MSA Segment Frame Size Distribution (1s - 14
[gk MSA Segment Frame Size Overview [1s- 1
[k MSA QoS Distribution (1s - 1d
[k MSA QoS Marking Changes (1s - 1d
[igk MSA Fragmentation Diistribution (1= - 1d
[gk MSA TCP Connections Summary (1s - 1d

[=1

Once you have applied a view you can select an area of interest and drill down (apply additional
views). But note that:

e You can't apply a multi-segment view to a normal (single-segment) trace file.

e Ifyou apply a single-segment view to a multi-segment file, the view uses one trace. But if
you drill down further with a multi-segment view, it uses all of the traces of the multi-
segment file.

e When you can see all capture points in a multi-segment view, if you drill down further you
can choose which capture points to include.

If you right-click a selection in a multi-segment view and choose “Send to Wireshark” from the
context menu, a pop-up dialog lets you choose which capture points to use. For each capture point
you choose, the packets in the selection are sent to a separate instance of Wireshark.
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Send to Wireshark - |E|

Select which Capture Points you want tosend to Wireshark

| routerl.pcap

S| router] pcap
/| router? pcap
| routerd.pcap

S| routerd. pcap

Cancel || 0K

If you right-click a selection in a multi-segment view and choose “Send to File” from the context
menu, a pop-up dialog lets you choose which capture points to use as sources for the new multi-
segment file that corresponds to the selection.

Send to File =]

Select the path and name of the new Multi-Segment source that will be created by the Send
to File operation

Path * =

Select which Capture Points you want toinclude in the new Multi-Segment source

| router(. pcap

| router1. pcap
S| router? pcap
/| routerd.peap

S| routerd pcap

Cancel || 0K
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Navigating a multi-segment sequence diagram

There are several different ways to view the information in a sequence diagram. Choose the

combination that works best for you.

Select and zoom

e C(lick and drag in the view to select a time interval to examine more closely. Then double-

click the selection to zoom in.

|G MSA Sequence Diagram q I
| Filters (None) ¥ |
i0=
192.168.77.12 1 2 3 194.97.149.73 @ Protocol
-, O QoS
v d v MNodes
kA 192.168.77.12
[]194.97.149.73
¥ Capture Points
4
secs O4: hopt
O 2: hop2
& 3: hop3
| 1 { % ¥ Message Colors
eze [l TCP Data
I [l TCP Duplicate Acks
| [ TCP Lost Segments
- = [ TCP No Data
FATF H @ TCP OpeniClose
14 secs [ TCP Out of Order
B TCP Retransmits
20 secs
TP (FIN-ACK) Seq: B5.
24 s2cs 1770 $ $ ;FP;FN;’\ | Seq e
0 Bytes
26
=ET b i i
Notes L
—

| Current Selection: 11/20/2007 12:31:18 - 12:31:44 (26 secs) @ 1sec - Total Window: 11/20/2007 12:31:18 - 12:31:44

o Todeselect, click anywhere inside the main window.
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Use the slider

e Drag the time slider up or down to move backward or forward in time.
e Dragthe end of the slider in or out to zoom in or out.

e Double-click the middle of the slider to view the full time interval (unzoomed).

Mode

- Y | Drag the slider up or down to move
BN v Nodes forward or backward in time
bA 192.166.77.12
[1194.97.149.73
| o sisiie— Drag the end of the slider
[ 1: hopt

B2 hop2 to zoom in or out

[ 3: hop3

__@—_#._-‘
: [ TCP Lost Segme
[l TCP No Data . .
E— [ 767 OpentClos: Double-click the slider
B TCP Out of Orde
B TCR Retransmic to zoom all the way out

Use the mouse wheel or the up- and down-arrow keys

Click anywhere inside the main window. Then:

e Hold down the CTRL key and scroll—using the mouse wheel or the up- and down-arrow
keys— to zoom in or out. Zooming is centered on the cursor. (That is, the area around the
cursor stays in place while the rest of the window moves in or out.)

e Release the CTRL key and scroll to move forward or backward along the time line.

With a little practice, you will find that you can navigate the sequence diagram very quickly by
scrolling and alternately holding or releasing the CTRL key.
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Mode

2 3 194.97.148.73 @ Protoc
L 4 O Qos
- ¥ Modes
B 192 18
] 194.97
v Captur
E1: hop Scroll to move along
E2: hop the time line, using
= B 3: hop the mouse wheel or
¥ Messa the up- and down-
! - @ TCPD arrow keys
W TCPD
BETcrPL CTRL+scroll to zoom
= | ETCPN in and out
ETCcRO
ETcro
TP R

View delays and round-trip times

Click the Ruler Mode button to enter ruler mode. Then click a message line to see the delay for that
message (the time it takes to go from the source node to the destination node). Note that the timing
for capture points is precise, but that timing for end points is estimated.
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[ﬂ MSA Sequence Diagram
[ Filters (None)

Ruler Mode ; el . .
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Delay >
Message ﬂ
i L B 10501
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200 ms
300 ms
1 3
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Or click a start point and an end point to see the time difference between any two time points on
the sequence diagram.

O Square dots represent the source of a message.
> Triangular dots represent the destination of a message.
o Circular dots represent capture points along the path of a message through the network.

Unselected points are open; when you click a point, it fills with the color of the message line.

|ausnseqmniagm-'.
| Filters (None)

A ¥
é % % 42
o A0l A 2 A A g 40/

Start ‘Emp {s__f@&- ﬂ ﬂ ﬂ ﬂ w

[

Delay “qn 122 543 m3

100 ms=

TITHRE

End

300 ms

328 ms ﬂ III ELIL‘

Ruler mode also shows the time span covered by a selection.

286 SteelCentral™ Packet Analyzer Reference Manual



A ¥
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172.16.0.120 2 1 64.18.2 95
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| | 725 Byles ]
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Estimate network delays

Click the Time Hints button to generate an estimate of network delays. The delays are inferred from
the capture data and show up as sloped, rather than flat, timelines between the hosts and their
nearest capture points.

| € MSA Sequence Diagram
i i Filters (None)
Time Hints |
disabled A5 & ., )
wot A 5 0o
1.848909
No inferred =i
delay
1.950
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Time Hints
enabled
1.848009——
Inferred raa-
delay
1.950—
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Label message lines

Click the Message Labels button to label the message lines with protocol information, byte counts,

and so on.

Message Labels button

MS5A Seqygpce Diagram

4%

TCP Data (PEH-ACK) Seq: 38, Ack: 248
105 Byles

42524

171 ms 42624 g

172.16.0.120 1 2 64.18.6.12
w -1 ] w
165.4 ms T t 1 t
-
TGP Data (PSH-ACK) Seq: 234, Ack: 36 g
42524 g 25
170 ms: 1 14 Bytes

TCP Data (PSH-ACK) Seq: 234, Ack: 36

25
\ 14 Bytes
25

171.744 ms lD

B

Simplify a sequence diagram

Sequence diagrams can get complicated. They are best used on small traces, or after drilling down

from a larger data set.

You may be able to simplify a sequence diagram if you know the TCP connections. For example,
here is a somewhat complicated sequence diagram created by the MSA Sequence Diagram view.
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© MSASequence Diagram
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v Cophure Points

If you know the TCP connection you want to see, you can apply the MSA Transaction Analysis by
TCP Connection view to the same data. Choose the connection you want from the data grid...

€3 MSATransaction Aralysis by TCP C =
1 TCP Conmections 4k
Dirag a column header hera 1o group by that column.
Relative -| Durarion client @ |=lgf-t't | Server 9 |5‘r$"| Frotocal | Packers | Bytes | Bits |' ;"‘F""'_' -
=} = = - | e I ] - | B | - =
E2:35. 422322  1.406596 172.16.0.122 AT043 H.L.I.G-él/ 25 smtp 35 7607 60,856
52:37.103545 B9L6TE mS 172.16.0.120 50701 64.18.6. 25 swtp EES &, 443 51,582 z 3
52:39, 838174  12.102187 172.16.0.120 42524  64.18.6.12 25 satp a7 8,721 63,768 z
52:40.013446  11.024998 172.16.0.120 34004 64.15.6.12 5 st 53 5,989 i otess o @ @ @ @ -
Jigtes 2
2 M3A Sequence Diagram e
Make a salecton in TCP Conneclions
| B
| Coarest Sel mll

..and a simplified sequence diagram, showing only that TCP connection, is displayed in the lower

window.
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You can then zoom in more easily and continue your analysis.

If you are trying to track down a problem but don’t know the TCP connection, you can quickly select
successive TCP connections from the data grid until a troublesome-looking one appears.

[0 MSA Transaction Analysis by TCP Connection q b
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Drag a column header here to group by that column.
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Then you can zoom in, drill down, and diagnose the problem.
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Security Disclosures

Please carefully read the following important disclosures.

o Unlike Wireshark, once a valid decryption key is defined, all relevant subsequent traffic is
automatically decrypted, and, if saved, will be stored decrypted to disk.

o Regardless of whether decryption keys are shown or hidden, they are stored on disk in
plain text. Exporting a configuration file will export the plain text decryption keys that have
been entered.
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Appendix A Chart Types

The names for the various chart types are as follows.
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Appendix B Report Example Breakdown

Analyst/Client
Information

Report layout
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MD5 Checksum

IP Conversations layout

Data as Table

IP Conversations Discovery layout
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