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18 Dissecting WiFi6 using Wireshark (.\

#sf21veu

It's time to capture WiFi6 and dissect IEEE802.11ax using
Wireshark!! new method to capture traffic and filter, profile
and so on. Wireless protocol

evolves year by year, now new HE ( High-Efficiency) ages
comes to us, the instructor will show you IEEE802.11ax
protocols and the difference with

former Wi-Fi, And she will demonstrate the way to capture
WiFi6 with new software/hardware. The session will also
include a Wi-Fié specified profile

including display filter/ filter button, coloring rule and so ons



Wi-Fi specification of IEEE802.11 (

\

‘ Wi-Fi alliance named as Wi-Fi X &
® WiFi4 IEEE802.11n 2.4GHz/5GHz ~1.2Gbps/64QAM
® WiFi5 IEEE802.11ac works only 5GHz ~3.5Gbps/256QAM
® WiFi6 IEEE802.11ax 2.4GHz/5GHz ~9.6Gbps/1024QAM

® WiFi6E IEEE802.11ax and 6GHz ~9.6Gbps/1024QAM
Unfortunately Japanese Ministry of Internal Affairs and
Communications may not allow 6GHz until 2022..

® Wi-Fi7 IEEE802.11be and 2.4/5/6GHz ~46Gbps/4096QAM
WiFi6 is common specification of wireless standard




Big change of Wi-Fi 6

® ng is a kind of repeater of 10BASE2/5 until WiFi5

@ All Clients connected with AP never send a packet at a time,
clients share a frequency and one uses the channel, the
others have to wait for the end of sending.
(a.k.a Wired CSMA/CD, Wireless CSMA/CA)

® WiFi6 uses OFDMA as well as OFDM
OFDMA (Orthogonal Frequency Division
Multiple Access) is used by LTE too.

#sf21veu
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From OFDM to OFDMA (.

Frequency(20MHz-160MHz) RU(Resource Unit) 2MHz © OFDMA divide ey

@=)p 7Auserin 160MHz channel by RU to
assign users

Resource Unit
/Bandwidth AT FEtARERE
26-Tone RU 9 18 37 74
o © 52-Tone RU 4 8 16 32
£ E 106-Tone RU 2 4 8 16
= 242-Tone RU 1 2 4 8
484-Tone RU NAl 1 2 4
996-Tone RU N/A N/A 1 2

® WiFi6 also uses MU-
MIMO with multiple
Frequency(20MHz-160MHz) antennas/streamss




MCS Modulation and Coding Scheme (.‘

Wi-Fi physical spec has different sets of Spatial streams,
Modulation type: Way to send bit by 1 wave ( signal),

Coding Rate: Percentage of data stream used to transmit data,
Guard interval: time between each frame and bandwidth
MCS determines logical speed of wireless network

® WiFi4 HT High Throughput ~64QAM / 40MHz BW

® Wi-Fi5 VHT Very High Throughput ~256QAM / 160MHz BW

® WiFi6/WiFi6E HE High Efficiency ~1024QAM / 160MHz BW

® Wi-Fi7 EHT Extremely High Throughput ~4096QAM / 320MHz



mscindex.com(MU-OFDMA 802.11ax)

BPSK 12 na 0.8 08 18 1.7 1.4 38 .8 32 8.6 8.1 73 172 16.3 14.8 36 34 306

1] 1

1 1 QPSK 112 18 1.7 15 345 33 il 78 71 5.4 172 18.3 14.6 344 3258 293 721 BB.1 61.3
2 1 QPSK 374 25 28 23 53 5 4.8 1.3 10.6 9.6 268 24 4 2148 518 488 438 108.1 1021 81.8
3 1 16-QAM 112 3.8 3.3 3 71 6.7 B 15 14.2 12.8 344 32.5 249.3 68.8 G5 58.5 1441 136.1 1225 #Sf21veu
4 1 16-QAM 314 5.3 ] 45 10.6 10 ] 225 213 19.1 516 488 438 103.2 g97.8 87.8 216.2 204.2 183.8
B 1 B4-0AM 23 7.1 6.7 B 14.1 18.3 12 30 283 258 6E.8 65 484 137.8 130 17 2882 27232 245
B 1 B4-CAM 374 74 7.8 6.8 154 14 138 33.8 3149 28.7 774 73.1 B5.8 154.9 1468.3 1316 3243 306.3 2756
7 1 B4-C2AM 5/6 B.A 8.3 78 176 16.7 15 375 354 318 BB B1.3 73.1 1721 162 .5 146.3 360.3 340.3 306.3
8 1 26B-0AM 34 10.8 10 g 212 20 8 45 425 38.3 103.2 8758 87.8 206.5 185 17655 432.4 408.3 3675
] 1 256-0AM 56 1.8 1.1 10 235 222 20 50 472 425 4.7 108.3 897.5 2284 218.7 195 4804 4537 408.3
10 1 1024-04AM 374 13.2 125 1.3 26.5 25 228 56.3 831 47.8 1249 1218 109.7 2881 2438 2194 5404 5104 458 4
" 1 1024-04M 576 14.7 138 125 294 278 25 B2.5 54 531 1434 1354 1218 286.8 2708 2438 BO0.5 867.1 5104
1] 2 BFSK 112 1.8 1.7 15 3.4 3.3 3 7.4 71 6.4 172 168.3 14.6 344 3248 293 721 B8.1 61.3
1 2 QPSK 112 35 23 il 71 B.7 B 15 14.2 12.8 344 325 293 6B.8 65 58.5 1441 136.1 122 5
2 2 QPSK 374 53 & 45 10.6 10 g 225 213 181 516 488 438 103.2 878 878 2162 204.2 1838
3 2 16-QAM 112 7.1 6.7 B 14.1 13.3 12 30 283 258 6E.8 65 58.4 137.8 130 17 2882 2722 245
4 2 16-QAM 314 10.8 10 ] 21.2 20 18 45 425 38.3 103.2 B7.a 87.8 206.5 195 1755 4324 408.3 367.45
B 2 B4-0AM 23 14.1 133 12 282 26.7 24 60 86.7 81 1376 130 17 27583 260 234 576.5 544 4 490
B 2 B4-CAM 374 15.9 14 135 31.8 30 27 67.48 63.8 ar4 1549 146.3 1316 308.7 2924 283.3 B48.5 B12.5 5513
7 2 B4-C2AM 5/6 17.8 167 15 353 33.3 30 75 708 B3.8 1721 1625 146.3 3441 325 2825 7206 BB0.6 6125
8 2 26B-0AM 34 212 20 8 424 40 36 80 85 76.5 20B.5 195 1755 412.8 380 381 BB4.7 B16.7 735
] 2 256-0AM 56 23.8 222 20 471 444 40 100 844 BS 2284 216.7 185 458.8 4333 380 8608 8074 816.7
10 2 1024-04AM 374 26.5 25 225 829 a0 45 125 106.3 95.6 2581 2438 2184 516.2 487 .5 4338 10808 10208 9188
" 2 1024-04M 576 294 278 25 488 55.6 a0 125 181 106.3 286.8 270.8 2438 ETELf 2417 487.5 1201 11343 10208
1] 3 BFSK 112 2.6 2.5 23 53 & 4.5 1.3 10.6 9.6 258 244 2149 51.6 48.8 434 108.1 1021 91.9
1 & QPSK 112 53 & 45 10.6 10 g 225 213 191 516 488 438 103.2 975 B7.8 2162 204.2 183.8
2 & QPSK 374 74 7.8 B8 154 18 1386 338 314 287 774 73.1 B5.8 154.9 1463 1316 3243 306.3 2756
3 3 16-QAM 112 10.8 10 ] 21.2 20 18 45 425 38.3 103.2 87 g 87.8 206.5 195 1755 4324 408.3 3675
4 3 16-QAM 3/4 15.9 14 135 31.8 30 27 B7.4 63.8 574 154.9 146.3 1316 308.7 282.5 283.3 B458.5 612.5 5513
B 3 B4-0AM 23 21.2 20 8 424 40 36 80 85 76.5 2085 195 1755 412.9 380 381 BG4.7 816.7 735
B 3 B4-CAM 374 23.8 2258 20.3 4786 45 405 101.3 895.6 86.1 2323 2194 197 .4 464.6 4388 3849 §728 918.8 826.9
7 & B4-C2AM 5/6 26.5 25 225 5249 50 45 125 106.3 95.6 2581 2438 2184 516.2 487 5 4388  10BO8 10208 9188
8 & 26B-0AM 34 31.8 30 27 B3.5 BO 54 136 1276 114.8 308.7 28258 2633 6154 585 6268 12471 1225 1102 5
] 3 256-0AM 56 35.3 333 30 70.6 B6.7 60 150 141.7 127.8 3441 325 2825 6E85.2 620 585 14412 13611 1225
10 3 1024-04AM 374 39.7 378 33.8 794 75 B7.5 1688.8 189.4 143.4 387.1 365.6 328.1 774.3 7313 658.1 1821.3 158313 13781 8
" 3 1024-04M 576 441 417 374 88.2 83.3 75 187.5 177.1 159.4 4301 406.3 3656 860.3 8125 7313 18015 17014 15313



Capturing WiFi6 in Windows10 (\

There are many new features such as OFDMA, MU-MIMO, beam
forming, higher order of modulation, power consumption, new
interval/symbols/FFT(Fast Fourier Transform size), etc.

https://standards.ieee.org/project/802_11ax.html

OK, its time to capture WiFi6, We wants to capture WiFi6 in
Windows10 environment, so we choose TamoSoft CommView
for Wi-Fi and Intel AX200 M.2 Wireless card.

Note: there are another way to capture WiFi6 such as using
extcap interface of Wireshark to connect access point worked
as sniffer mode, Linux way, or MacOS way. 9



https://standards.ieee.org/project/802_11ax.html

ASUS RT-AX89X Wi-Fi 6, 1024QAM | ===

Manuf/OEM/ODM Askey
MU-

IMO, HE160 and HE80+80 e
htt

/deviwiki.com/wiki/ASUS RT-AX89X e

This time we test RT-AC89X | ... comm seure s

CPU1: Qualcomm IPQ8078 (2.2 GHz, 4 cores)

FLAL: 256 MiB (Macronix MX30UF2G18AC-KKI)

and 'iPad Pro 11(2nd gen), RAM1: 1 GIiB (Micron MT41K256M16TW-107 X 2

Expansion IFs: USBE 3.0, SFP+
(li)(ﬂ!)(i‘.t;:);x ?

@ f
ﬂftwmm,_y_ ° USB ports: 2
4804 5Gqu,c,,! w 'I .0, SFP ports: 1

Serial: yes, 4-pin header, 1901

, 1.?..,4,.95,‘,?’11"" S B 802.11ax Wi-Fi 6 2x2 MIMO [ jmam seomcec

; WI1 chip2: Qualcomm QCN5054

WI1 802dotl11 protocols: an+ac+ax

WI1 MIMO config: 8x&:8
5GHz max PHY 1200Mbps Wit antenra comecor: -2
WI2 chipl: Qualcomm QCN5024
WI2 802dot11 protocols: bgn+ax

LA T8 -
WI2 MIMO config: 4x4:4
f Bandwidth 8O0MHz
Wi-Fiestis S NEETRICT S | & — I WI2 antenna connector: MHF+

ETH chipl: Atheros ARBO35-A

Max MCS11(HE) i A 2105

ETH chip3: Atheros ARE033

https://support.apple.com/ja-jp/guide/deployment- switcn: Q”ﬁ“;;‘e:::“jfs QeABIE7
reference-ios/apd9f0aé6151e/web LAN ports: &

WAN speed: 10G

(Qualcomm Snapdragon X55 5G Modem) WAN ports: 2

abgn+act+ax



https://deviwiki.com/wiki/ASUS_RT-AX89X
https://support.apple.com/ja-jp/guide/deployment-reference-ios/apd9f0a6151e/web

------

e Qluzes WEM ACFCERFIFIIL 1%
ROW: SCECERFIFI T
- pr— W §R542T
' T YA KMaen

AN aTA.

https://wikidevi.wi-cat.ru/Intel_Wi-Fi_6_AX200_(AX200NGW)
©® Windows10 Pro 64bit s

@® |ntel AX200 NGW frames with 160MHz

bandwidth, 1024QAM by

® TamoSoft CommView Intel AX200 NGW and
fOI’ Wl-F] CommView for Wi-Fi

4 e N

Interface: NGFF

Connector: M.2
Form factor tags: 2230 (Key A/E)

ID: BOEGI2725 & (1 addl. devicesd)
Windows: PCI¥WEN_8086&DEY 2723

WI1 chipl: Intel WCSAX200

Probable Linux driver
i it &7
Full support it is awvallable in 5.5.0-rc kerne!
(see also passysE)

Windows driver
Winio {6<-bit only)

Antenna connector: MHF4

Flags: Wi-Fi 5, 10240Q4AM, HE180, ¥YHT160, OFS
{slave), Bluetooth 5.0

OUI: SC:FC:ES@ (-, 1 W)



DEMO1 Ping to wired PC (cleartext) ( \

@® SSID:wifi6

@® Security: cleartext

@ BSSID:FO2F74C4F5CO0

@ STA iPad:060F5BDD20FA
® Channel 128MHz
(1)Connect iPad to AP
(2)Ping to a wired PC
(3)Click Forget Network to
disconnect AP

12



Use CommView to capture packets

@ CommView for WiFi - Intel{R) Wi-Fi 6 AX200 160MHz

il #®E &7 vl #E OJaE AT
P E I B -B-ORFREERLE YT A

U J=F i Fem)l Lol Bifmip g @ ey B oy & s L 75-4

AFwHE-E i MAC TR ~ Fewll B8 <D AuE-F 1EEik E5wE BXlL-F ARU-4 gEL-F Mo EEL-F. | FrTFY
v EELEL Capture ® o)l Fll-E-F
| @ osorseoDanes -51/-46/-31 EnE S
302.11g CH 64
802.1In Oafvd—-E-F
802.Mac Max Rate B
v 802 tax F )} BIY D[S
. HuaweiDeghlen: 3F B02.11ax (CCMPY  -B7/-BE/-85 2 B/ oran :
5 BSUSTeKC:CAFS:CA B4 (60-64@40, S2-64@B0 AP wifib B02.11ax -39/-35-30 48039 B 620331201 B/360/120
& ASUSTekC:CAFSCO AP wifiz. 4 BOZT1ax  WRAZPSK (CCMP) -26/-27/-26 573.5 4 14141 171 | 40 MHz E-FICBHaEn:
PN N o Booan BT 1 aw WIDATOCK {PrRAD _TESTETE 407 N A EIRGE A FAT4F = F-Faa0s00-
2 oAl i 5

AELETe
G RSUSTECCAFS
HEUSTOC CaFS
ASUSTICCAFS.

| use CommView with AX200 to
capture packets at CH64, save trace
file as ncfx TamoSoft format, then
export it as pcapng. ( some filtered)

Fpmn R

461 Baacon frane, SK-2435, P8, Flags- ..
Fla

St

255.255,255.255 G Data W.5OHCP  IWENCP Discover - Transaction 1D Bsh3esecy

255.255,265,255 005 Dt BADNCP 34 DNCP Offer - Tramsaction 10 sk ey
55 5.255 QoS Data MWSOHCE  JINGE Reguest - Transaction 1D #esb Xk
2 s ot DA M R - Temssction Ib Bebeer 13
o5 Data ICE 159600 (PINE) reWRSE 10-DR27D, Se-G/0, TEI-6H (

1360.222299 .36 g 1.1.1.1 oS Data 25108 1S Echo (ping) reply  Ad-mua7be, seq-are, tel-se (

¥ 206
1470, 111200 50 d 16,0.0.295 16.0.9.1 s pata 30.50HCP 3 DHCP Feleane - Transaction 1D ek 3asccs



Original ncfx file:beacon frame from A

04 Fa-7F |cleartext-wifib-26-5-2021 @16-41-53-500,ncfx] — m]
@
JrfIF BESRS DILFIR)

s

> -Wireless Packet Info

Jaral

HEETIMAC HEERMAC BSSID - EE. BEERIP . E. B

b-k

3 Eaii,l;n WNGT/BEAL,,  AGLISTERC 4! Broadcast AGLISTEk AT P S5ID=wifik, [Infra), Ch#116, Seq=4, #sz 1 veu
- Timestamp: 82329654 sec plecrypt, keyiel
- Beacon Intervak 0xN064 (100) - 102.400 maec SSID W|f| 6 Infta), Ch#118, Seq= 1
» -Capahility Informatior: 00501 (1281 E, Action=HE Compres:
v 350 parameter set o - R 5 o g = q T WG, (Infra., Ch#116, Seg=1
Taz: 5510 parameter zet (0x0) . Apple :EBAD ASUSTEK’O . b Category—HE Adtion=HE Compres:
Tae leneth: § 691 MNGT/BEAC.  ASUSTeKCL4: Broadcast o7 : SSID=wifif, (Infra), Ch#116, Seg=1
S5I0: wifif B9 MNGT/BEAC.,  ASLISTe k4 Broadcast . L2 b 5510=wifif, [Infra,), Ch#116, Seq=1
> -Bupported rates 693 MNGTAACTIOW  Apple1EBID ASUSTekC., Category=HE, Adion=HE Compres:
- CGurrent Ghannel 116 - 5580 MHz ApplelBEBID WEP: Can't decrvpt, Keyﬂ
> -Traffic indication map (TIM}: 0200 (Mo frames buffersd) L
> -Country Information ASLISTe k4, Broadcast SSID=wifif, (Infra,, Ch#116, Seg=1
- Power Garstraint 597 EMCR.DATA  Appleddd:EBOD  FortinetBI6 216.2 [HE .. WEP:Can't decrypt, Keye1
5 .TPG Report element 698 EMNCR.DATA ApplesTERID Fortinet 216.2 [HE .. WEP:Can't decrypt, Key#1
* .HT Gapahilities element 639 EMCR.DATA  Applen@QEBAD 2162 [HE .. WEP:Lan't decrypt, Key#1
5 - HT Information element ENCR. DATA ADDIE 10 EB)OD 216.2 [HE . WEP:Can't dEcryDt, Keyil
> -Extended Capabilities & | &
» -WHT Gapabilities
> -WHT Operation
> -WHT Tx Power Envelope (IEEE Std 802.11ac/D5.0)
v -Ext tag: HE Capabilities (IEEE Std 802.11ax/D3.0) MNGT/BEAC..  ASUSTekCLA: Broacast ?
Ext tag length: 46 FMMNGT/BEAC.,  ASUSTekT:CAFSL.,  Broadcast TN MR MR -3 B 5510=wifif, [Infra), Ch#116, Seq=1-
Ext tag number: HE Gapabilitiss (IEEE Std 802.11ax/080) (25) 707 EMCR, DATA Famnet B EA’BA Apple 10EB. ? NEA NIA NIA =711 3403 [HE WPA Can't decrypt
-HE MACG Gapabilities Information 1 S

HE Phy Capabilities Information
Tx R HE-MCS HSS Support
> -PPE Thresholds

o
o
>

v - Ext tag: HE Operation (IEEE Std 802.11ax/D2.0) ENCR. DATA Apple:1QERID Fortinet BO:6 TN MR E -39 2162 [HE .. WEPR:Zan't decrypt, Kewi#l
Ext tag length: B EMCR. DATA Apple:TERAOD FortinetBOh... TN MR -39 2162 [HE .. WEP:Can't decrypt, Kewi#l
Ext tag number: HE Operation (IEEE Std 802.11ax/D3.0) (36) FNGT/BEAC,  ASUISTeksC4: PN T TN : 37 6 SSID=wifif, (Infra Ch#116, Seq
» -HE Operation Parameters: Dx3FF4
> -BS3 Color Information: (26
> -Basic HE-MCS and N33 Set IxFFFC
w -Ext tag: Spatial Reuse Parameter Set
Ext tag length 1
Ext tag number: Spatial Reuse Paramster Set (39)
> -5R Gontrol: 03
v -Ext tag: MU EDGA Parameter Set
Ext tag lenath: 13 ENCR. DATA ASLISTe k097 AQEDZABL., PN F 4083 [HE . WPAICan't decrypt
Ext tag number: MU EDGA Parameter Set (38) 724 EMCR. DATA Apple:1QEBID ASLISTek: FTOHOF NS NSRS NA 40 216.2 [HE .. WEP:Can't decrypt, Key#1
> 005 Information (AF): 0l 725 EMCR. DATA Apple:1QEBAD . ASUSTeRT TUMT N N NAA 40 216.2 [HE .. WEP:Can't decrypt, Key#1
+ -MUAC_BE Parameter Recard 726 MHGT/RBEAC.  ASLISTekC:C4: ASLISTek TUM.TONM N WA -38 6 55ID=wifif, (Infra), Ch#116, Seg=2
S MUAGC_BK Parameter Record 727 MNGT/BEAC.  ASLISTeKCLC4 AGLISTEkD TN T MM MR N ETN SSID=wifik, (Infra), Ch#116, Seq=2
5 - MUAG T Parameter Record 728 EMCR.DATA Apple1EBID o ALUSTERD UM TN MR N =43 2182 [HE . WEP:Can't decrypt, Kew#l
> -MUAG WO Parameter Record 728 EMNCR. DATA Apple1EBID TN TN NAA N -4 216.2 [HE .  WEP:Can't decrypt, kewel
> Wendor specific: MISROSOFT GORP. WME 730 MNGTACTIOW  Appler:EBAD ASUSTERC., TOMTONMA WA WA -4 12 Category=HE, Adtion=HE Comprest
> Wendor specific: Atheros Communications, Inc. 731 MMNGT/BEAC.  ASUISTeRC:CAFS..,  Broadcast FOM T MR MR MR S35 6 S5I0=wifif, (Infra,, Ch#116, Seg=2-
> Mendor gpecific (221), Qualcomm Inc, Tag not interpreted 732 EMCR.DATA Apple:1QEBAD Fortinet B FTOHOF NS ONANA 43 216.2 [HE .. WEP:Can't decrypt, Key#1
> Mendor specific: (221), Qualcamm Inc, Tag not interpreted 733 MNGT/ACTIOL  AppledEBOD ASUSTekCA., TOMOTONM WA N 43 12 Categary=HE, Adtion=HE Compres:
> -Wendor specific: (221), Qualcamm Inc, Tag not interpreted 734 MNGT/BEAC.  ASUSTERCCARS..  Broadcast TIN ZINMA N NA s34 6 55ID=wifif, (Infra), Ch#116, Seq=
5 Mendor specificc MIGROSOFT GORP, WPS 735 MNGTAACTIOW  ApplelREBID ALUSTeRTD., TN TN NSRS NSA 43 12 Category=HE, Action=HE Compres: 14
36 MAMATMREAS  AEHIETalr RS Armsedescd ADUETabre 3 M 3 RIAL WA Wi P CCIN—wifie finfrs’ £hid18 Can- 2




Ma.

Sample trace file: cleartext.pcapng

(N

Time Signal [dBm)  Source Destination Type/Subtype Data rate {Mb/s) Protocol Length  Info

'50.000000 -33 dBm ASUSTekC c4:15:c4 Broadcast Beacon frame 6 802.11 461 Beacon frame, SN=2435, FN=0, Flags=........ , BI=1
2 40.470368 -48 dBm le:67:17:b3:57:dc Broadcast Probe Request 6 802.11 150 Probe Request, SHN=479, FN=@, Flags=........ , SSID
340.47169@ -34 dBm ASUSTekC_c4:15:c4 le:67:17:b3:57:dc Probe Response 6 802.11 583 Probe Response, SN=135, FN=0, Flags=........ , BI=
4 44.603499 -43 dBm 06:0f:5b:dd:28:fa ASUSTekC c4:f5:c4 Authentication 6802.11 97 Authentication, SN=2, FN=0, Flags=........
544.605019 -33 dBm ASUSTekC c4:f5:c4 06:01:5b:dd:20:fa Authentication 6802.11 62 Authentication, SN=@, FN=0, Flags=........

6 44.606089 -45 dBm 06:@f:5b:dd:2@:fa ASUSTekC_c4:15:c4 Assocliation Request 6 802.11 212 Association Request, SN=3, FN=0, Flags=........ >
7 44.623086 -33 dBm ASUSTekC c4:f5:c4 @6:@f:5b:dd:2@:fa Association Response 6 802.11 318 Association Response, SH=1, FN=@, Flags=........
245.961886 -48 dBm ©.9.9.0 255.255.255.255 QoS Data 3@.5 DHCP 398 DHCP Discover - Transaction ID @x5b3@8cc?
946.141916 -32 dBm 19.9.0.1 255.255,255.255 (oS Data 8.5 DHCP 394 DHCP Offer - Transaction ID @x5b3@8cc?
10 47.145180 -44 dBm ©.9.0.0 255,255,255.255 (oS Data 30.5 DHCP 398 DHCP Request - Transaction ID @x5b3@8cc7
11 47.154569 -37 dBm 10.0.0.1 255,255,255.255 (oS Data 3.5 DHCP 394 DHCP ACK - Transaction ID @x5b3@8cc?
12 66.196152 -46 dBm 19.9.0.206 1.1.1.1 QoS Data 49 TCMP 154 Echo {ping) request id=0x27b6, seq=0/0, ttl=64 (
13 66.222299 -36 dBm 1.1.1.1 10.0.0.206 QoS Data 49 TCMP 150 Echo {ping) reply id=0x27b6, seq=0/0, ttl=56 (
14 78.111280 -5 dBm 19.9.0.206 10.0.0.1 QoS Data 30.5 DHCP 398 DHCP Release - Transaction ID ®x5b3@8cc8

cleartext.pcapng is a kind of typical communication between
STA(06:0f:5b:dd:20:fa) and AP(ASUSTekC_c4:f5:c4)

Note: iPad pro uses private mac address so Probe Request and
Probe Response frame’s mac address is not match correctly.

There are tons of fields, so we focus main fields and functionss



?????????????????

Prabe Respanss, EHZ135, NS0, Aaps....., BE100, SSD=wifia

® #1 STA(iPad Pro) receive ASUS(SSID is wifi6) Beacon
@® #2 #3 Probe Request <> Probe Response

® #4 #5 Authentication (Open System)

@® #6 #7 Association Request <> Association Response
® #8-#14 Plaintext Data such as DHCP, ICMP

@® #15 Disassociate from STA



#1 Beacon from AP

Frame 1: 461 bytes on wire (3688 bits), 461 bytes captured (3688 bits) on interface unknown, id @ -
Radictap Header v@, Length 32

892.11 radioc information

TEEE 892.11 Beacon frame, Flags: ........ #sf21veu

TEEE 892.11 Wireless Management
> Fixed parameters (12 bytes)
» Tag: SSID parameter B
» Tag: Supported Rates 6(B), 9, 12(B), 18, 24(B), 36, 48, 54, [Mbit/=zec]
> Tag: DS Parameter set: Current Channel: 64
> Tag: Traffic Indication Map (TIM): DTIM 1 of 1 bitmap
» Tag: Country Information: Country Code JP, Environment Any
» Tag: Power Constraint: 3
» Tag: TPC Report Transmit Powsr: 28, Link Margin: @
> Tag: HT Capabilities (802.11n D1.1@)
» Tag: HT Information (802.11n D1.1@)
> Tag: Extended Capabilities (18 octs HHY
e P Ext. tag HE Capabilities (IEEE Std 802.11ax/D3.0)
ag: WHT Capabilities
» Tag: WHT Operation
» Tag: WHT Tx Power Enwvelope
» Ext Tag: HE Capabilities (IEEE Std 8082.11ax%
» Ext Tag: HE Operation (IEEE Std 802.1lax/D -
» Ext Tag: Spatial Reuse Parameter Set EXt tag Spatlal Reuse Parameter Set)
» Ext Tag: MU EDCA Parameter Set
» Tag: Wendor Specific: Microsoft Corp.: WMM/WME: Pard
> Tag: Wendor Specific: Atheros Communications, Inc.: EXt tag MU EDCA Parameter Set
» Tag: Wendor Specific: Qualcomm Inc.
» Tag: Wendor Specific: Qualcomm Inc.
» Tag: Wendor Specific: Qualcomm Inc.
» Tag: ¥Wendor Specific: Microsoft Corp.: WPS ]:7

Ext. tag HE Operation (IEEE Std 802.11ax/D3.0)




HE Capabilities show ax specification of AP

~ Ext Tag: HE Capabilities (IEEE Std 802.1lax/D3.2)
Tag Mumber: Element ID Extension (255)
Ext Tag length: 46
Ext Tag Wumber: HE Capabilities (IEEE Std 802.11ax/D3.8) (35)
HE MAC Capabilities Information: 9x00401a03010d
~ HE Phy Capabilities Information #Sf21veu
....... 0 = Reserved: 8x©
8080 P18. = Channel Width Set: Bx82
Bits 8 to 23: 9x0ceQ
Bits 24 to 39: ©x7d88

bl HE Capabilities are parts of

Bits 56 to 71: @x@1%c

S IEEEB02.11 Wireless Management

~ Rx HE-MCS Map <= 80 MHz: 9xaaaa

............ ..1@ = Max HE-MCS for 1 55: Support for HE-MCS @-11 (9x2) h d f B f d
............ 16.. = Max HE-MCS for 2 85: Support for HE-MCS @-11 (@x2) ea er O eason rame ’ an

.......... 18 .... = Max HE-MCS for 3 SS: Support for HE-MCS 2-11 {@x2)

........ 19.. .... = Max HE-MCS for 4 S5: Support for HE-MCS 9-11 ({0x2) o ) o o °

______ o T M e fon © s Spoere for HEMGS o1 (5 they include AP’s Spec]f]cat]on of
[P - T .... = Max HE-MCS for 5 55: Support for HE-MCS ©-11 (8x2)

R ... = Max HE-MCS for 7 S55: Support for HE-MCS @-11 (8x2)

19 = g

B o v S Tor 55 St for NS 01 (052 IEEE802.11ax, there are a lot of

............ ..18 = Max HE-MCS for 1 S5S: Support for HE-MCS @-11 (8x2)
............ 10.. = Max HE-MCS for 2 SS: Support for HE-MCS 9-11 {@x2) :
.......... 18 . ... = Max HE-MCS for 3 S5: Support for HE-MCS @-11 ({@x2) ]e S Or exam p e Su ppo rte
........ 18.. .... = Max HE-MCS for 4 S5: Support for HE-MCS 9-11 {@x2) ) b
...... 18 . ... .... = Max HE-MCS for 5 SS: Support for HE-MCS 2-11 {@x2) .
U T N vee. = Max HE-MCS for & SS: Support for HE-MCS @-11 (9x2) H E_MCS and NSS Set W'Ith RX/TX
R - R .o.. = Max HE-MCS for 7 55: Support for HE-MCS @-11 (9x2)
100 oL ... .... = Max HE-MCS for 8 S5: Support for HE-MCS #-11 (08x2 R .
~ PPE Thresholds
MCS number with Spatial Streams
1441 =Bl Todew Bitmacl. Of

et 22 and RU allocation.

RU allocation: 484
RU allocation: 496 18
RU allocation: 2x996




v

<

#2 Probe Request from STA

Frame 2: 150 bytes on wire (1200 bits), 150 bytes captured (1200 bits) on ii
Radiotap Header v@, Length 32
862.11 radio information
TEEE 802.11 Probe Request, Flags: ........
TEEE 802.11 Wireless Management
v Tagged parameters {94 bytes) ; - -
S ast STD parameter set: Wildcard SSTB Wildcard SSID ( for the first time from STA)
> Tag: Supported Rates 6(B), 9, 12(B), 18, 24(B), 36, 48, 54, [Mbit/sec]
> Tag: HT Capabilities (862.11n D1.1@)
> Tag: Extended Capabilities (8 octets)
> Tag: YHT Capabilities
v Ext Tag: HE Capabilities (IEEE Std £02.1lax/D3.0)
Tag Humber: Element ID Extension (255)
Ext Tag length: 27
Ext Tag Number: HE Capabilities (IEEE Std 802.11ax/D
> HE MAC Capabilities Information: @x800000023080

Ext. tag HE Capabilities (IEEE Std 802.11ax/D3.0)

HE MAC Capabilities

4

#sf21veu

~ HE Phy Capabilities Information HE PHY Capabllmes
> wves +..@ = Reserved: ox@

> 9100 910. = Channel Width Set: @x22
> Bits 8 to 23: ox0230
> Bits 24 to 39: @x1doo
> Bits 4@ to 55: @x9fee
> Bits 56 to 71: ox0008
> Bits 72 to 87: Ox00oc
v Supported HE-MCS and HSS Set
v Rx and Tx MCS Maps <= 8@ MHz
> Rx HE-MCS Map <= 8@ MHz: @xfffa
> Tx HE-MCS Map <= 8@ MHz: @xfffa
PPE Thresholds

Supported HE-MCS and NSS Set

PPE Thresholds

W

19



STA sends ax specification of AP

~ Ext Tag: HE Capabilities (IEEE Std 202.1lax/D3.8)
Tag Mumber: Element ID Extension (255)
Ext Tag length: 27

Ext Tag Number: HE Capabilities (TEEE Std 802.11ax/D3.@) (35)

HE MAC Capabilities Information: @x300600828381
~ HE Phy Capabilities Intformation
vers ...@ = Reserved: @x@
0100 01e. = Channel Width Set: @x22
Bits 8 to 23: @x0230
Bits 24 to 39: ox1dee
Bits 4@ to 55: ©ox9f@e
Bits 56 to 71: ©x@008
Bits 72 to 87: &x90dc
Supported HE-MCS and MSS Set
~ Rx and Tx MC5 Maps <= 8@ MHz
~ Rx HE-MCS Map <= 8@ MHz: o@xtfta
.............. 10 = Max HE-MCS for 1 $S: Support for HE-MCS @-11 (0x2)
............ 1@.. = Max HE-MCS for 2 S5: Support for HE-MCS @-11 (@x2)
.......... 11 .... = Max HE-MCS for 3 S5: Not supported for HE PPDUs (©x3)
........ 11.. .... = Max HE-MCS for 4 S$S: Not supported for HE PPDUs (@x3)
...... 11 .... .... = Max HE-MCS for 5 S5: Not supported for HE PPDUs (@x3)
R = Max HE-MCS for 6 $S: Not supported for HE PPDUs (@x3)
1 I = Max HE-MCS for 7 $S: Not supported for HE PPDUs {@x3)
I = Max HE-MCS for 8 $S: Not supported for HE PPDUs (@x3)
Tx HE-MCS Map <= 88 MHz: @xfffa

~ PPE Thresholds

001 =

011 1... =

v H55 @
RU allocation: 242
RU allocation: 484
RU allocation: 996
HSS 1

NSS: 1
RU Index Bitmask: oOx7

4

#sf21veu

STA sends |IEEE802.11ax
specification in Probe Request
frame. There are a lot of fields,

For example, STA sends
supported MCS, bandwidth, RU
allocation in HE-MCS and NSS
Set and PPE Thresholds fields.

20



#3 Probe Response from AP

Frame 3: 583 bytes on wire (4664 bits), 583 bytes captured (4664 bits) on 1 -
Radiotap Header v@, Length 32

862.11 radio information
IEEE 202.11 Probe Response, Flags: ........ #sf21veu
TEEE 802.11 Wireless Management
> Fixed parameters (12 bytes)
v Tagged parameters (515 bytes)
> Tag: SSID parameter set: wifié6
> Tag: Supported Rates &(B), 9, 12(B), 18, 24(B), 36, 48, 54, [Mbit/sec]
> Tag: DS Parameter set: Current Channel: &4
> Tag: Country Information: Country Code JP, Environment Any
> Tag: Power Constraint: 3
> Tag: TPC Report Transmit Power: 28, Link Margin: @
> Tag: HT Capabilities (802.11n D1.10)
> Tag: HT Information (862.11n D1.18@)
> Tag: Extended Capabilities (10 octets)
> Tag: ¥HT Capabilities
» Tag: VHT Operation Ext. tag HE Capabilities (IEEE Std 802.11ax/D3.0)
> Tag: ¥YHT Tx Power Envelope
> Ext Tag: HE Capabilities (IEEE Std 802.11ax/D3.0)
> Ext Tag: HE Operation (IEEE Std 862.11ax/D3.0) Ext. tag HE Operation (|EEE Std 80211&X/D30)
> Ext Tag: Spatial Reuse Parameter Set
> Ext Tag: MU EDCA Parameter Set .
> Tag: Vendor Specific: Microsott Corp.= ME-_Daramete Ext. tag Spatlal Reuse Parameter Set
> Tag: Yendor Specific: Atheros Communications, abaili
> Tag: VYendor Specific: Qualcomm Inc.
> Tag: VYendor Specific: Microsoft Corp.: WPS Ext Tag: MU EDCA Parameter Set
> Tag: Yendor Specific: Qualcomm Inc. 21
> Tag: VYendor Specific: Qualcomm Inc.




AP sends IEEE802.11ax specification

~ Ext Tag: HE Capabilities (IEEE Std 202.11ax/D3.9)
Tag MNumber: Element ID Extension (255)
Ext Tag length: 46
Ext Tag Mumber: HE Capabilities (IEEE Std 802.11ax/D3.8) (35)
HE MAC Capabilities Information: @x@84e1a@801ad
~ HE Phy Capabilities Information
)" pO = Reserved: @x@ #Sf21veu
0000 010. = Channel Width Set: @x@2
Bits 8 to 23: @x0c60
Bits 24 to 39: @x7de2
Bits 4@ to 55: @x83c7 43
e HE Capabilities are parts o

B

IEEE802.11 Wireless Management

........ vve. .18 = Max HE-MCS for 1 5S: Support for HE-MCS ©-11 (@x2|

........ vov. 10, = Max HE-MCS for 2 5S: Support for HE-MCS @-11 (@x2|

........ .10 .... = Max HE-MCS for 3 55: Support for HE-MCS @-11 (@x2. ea er O ro e eS ponse ral I le
........ 10.. .... = Max HE-MCS for 4 5S: Support for HE-MCS ©-11 (@x2| )
...... 1@ .... .... = Max HE-MCS for 5 $S: Support for HE-MCS @-11 (@x2' . ) °
vere 1800 oiet wue. = Max HE-MCS for 6 $S: Support for HE-MCS @-11 (@x2' and the 'InClUde AP S 1 1 aX Sett'ln
18 ..u. eee wuae = Max HE-MCS for 7 5S5: Support for HE-MCS ©-11 (@x2| °

19.. ... .. Max HE-MCS for 8 55: Support for HE-MCS ©-11 {(@x2|

BT € 0 e to STA. There are a lot of fields,

vees o111 = NSS: 7
.111 1... = RU Index Bitmask: @xf

for example, supported HE-MCS

RU allocation: 242
RU allocation: 484

N T and NSS Set with RX/TX MCS
number with Spatial Streams and
RU allocation.

NSS

NSS
NSS

Ext Tag: HE Operation (IEEE Std 802.11ax/D3.8) 22

Ext Tag: Spatial Reuse Parameter Set

Ext Tag: MU EDCA Parameter Set

S kW N e



#4 #5 Authentication (Open System) Q

Frame 4: 97 bytes on wire (776 bits), 97 bytes: Frame 5: 62 bytes on wire (496 bits), 62 bytes

Radiotap Header v®, Length 32 Radiotap Header wv@, Length 32
802 .11 radio information 802.11 radio information
TEEE 862.11 Authentication, Flags: ........ TEEE 862.11 Authentication, Flags: ........
TEEE 862 .11 Wireless Management v TEEE 802.11 Wireless Management
v Fixed parameters (& bytes) v Fixed parameters (6 bytes)
Authentication Algorithm: Open System (@) Authentication Algorithm: Open System (9)

Authentication SEQ: @xpedl Authentication SEQ: @x9092
Status code: Successful (Ox0000) ode: Successful (Ox0000)

v Tagged parameters (35 bytes) Authentication Algorithm: Open System
Tag: Extended Capabilities (8 octets)
Tag: Vendor Specific: Apple, Inc.
Tag: Vendor Specific: Broadcom

Status code: Successful

Tag: Extend Capabilities

Tag: Vendor Specific: Apple and Broadcom

Authentication process of 11ax is the same as other legacy
Wi-Fi, just check SSID name using Open System algorithm

23



Ext. tag HE Capabilities (IEEE Std 802.11ax/D3.0)
HE MAC Capabilities Information

#6 A iati
ssociation Request from STA

862.11 radio information
> Fixed parameters (4 bytes)

> Tag: Supported Rates 6(B), 9, 12(B), 18, 24(B), 36, 48, 54, [Mbit/sec]

> Tag: HT Capabilities (802.11n D1.10)

v Ext Tag: HE Capabilities (IEEE Std 802.1lax/D3.0)

Ext Tag Humber: HE Capabilities (IEEE Std 802.11ax/D

Frame 6: 212 bytes on wire (1696 bits), 212 bytes captured (1696 bits) on inter -
Radiotap Header v@, Length 32
IEEE 862.11 Association Request, Flags: ........ #sf21veu
TEEE 802.11 Wireless Management
> Tag: S5ID parameter set: wifie
> Tag: Power Capability Min: -7, Max: 20
> Tag: Supported Channels
> Tag: Extended Capabilities (8 octets)
> Tag: ¥YHT Capabilities
Tag Humber: Element ID Extension (255)
Ext Tag length: 27
> HE MAC Capabilities Information: @x2800000030201 — -
> HE Phy Capabilities Informatio HE PHY Capabllltles Information
> Supported HE-MCS and HSS Set

- PPE Thresholds Supported HE-MCS and NSS Set
> Tag: Yendor Specific: Apple, Inc.
» Tag: Vendor Specific: Epigram, Inc. PPE Thresholds

> Tag: VYendor Specific: Broadcom
> Tag: VYendor Specific: Microsoft Corp.: WMM/WME: Information Element

24



STA sends actual connection settings

v Ext Tag: HE Capabilities (IEEE Std £02.1lax/D3.0)

e sy 10 xtenston (259 STA sends actual connection

Ext Tag Number: HE Capabilities (IEEE Std 8@2.1lax/D3.8) (35)

HE MAC Capabilities Information: @x800000030381 >

HE Phy Capabilities Information Sett] ngs to AP °
v rted HE-MCS and NS5 Set

~ Bx and Tx MCS Maps <= 8@ MHz

L]
v Rt HE-MCS Map <= 80 MHz: exfffa @ B nd dth _80MH
vevs o wass waas 2218 = Max HE-MCS for 1 SS: Support for HE-MCS @-11 (@x2) a W] < Z

1
veo. 18.. = Max HE-MCS for 2 $S: Support for HE-MCS @-11 (@x2)
. ..11 .... = Max HE-MCS for 3 55: Mot supported for HE PPDUs (@x3)
ceew 11.. ..., = Max HE-MCS for 4 SS: Not supported for HE PPDUs (@x3) @ MCS O— 1 1
vo «211 ... ... = Max HE-MCS for 5 $5: Mot supported for HE PPDUs (@x3)
veew 1100 oou. oo.. = Max HE-MCS for 6 55: Mot supported for HE PPDUs (@x3)
A1 ... oau. oo.. = Max HE-MCS for 7 55: Mot supported for HE PPDUs (@x3) .
11.. ...v vuvr wew. = Max HE-MCS for 8 SS: Hot supported for HE PPDUs (@x3) @ Spat]al Streams 1 -2
v Tx HE-MCS Map <= 88 MHz: @xfffa

.. ..18 = Max HE-MCS for 1 55: Support for HE-MCS @-11 (©x2)
.... 1@.. = Max HE-MCS for 2 §5: Support for HE-MCS ©-11 (@x2) @ RU 242 484 996
.. «.11 ... = Max HE-MCS for 3 SS: Mot supported for HE PPDUs (@x3) b b
vews 11.. ... = Max HE-MCS for 4 $5: Mot supported for HE PPDUs (@x3)
.. ..11 ... .... = Max HE-MCS for 5 $S: Mot supported for HE PPDUs (©x3) ere are O er an Se 'in
veer 1u. wivr ... = Max HE-MCS for 6 55: Mot supported for HE PPDUs (@x3) I h th I I l y tt g
11 ... o.u. ..o.. = Max HE-MCS for 7 55: Mot supported for HE PPDUs (@x3)
11t wves weas ox.. = Max HE-MCS for 8 SS: Hot supported for HE PPDUs (@x3) . . .
format HE MAC

esholds INTormation 1in

5 r:g;l@L.. = RU Index Bitmask: @x7 Capabilities and HE PHY

RU allocation: 242

RU allocation: 484 o o .
Capabilities, Supported
RU allocation: 242

W locaion: 10 Channels, SSID and soon. 25

RU allocation: 996




3.2us Guard Interval Supported/7 N

v HE Phy Capabilities Information
viev +0.@ = Reserved: @x@
v 9100 @10. = Channel Width Set: @x22

--@. = 4@MHz in 2.4GHz band: Not supported 0 1 BFSK 172 86 81 73 172 | 183 148 36 4 306

-- -1.. =48 & 82z in the 5GHz band: Supported 1 1 apsk w2 172 | 183 146 | z44 | =25 203 | 721 | ee1 813

" 9 : 122‘}“:;;&;22:62;:223; ::xdf‘”ﬁzi’rzﬁgported 2 1 oPsk a4 | 258 | 294 | 218 |58 | 488 ass | 1osa | ioz1 @io
o T tone TUs in the 2.4ats band: ot upported 3 1 1e0aM w2 244 | 325 w93 | ess 85 gas | 1441 | 1381 1225
T 245 tone HUs in the Ss band: Suported 4 1 160aM 24 518 | 488 439 fioaa| e7s | ere | 2162 |42 1o3s
SR 5 1 B40AM 23 BEE 85 sas |37 | 130 117 | ez | 272z w5
 Bite e oo B 1 BaoamM 34 774 | 731 658 |isao | 1463 | 1315 | 9243 |aosa o2iss
0006 - Punctured Preanble RX: 6x0 7 1 B4QAM 56 | 8B pia  7a1 fim21 | iees 1463 | asos | m03  anes

1 ... - Device class: Class B Device (8x1) B 1 oseoaM 34 1032 | ors | e7e |ooes | 1ms | iss | 4324 Janea | aevs

cvi il ... - LDPC Coding In Payload: Supported 9 1 seoaM &5 147 | 1082 o975 |24 | 2187 195 | 4804 | 4537 ames

( T T A TR R T T G Spported 10 1 10¢-QM 34 120 | 1218 qoe7 foseq | 2438 2194 | sa04 | 5104 asaa
R, .uuammmmrmm—]. - 1 1 10M-QM &8 1434 | 1354 1219 |oses | 2mos 2438 | soos | se7i 5104

[ ... ..1. .... .... - NDP With 4x HE-LTF and 3.2us GI: Suppor‘ted ] 0 2 BPSK 142 17.2 183 14 6 344 325 29.3 721 681 B1.3
TSP 1 7 apsk 12 | =44 325 | 3 || e 85 sas | 1441 |i381 | 1225

ee Bei. .ei. .... = STBC Rx <= 80 MHz: Hot supported 2 2 oapsk w4 | 516 488 | 433 Moz | wis | & | 26z | 2042 | is3s

@ viie ein oe.. = Doppler Tx: Mot supported T 2 150AM 12 | EAB B5 sa5 |1are | 10 117 | 2m2 | 2122 45

eB. eeii . ie .... = Doppler Rx: Not supported 4 2 1eoam w4 Lans2 I ors | et Nzes | s | i7ss | 4324 | 4023 | i
@er were wuee vv.. = Full Bandwidth UL MU-MIMO: Mot supported 5 2 saaa 23 |iara || 130 117 fa2rsa | 250 234 | 5765 | 5444 400

= Mocofol Mocd.Sial R IR0 R e B 2 gdoeM a4 | 1549 | 1463 | 1316 f 2097 | 025 | 2633 | sass |Eizs | 5513

7 2 4o 55 |12l 1825 | 1463 2440 | 325 | 2925 | 7208 | eeos | sizs

5 2 oseaem 34 | o085 | 195 | iwss Mai2a | s | =5 | ss47 feier | 7Es

g 2 ose-qeM 56 | 2204 2187 | 195 [4sse | 4333 | =a0 | oeoe | o074 | eied

0 2 0M-QaM w4 | 2580 | 2438 | 2194 | 5162 | 4875 | 4388 | 1os09 |iozoe | oiss

1 2 io24-0aM =5 | 2888 || 208 | 2438 [ 535 | 5417 | 4mrs | o1zo0 | nisas | ozos

STA support 1.6us/3.2us Guard Interval, so logical rate is
determined by MCS index from 7.3Mbps to1134.3Mbps
(if STA uses Wi-Fi6 mode) 26



#8 Association Res

v TEEE 862.
Type/S

> Frame

. 000 @
Receiw
Destin
Transm
Source

BSS Id:

Qo8 &

v IEEE 802.

v Fixed
> Capa
Stat

onse from AP

11 Association Response, Flags: ........ e e e e e e e e e e e e e e e e e ettt e———=2
ubtype: Association Response (@x0001)
Control Field: &x1@0@
089 0011 1100 = Duration: 6@ microseconds
er address: 06:0f:5b:dd:20:fa (06:0f:5b:dd:20:fa)
ation address: 06:0f:5b:dd:20:fa (06:0f:5b:dd:20:fa)
itter address: ASUSTekC c4:f5:c4 (f0:2f:74:c4:15:c4)
address: ASUSTekC c4:f5:c4 (f0:2f:74:c4:f5:c4)
ASUSTekC c4:15:c4 (f0:21:74:c4:f5:c4)

. 9008 = Fragment number: @

000 0901 .... = Sequence number: 1
11 Wireless Management
parameters (6 bytes)

bilities Information: @x8581 Status COde SUCCGSSfUl
us code: Successful (@x0000)

. HES0

. .00 00DD PO VBBl = Association ID: @x@@0l ASSOClatlon |D OXOOOOl
v Tagged parameters (256 bytes)

> Tag:
> Tag:
> Tag:
> Tag:
> Tag:
> Tag:
> Ext
> Ext
> Ext
> Ext
> Tag:
> Tag:
> Tag:
> Tag:

Supported Rates 6(B), 9, 12(B), 18, 24(B), 36, 48, 54, [Mbit/sec]
HT Capabilities (802.11n D1.1@)
HT Information (862.11n D1.10)
Extended Capabilities (10 octets)
YHT Capabilities

YHT Operation

Tag: HE Capabilities (IEEE Std 802.11ax/D3.0) -
Tag: HE Operation (IEEE Std 802.11ax/D3.@) Ext. tag HE Operation (IEEE Std 802.11ax/D3.0)

Ext. tag HE Capabilities (IEEE Std 802.11ax/D3.0)

Tag: Spatial Reuse Parameter Set
: Vendor Specific: Microsoft Corp.: WM er Ext. tag Spatlal Reuse Parameter Set

Vendor Specific: Qualcomm Inc.
Vendor Specific: Qualcomm Inc.
Vendor Specific: Microsoft Corp.: WPS

Ext Tag: MU EDCA Parameter Set 27



O:Fa

AP linked up layer2 connection to STA rd

Association Response means AP
determined setting configuration,
confirmed connection from STA,
and linked up and start actual data

AP also logged association (HE Bandwidth ~ommunication with STA.

80MHz TX Max 720Mbps RX Max 286Mbps)

~ HE MAaC capabilities Informati

Multi-TID Aggrega!

HHTC HE Support: Supported

THT Requester Support:

TT Responder Support
Fragmentation Support

Faximm Nunber of Frapuented nsDU

HE Link Adapta
A1l fck Support

Hot supported
Supported

Support for dynamic fragsents in MPDUS or S-FPDUS (1)
1

o
: Mo feedback §f the STA does not provide HE HEB (0)

TRS Support: Mot supported

BSR Support: Supported

Broadeast THT Support

ot supported

32-bit BA Bitmap Support: Wot supparted

KU Cascading Support: Wot supported

Ack-Enabled Apgregation Support: Not supported
ox0

Reserved:

00 Control Support: Supported

OFDRA A Support: Mot supported

Faximm A-HPDU Length Exponent Extension: 3
A-HSDU Fragnentation Support: Wot supported
Flexible TWT Schedule Support: Wot supported
for Control Frame to MultiBSs: Wot supported
BSP BORP A-HPDU Aggregation: ot supported
QTP Support s ot supported

BOR Support : ot supported

SKP Responder Role: Mot supported

NP Feedback Report Support: Mot supported
005 Support: ot supported

A-RSDU in A-HPDU Support: Supported
Rulti-TID Aggregation TX Support: @

HE Subchannel Selective Tr

smission Supports Mot supported

UL 2359 tone R Support: Hot supported
o Control UL MU Data Disable RX Support: Not supported
HE Dynamic SM Power Save: Hot supported

Punctured Seunding Support: Wot supported

T And WHT Trigger Frame RX Support: Not supported

L111 = Number Of Sounding Dimensions <= 89 MHz: 7
Humber Of Sounding Dimensions > 88 MHz: @

Ng = 16 SU Feedback: Supported

Ng = 16 MU Feedback: Supported

Codebook Size SUl Feedback: Supported

Codebook Size MU Feedback: Supported

Triggered SU Beamforming Feedback: Mot supported
Triggered MU Beamforming Feedback: Not supported
Triggered CQI Feedback: Mot supported

Partial Bandwidth Extended Range: Mot supported
Partial Bandwidth DL MU-MIMO: Not supported

PPE Threshold Present: True

~ WE Phy Capabilities Information

¥ ies ..n® = Reserved: Bx@

Reserved: Ox
hannel Width Set: Bx02
4@"Hz in 2.4GH7 band: Mot supported
40 & 80MHz in the SGHz band: Supported
= 16@MHz in the SGHz band: Not supported
= 168/80488MHz in the SGHz band: Mot supported
242 tone RUs in the 2.4GHz band: ot supported
242 tone RUs in the SGHz band: Mot supported

a. Reserved: Oxd

 Bits € to 23: Owdc6
2000 - Punctured Preamble RAX: 6xd
- Device Class: Class A Device (@xB)
= LDPC Coding In Payload: Supported
HE SU PPDU With 1x HE-LTF and @.8us GI: Supported
= Midamble Rx Max NSTS: 1 Space-Time Stream (0x@)
HOP With 4x HE-LTF and 3.2us GI: Hot supported
- STBC Tx <= 80 MHz: Supported
= STBC Rx <= 80 MHz: Supported
= Doppler Tx: Mot supported

SRP-based SR Support: Not supported

Poser Boost Factor ar Support: Not supported

HE SU PPDU & HE MU PPDU w 4x HE-LTF & 0.8us GI: Supported

Max He: Supported

STBC Tx > 89 MHz: Hot supported

STBC Rx > 89 MHz: Supported

HE ER SU PPDU W 4x HE-LTF & 0.8us GI: Supported

20 MHz In 48 MHz HE PPDU In 2.4GHz Band: Not supported

20 MHz In 168/80488 MHz HE PPDU: Not ;uppcr(ed

20 MHz In 168/20+488 FHz HE PPDU: Not supported

Doppler Rx: Mot supported HE ER SU PPDU W 1x HE-LTF & ©.8us GI: Hot supported

Full Bandwidth UL MU-MIMO: Not supported idamble Rx 2x & Ix HE-LTF: Not supported

Partial Bandwidth UL MU-MIMO: Mot supported @B, rrn veen vae. = DCM Max BW: 00

~ Bits 72 to 87: @x@008
e @ = Longer Than 16 HE SIG-B OFDM Symbols Support: Not supported

Non-Triggered (QT Feedback: Not supported

Tx 1624-QAM Support ¢ 242-tone RU: Hot supported

Rx 1824-QAM Support ¢ 242-tone RU: Supported

Rx Full B4 SU Using HE MU PPDU With Compressed SIGB: ot supported

Rx Full BY SU Using HE MU PPDU With Non-Compressed SIGB: Not supported 28

o, .
~ Bits 24 to 39;

ox7dsg
..B8 = DCM Max Constellation Tx: DCM is not supported (BxB)

0., = DCM Max NSS Tx: 1 Space-Time Stream (@xe)

DCM Max Constellation Rx: BPSK (@x1)

DCH Max MSS Rx: 1 Space-Time Stream (@x@)

= Re HE MU PPDU from Hon-AP STA: Not supported

= SU Beamformer: Supported

- SU Beamformee: Supported

= MU Beamformer: Not supported

Beamformee S1S <= 80 HHz: Ox7

Beamformee STS > 80 MHz: Bx3

Nominal Packet Padding: @ ps for all Constellations (@)
Reserved: Oxo8




AP sends actual connection settings rd

orted HE-MCS and NSS Set
Rx and Tx MCS Maps <= 8@ MHz

v o M Tap < 891§Hi:Mgia:2?MCS for 1 8S: Support for HE-MCS @-11 (@x2) AP SendS aCtual ConneCtion

.............. 1

............ 1@.. = Max HE-MCS for 2 S$S: Support for HE-MCS @-11 (@x2) R

.......... 10 .... = Max HE-MCS for 3 SS: Support for HE-MCS 0-11 (@x2) tt t S I A

........ 1@.. ... = Max HE-MCS for 4 $5: Support for HE-MCS @-11 {@x2) Se ]n S O d

...... 10 .... .... = Max HE-MCS for 5 $5: Support for HE-MCS @-11 (@x2)

P 1 T = Max HE-MCS for 6 S$5: Support for HE-MCS @-11 (0x2) hd

P L = Max HE-MCS for 7 $5: Support for HE-MCS ©-11 (©x2) @ an W] t < - MHZ
2 = Max HE-MCS for 8 $S5: Support for HE-MCS @-11 (9x2)

v Tx HE-MCS Map <= 8@ MHz: ©@xaaaa

.............. 10 = Max HE-MCS for 1 $S: Support for HE-MCS ©-11 (@x2) @ MCS 0_1 1

............ 1@.. = Max HE-MCS for 2 S$S: Support for HE-MCS 8-11 (@x2)

.......... 1@ .... = Max HE-MCS for 3 S$S: Support for HE-MCS @-11 (@x2)

........ 18.. .... = Max HE-MCS for 4 $5: Support for HE-MCS @-11 (0x2) hd

...... 10 .... .... = Max HE-MCS for 5 $5: Support for HE-MCS @-11 (@x2) @ Spat]al Streams 1 -2

P 1 = Max HE-MCS for 6 5$S5: Support for HE-MCS @-11 (@x2)

L0 L e e = Max HE-MCS for 7 S$S: Support for HE-MCS @-11 (@x2)

1 = Max HE-MCS for 8 S$S: Support for HE-MCS @-11 (@x2) @ RU 242 484 996 2X996
~ PPE Thresholds ) ) )

vews W111 = NSS: 7

.111 1... = RU Index Bitmask: oxf

There are other many setting

i information in HE MAC
Capabilities and HE PHY
Capabilities, Supported

Channels, SSID and so on. 29

NSS
NSS
NSS
NSS
NSS
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new function: BSS coloring, modified CSMA/CA( _‘

v BSS Color Information: @x14

" o1 0100 — BSS Color: oxla In Carrier Sense process, AP/STAs
Q.. ... = Partial BSS Color: False wait for a while (timer + random),
D... ... = BSS Color Disabled: False then send frames when they receive
There are many other wireless frames in the same color over RSSI
access point in todays Wi-Fi, you signal threshold.
may see tons of SSID if you arein AP changes Carrier Sense threshold
downtown. WiFi6 uses BS5(Basic dynamically if the color is not same.

Service Set) Coloring, a group of
AP and STAs connected with AP set
“Color” to identify communication.

It means “Oh, other system use the
same Wi-Fi Channel, but not me, so |
loose interferer threshold”

BSS Coloring utilize RF band more efficiently and get better performance

( especially in outdoor, downtown and other congestion wireless network)



new function: Triger frame for TWT /7N

v HE MAC Capabilities Information:
vas: +uB. = TWT Requester Support: Not supported

« veae- «1.. = TWT Responder Support: Supported
e waes = Trigger Frame MAC Padding Duration: @

v Ext Tag: HE Operation (IEEE Std 802.1l1ax/D3.8)
Tag Humber: Element ID Extension {255)
Ext Tag length: 6
Ext Tag Humber: HE Operation (IEEE Std 802.11ax/D3.@) (36)
v HE Operation Parameters: @x@03ff4
.................... .100 = Default PE Duration: 4
.................... @... = TWT Required: Hot required

v HE Phy Capabilities Information

v Bits 4@ to 55: @x83c7
............ .111 = Number Of Sounding Dimensions <= 8@ MHz: 7
.......... 90 9... = Humber Of Sounding Dimensions > 8@ MHz: @
seee wwss 2les waws = Ng = 16 SU Feedback: Supported
........ l... .... = Ng = 16 MU Feedback: Supported
....... 1.... .«.. = Codebook $ize SU Feedback: Supported
..1. .... .... = Codebook Size MU Feedback: Supported

. 8., .... ... = Triggered 5SU Beamforming Feedback: Not supported
Aooo oaa caan oooco = Triggered MU Beamforming Feedback: Mot supported
PR = Triggered CQI Feedback: Mot supported

‘ovosaolansaled 1N legacy Wi-Fi we have to use power

management flag to sleep or wake up all

. v Flags: 0x@0
STAS n BSS ...... 09 = DS status: Not leaving DS
. .@.. = More Fragments: This is th
... B... = Retry: Frame is not being
@ ..., = PWR MGT: STA will stay up

TWT (Target Wake T1me) is the new Wi-Fi6
mechanism that set individual sleep time
between AP and STAs

STA set individual wake time in association.
AP sends trigger packet to wake up the STA
and STA sends back if needed.

WiFi6 also use CSI(Channel State
Information) from chipset for beamforming.

TWT (Target Wake Time) is the best solution for 10T devices




AP specification

~ HE Phy Capabilities Information
....... 0 = Reserved: Ox@
v 9198 @1@. = Channel Width Set: @x22
. ..B. = 40MHz in 2.4GHz band: Not supported
. «1.. = 40 & 8@MHz in the 5GHz band: Supported
vov. B... = 160MHz in the S5GHz band: Mot supported
cee® ... = 160/80480MHz in the 5GHz band: Not supported
..B. .... = 242 tone RUs in the 2.4GHz band: Not supported
.1.. .... = 242 tone RUs in the 5GHz band: Supported

... .. = Reserved:

v Bits 8 to 23: @x9230
............ 0e0e

axe

Punctured Preamble RX: ox®

Device Llass: Llass B Device Loxl) ]

P N Tall ann Io Doiload. SupRaE v

HE SU PPDU Nlth 1x HE-LTF and Q. Sus GI: HNot Supportei

MrEmrre e NS PO I T T, O

NDP With 4x HE-LTF and 3.2us GI: Supported
STBC Tx <= 8@ MHz: Not supported

= STBC Rx ¢= 8@ MHz: Not supported

Doppler Tx: Mot supported
Doppler Rx: Mot supported
Full Bandwidth UL MU-MIMO: Not supported

MLf .7 T M am arn maTRAA L mI_L L a1

v Supported HE-MCS and HSS Set

v Rx and Tx MCS Maps <= 80 MHz
@xaaaa

~ Rx HE-MCS Map <= 8@ MHz:
P I

R 1 T

e L

P L R

P L e

P L R

P L
19,0 veve sues vawe =

~v Tx HE-MCS Map <= 80 MHz:

T 1 e
vees 180, L. =
P 1 T
P 1 T
T L
1
v PPE Thresholds
ceee J111 = NSS: 7
.111 1... = RU Index Bitma
v NSS @
RU allocation: 242
RU allocation: 484
RU allocation: 996
RU allocation: 2x99

Max
Max
Max
Max
Max
Max
Max
Max

HE-MCS
HE-MCS
HE-MCS
HE-MCS
HE-MCS
HE-MCS
HE-MCS
HE-MCS

@xaaaa

Max
Max
Max
Max
Max
Max
Max
Max

sk:

HE-MCS
HE-MCS
HE-MCS
HE-MCS
HE-MCS
HE-MCS
HE-MCS
HE-MCS

oxf

for
for
for
for
for
for
for
for

for
for
for
for
for
for
for
for

o~ 3R W N

W~ n ks WM

55:
55:
55:
551
551
55:
55:
55:

55:
S5t
S5t
55:
55:
55:
551
551

Support
Support
Support
Support
Support
Support
Support
Support

Support
Support
Support
Support
Support
Support
Support
Support

for
for
for
for
for
for
for
for

for
for
for
for
for
for
for
for

HE-MCS
HE-MCS
HE-MCS
HE-MCS
HE-MCS
HE-MCS
HE-MCS
HE-MCS

HE-MCS
HE-MCS
HE-MCS
HE-MCS
HE-MCS
HE-MCS
HE-MCS
HE-MCS

2-11
2-11
2-11
2-11
2-11
2-11
2-11
2-11

2-11
0-11
0-11
0-11
2-11
2-11
2-11
2-11

I~

(
(
(
(
(

(
(
(
(
(

—~

ax2)
ax2)
%2 ) '
x2)
Ox2)
Ox2) u

Ox2)
Ox2)

Ox2)
Ox2)
Ox2)
ox2)
ax2)
ax2)
x2)
x2)

AP support 0.8us/1.6pus Guard Interval, 8 Spatial Streams, HE
MCS 0-11 and RU tone 242,484,996.
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#8-#14 Plaintext Data such as DHCP, ICMP

>

>

>

Frame 8: 398 bytes on wire (3184 bits), 398 bytes captured (3184 bits) o
Radiotap Header v@, Length 32
802.11 radio information

v TEEE 8@82.11 QoS Data, Flags: o...... T -

Type/Subtype: QoS Data (@x0028)

T e vertons 6 Frame type_subtype: Data Subtype 8 #sf21veu
. 1e.. =

. = Type: Data frame (2)
1008 .... = Subtype: 8

T ot e s o w0 o1 Data frames uses common IEEE802.11 mac

More Fragments: This is the last fragment
Retry: Frame is not being retransmitted

PR G ST w1 sty frame format including HT Control information

More Data: No data buffered

e Cronder 1o sttty ordered the the same IEEE802.11 , Data frames have HT

.0B0 0000 0016 1100 = Duration: 44 microseconds

Receiver address: ASUSTekC c4:f5:c4 (f@:2f:74:c4:f5:c4)

Transmitter address: @6:0f:5b:dd:2@:fa (06:0f:5b:dd:20:fa) ContrOl header that have HE (IEEE802. 1 1 aX)
Destination address: Broadcast (ff:ff:ff:ff:ff:ff)

Source address: 86:0f:5b:dd:20:fa (06:6f:5b:dd:20:fa) h

BSS Id: ASUSTekC c4:f5:icd (f@:2f:74:ic4:15:c4) flag ]S True

STA address: @6:8f:5b:dd:20:fa (06:0f:5b:dd:20:fa)

............ 9080 = Fragment number: @

0000 0000 0081 .... = Sequence number: 1

Qos Control: @x2116

HT Control (+HTC): @x@eeeb2ef

............................... 1 = VHT: True
« rerenite comrets monns T TR HT Control (+HTC) header

<

...................... 1@ .... .... = Scaling Factor: ® HE: True (IEEE802-11aX)
.............. 00 0000 09.. .... .... = Queue Size High: 9x@0
...... 00 POPR 90.. .... .... .... .... = Queue Size All: Ox08
Logical-Link Control
Internet Protocol Version 4, Src: 9.0.9.0, Dst: 255.255,255,255

User Datagram Protocol, Src Port: 68, Dst Port: 67 Aggregate Control Header 33

Dynamic Host Configuration Protocol {Discover)




Unfortunately some Radiotap Header and RF
information do not export correctlv (for now) \ e

FoRL o EETMAC EERMAC  BSSID EE. EERP E. E. 8. Es. b-b BEEt
1 IPACHP Fortinet BO:AASA  OBOFSBODL. ASUSTeRCi, BEE 1. 7 10.. M MM 1814, 36 1201 [HE MZS 11,55 2, O 80) lemp: Echo Reply Message, From 1.1,1.1 To 14,00 206
v Radiotap Header v@, Length 32 o ASUSTERC:, BEE 1. 7 0. NAA R 1804, 36 12071 [HE M5 11,55 2, Cw E0) lemp: Echo Reply Message, From 1.1,1.1 To 140,00 206

Header rewision: @ @ 09FI-7- 1111 E 1000206 EDETyE- o
teader pads 0 ' CommView does not export all

Header ]_ength = 32 v Wirelezs Packet Info
- Signal level 98% . °
Present flags - Signal level in dBm ~35 f ld tl P H Y
MAC timestamp: 1622020459456883 Ratw 2010 Mepe 1etas in pca p n g correc y )
Flags: ox@@ - Rate type: 802.11ax (OF D)

(__Data Rate: 49,0 Mb/s ) ::SEQ:;EI:GET-%NMHZ Type, MCS, number Of Spatial

- Btreams: (x2 (2)

Channel frequency: 5320 [A 64] ""gﬁardk;ter;a; 3'82%:3) - .
Channel flags: @x914@, Orthogona: e pridth: 02 {2 - 2 St Ch l b d dth
Antenna signal: -46 dBm %%%%‘%;1%151259;333030 reams) anne an W]
Antenna noise: -92 dBm T R 118 AT . .

Channel number: o4 et and some fields are omitted,
Channel ‘fr‘equency: 0320 . . Frame Gontrol: 0x0288 (548)

Duration: 0x002C (44)

Channel flags: @x@000014@, Orthot ggsStTSt;:o;z.‘;d?d;%.«;ng%ul‘F5BDD20F.°. PHY type, Data rate fields are

., o 0 o
802.11 radio information - Source Address: 00:0%:0F:BO:GA:94

{ PHY type: 892.11a (OFDM) (5) ] - Fragment Number:. 0x0000 (0) t d ° t d t l f
Turbo type: fon-turbo (@) iy NOU dissected correctly ( or
Data rate: 49.9 Mb/ 5 v -Logical-Link Control (LLCY: Gommand: Unrumbere

- DSAP: SNAP (0xA4) C ©

. - 15 Bit: Individual -

Channel: 61 now ) and Richard-san (Richard
Frequency: 532@MHz - CR Bit Command

Signal strength (dBm) . _46 dBm v..C;P(tzrgllfnfr;e;ga?ﬁn(rgﬁand: UL Unhumbered frame S h a r e a n d G u _ Sa n G u

HNoise level (dBm) = _92 dBm ‘.. Frame type: Unnumbered frame (3) p y y

.. Oreganization Code: Encapsulated Ethernet (0x)

Signal/noise ratio (dB): 46 dB .. Type: IP (0:x0800) o . .
TSF timestamp: 1622020459456883 B Fnly Mestase Fram 1111 To 1000) H alrris ) WO rk fO r W] Fes h a rk' S1 d Q4

~ [Duration: 44usl




#15 Disassociate from STA

Frame 15: 58 bytes on wire (464 bits), 58 bytes captured (464
Radiotap Header v@, Length 32 -
202 .11 radio information
v IEEE €02.11 Disassociate, Flags: ........ Type/Subtype: Disassociate
Type/Subtype: Disassociate (0x000a) #sf21veu
Frame Control Field: @xadp@
.D00 pRee BR11 1168 = Duration: 68 microseconds
Receiver address: ASUSTekC c4:f5:c4 (f@:2f:74:c4:15:c4)
Destination address: ASUSTekC c4:f5:c4 (f0:2f:74:c4:f5:c4)
Transmitter address: 06:0f:5b:dd:2@:fa (BG:@f:Sb:dd:zﬂ:fa
Source address: 06:0f:5b:dd:2@:fa (06:0f:5b:dd:20:fa)
BSS Id: ASUSTekC c4:f5:c4 (f@:2f:74:c4:15:c4)
............ 0000 = Fragment number: @
0000 0101 PB11 .... = Sequence number: 83
v TEEE 862.11 Wireless Management

v Fixed parameters (2 bytes)
Reason code: Disassociated because sending 5TA is leaving

\

Disassociate from STA

Last frame is common in Wi-Fi, STA says goodbye to AP
using disassociate frame. And AP delete association and

authentication state and disconnect datalink. Done. o



Appendix Ping/iperf3 to wired PC with WPKZ\

JlSUSTekCDlFE-Dl 116 (116-120m@40 116-123@&80 AP wifiG 1 ax WPAZPSK [CCRMP -34i-330-33 484339
@ SSID:wifi6 Wil soeneat
® Passphrase: Wireshark
® BSSID:FO2F74C4F5C0

@ STA iPad:060F5BDD20FA
® Channel 128MHz
(1)Connect iPad to AP
(2)Ping to a wired PC

(3)Use iperf3 to measure
throughput

36



Appendix Ping/iperf3 to wired PC with WP

HE.NET Network Tools =2 - |

1 10.0.0.212

1.25 MByte ( 235 Mbit/s)
0.0-0.0sec

Routing Table

Actual throughput is about 200Mbps
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Append

WEP/WPA -
WEP
B4 vk
=1

x

WRA

WRA-PSK /(22 L- i

‘Wl reshark

ERFAD. BE.

Fy2ll

& 07P1-T- 1000206 TESERE
JrUIbE BES MR

ix Ping/iperf3 to wired PC with WPA2Z{

v Aifireless Packet Info

<

- Signal level: 100%
-~ Signal level in dBm: -35
- Moise level in dBm: -91
Rater 1201.0 Mbps
- Rate type: 802 11ax (OFDM)
Band: b GHz
-~ Ghannel: 118 - BRA0 MHz
Streams: 0x2 {2)
- Guard Interval: 0.8 4s
Charnel width: 0:x2 (2) - 80 MHz
& FH: 26-5-2021
FEFIESEE 17:10:20.060308
- TS558 0.000000
Tl Lt 22 80 J ik
D= LR 1142
a1t
-Frame Gontrok 04288 (17032)
- Duration: 0x002C (44)
- Destination Address: 06:0F-5B:DD:20FA
-- BSS ID: FO:2RTEGEFRGE
--Source Address: FILZFT4CEFRCE
- Fragment Mumber: 0x0000 {0}
Sequence Number: 0x0072 (3442)
-G0S Control: 0x0000 (0)
Logizal-Link Contral {LLCY: Gommand: Unnumb

> Ipwd Sre = 1000212, Dest = 10.00.206, Mext P

Top: Flags=..A... SrcPort=5201, DstPort=49182,

uE D

£,

Faran

EETIMAC

ASLISTe

EERMAC

BESID

1143 ASUISTERCE A60FSBDD ; 1201 (HE 19182, Payloadle
1144 IRTCP ASUSTekOC4FS., J60F5BDD. ASUSTekC:. 1710, =35 1201 [HE e AMCPOM=5201, DstPort=49182, PayloacdLe
1145 IPTCP ASUSTERCE ASLISTERC:., 1740, 35 1201 [HE SrePort=5201, DstPort=4312, Payloadle
1148 IRTCP ASUISTekl ASLSTek ., 1710, =35 1201 [HE 19182, PayloaclLe
1147 IPTEP ASUSTERCE ASLISTERC:., | SrePort=5201, DstPort=4312, Payloadle
1143 IRTCP ASUISTekl ASLSTek ., L
1143 IPTCP ASUISTERCE ASLISTERC:., |
1150 IPTCP ASUISTekl ASLSTek ., 1710, =35 1201 [HE srcPort=5201, DstPart=49182, Payloaclle
1151 IPTCP ASLISTekl 4 ASLSTekC:., 1710, 35 1201 (HE SrcPaort=5201, DstPort=49182, Payloadlen=
1152 IPTCP ASUISTekl ASLSTek ., 1710, 36 1201 [HE
1153 IPTCP ASLISTekI ASLSTekC:., !
1154 IPTCP ASUSTekC C4FS; ASUSTEKC:., |
1155 IPTCP ASLISTekI ASLSTekC:., 1710, 35 1201 (HE
1156 IPTEP ASUSTERCE ASLISTERC:., 1740, 36 1201 (HE
1157 IPTCP ASLISTekI ASLSTekC:., 1710, 35 1201 (HE
1158 IP/TEP ASUSTERCE ASLISTERC:., |
1159 IPTCP ASLISTekI ASLSTekC:., !
1180 IP/TEP ASUSTERCE ASLISTERC:., | SrePort=5201, DstPort=49182, Payloadle
1161 IPTEP ASLISTekCCAFS.., ASUSTekC:.. 17:14.. -35 1201 [HE Teo: Flacs= SrcPort=5201. DstPort=49182. Pavloadlen=..
axagea 88 42 2C Q9 26 @F 56 DD-2@ FA F@ 2F 74 (4 F5 (4 &
axaa1a F@ 2F 74 (4 F5 (4 2@ D7-2@ @@ A4 A8 23 22 22 o2 L L
ox2a2a 253 02 45 22 22 28 98 30-4Q @@ 82 @6 4C FE 04 02 LoiTe@ el Lp. .
2nQ@3@ 00 D4 @A @2 PO CE 14 51-C@ 1E 24 89 @8 FA 57 D8 .0...T.QA. 3%.dud
2:0042 CA A7 50 10 D@ @@ AS EF-22 B2 00 00 02 0@ 00 00  ESP.D.Yi........

CommView can decrypt WPA2-PSK, so we can see plain iperf
frame if we capture complete 4 set of EAPOL handshake and
enter WPA-PSK passphrase in WEP/WPA key settings.

Export pcapng file is plain text IEEE802.11 trace file.
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Its just an entrance of dissecting W1F16'(‘

We dissected a simpleWiFi6 connection setup process,

You may find there are tons of header and field we
omitted this time, WiFié added many tag, fields,
header in IEEE802.11 frame.

And we use WPA2/WPA3 encryption, and there are
controllers in enterprise network.

So it is just an entrance of dissecting Wi-Fi6,

We may get better tools for capturing and Wireshark
dissector also improve within a few years.

#sf21veu
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USE WIRESHARK (N
Thank you for watching 11~

Please complete the SharkFest Europe app-based survey

Supplemental file
http://www.ikeriri.ne jp/sharkfest

o ikeriri network service
\*_) http://www. ikeriri.ne. jp
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