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M About Wireshark ? *




TIPS and techniques about Wireshark display
filters and WinPcap/libpcap capture filters.
Wireshark has flexible and strong functions to
filter packets, display filter by Wireshark, and
capture filter by WinPcap/libpcap. We can
capture the only packets you want and reduce
trace file size using capture filters, and we can
show the series of packets by display filter in a
trace file.

This session Megumi shows practical TIPS and
convenient techniques to use both filter using
actual filter strings and trace files. You can utilize
them in trace file and get the packet you need.




(o‘ Agenda

« Capture and Display Filter Basics
« Capture Filter TIPS

 Display Filter TIPS

 Display filter Techniques

¢« Q&A

#sf18asia ¢ NEC, Nanyang Technological University, Singapore ¢ April 9-11



A

. Capture and Display
Filter Basics
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« Capture filter is used by WinPcap/libpcap/Npcap
and other capture drivers to filter packet data

« Display filter is used by Wireshark/tshark/dumpcap
to filter display information of packet list pane

« Each text box is able to use auto complete
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_ Capture Filter Display Filter

Set by

Applies to
Syntax

Layer

Pcap file size
Statistics

WinPcap/libpcap/Npcap
and packet capture driver

Each interface

Tcpdump, pcap_compile(),
and pf()

Under layer 4 based on
tcpdump, pcap_compile()
Reduced

X Bad
Ratio of packets is changed

Wireshark

Each trace file

Wireshark
protocol.field.subfield

All layer based on the fields
of the Wireshark's dissector

No change

O Good
Ratio of packets is the same



 If you once set Capture / Display filter,
the latest filter string is saved in filter list,
and also saved in recent _common file in Personal

configuration folder
* The number of history
can be changed in settings

‘ Wireshark - Preferences

~ Appearance

Layout
Columns
Fontand Colors

Capture

Filter Buttons

Mame Resolution

Protocals

Statistics

Advanced

Femember main window size and placement
Open files in
(@ The most recently uzed folder

() This folder: |C¥Users¥ megumi Ik ERIRKDacuments

Show up to

filter entries
recent files

Browses=-

b

recent_common - TeraPad
Jr(ULF) REE BTE BT MFO -1 ALTIH)
DSBS | [Pepoye

....... | P - P - P T PRI - P T - PRI i P

Recent settings file for Wireshark 2.4.5. 4

This file is resenerated each time Wireshark is cuit.
So be careful, if vou want to make manual chanees here. t

!

BN Recent capture files (latest last), camnot be altered throush command |
ine RSN

.

.

RN Recent capture filters (latest last), cannot be altered throush command
| ine RSN

recent capture_filter: host 192

é’gcgng %:apture filter. ¥Dewce¥NPF {6.&688018 D302 -4E57-89C6-1C43400FA4TEY: host 1

######## Recent diselay filters (latest last), canmot be altered throush command
lime $HsHEE

!
recent.displav_filter: ip.addr == 192.0.2.11
recent.display_filter: ip.t

.
HHEHH Recent remote hosts, carmot be altered throush command |ine HHSHHEL
1
I



Open Wireshark, set Capture filter ( host 8.8.8.8 ) and start
capturing, and stop.

Open another Wireshark, set Display filter

( ip.addr==8.8.8.8 ) and start capturing and stop.

Check the difference of each Syntax, file size and statistics
Open Personal Configuration folder by Help>About>Folders
and open recent_common file.

Check the number of history by Edit>Preferences

( show up to XX filter entries, XX recent files )



« Open Help>About Wireshark>Folders

« We can edit dfilters ( Display filter template) and
cfilters ( Capture filter template ) in Global
configuration and Personal configuration
(filter format using UTF8N and LF in Windows)

* You can also edit filters using filter dlalog box
Capture>Capture Filter... -
Analyze>Display Filter

Location
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cfilters - TeraPad — O e

M Vireshark - Capture Filters roox D RED BEY ERY U UMD AL
= =
Mame Filter 2 O [B IIIIII [oFFEY EYYTIEIYY D@ ‘53 IIIIIIIIIIIIIIIII
‘Ethernet address $0:00:52:00:52:00 ; ether host 90:00:52:00:32:00 ; :Ememei ?ddregsoggﬁﬂ?ﬂgs)ﬂﬂ ?E UU eihe[r]’ Bgﬁé UU UU 5e 00: 53 UUL
ernet type Ox ether proto Ox
Ethernet type D«0R05 me). sther prato 0«0805 . 3| Mo Broadecast and no Multicast” ret broadeast and not multicast
Mo Broadcast and no Multicast not broadcast and not multicas 4| Mo ARFT not arpd
Mo ARP not arp 571Pvd only™ ipt
1Py anly ip ? %Evé adcliress égﬁ 0.2.17 host 192.0.2.11
IPud address 132.0.2.1 host 1320.2.1 8| 7IPvB acdress 2001:db8::17 host 2007:db3::1:
1PwE only ipf JI7IPK only” ipxt
IPvE address 2001:dbE:1 host 2001:db:1 107TCR only” tcpd
TT{LDP only” uded
< > 12 1°TCP or UDP port 80 (HTTP)” port 80
13| 7HTTP TCP port (80)" tep port http.
il }:51 "HO Aﬁ%gnd 30 DNSSM?gtta;? et mth53; t port 80 and not port 25
a— e A2l on-HTTP and non-SMTP to/from waw.wireshar org” not por and not por ir
16T 16 EE (a0 slis | CRLF f8A
M Wireshark . Display Filters ? x dfilters - TeraPad — O %
IPNE REE BRD RRY 0P P-LD ALFH
Mame Filter "~ BE=) [B (3 2P0
(Ethernet address 00:00:5e:00:53.00 i eth.addr == 00:00:5e:00:52:00 ] Eth " t ded UUE?]U 5 UU E% UUI I It;'wlm dd Lo DI[;O UEI ‘5 . UUIS%B IUUI PN L PP TIPS
o= ernet address e eth.addr == e: "
Enemen ype IB00 (ARE) e e 7 |"Etherret type 050805 (ARP)” eth. type == 0x08061
themet broadeast sth.addr == LR 3|"Ethernet broadcast” eth.addr == ff:ff:ff:ffiff:ffL
Mo ARP not arp 41 No ARP” not arpd
vt ot ; 2|7 1o0d cabrese192,0.2,17 ip.addr == 192.0.2.1
IPwd address 192.0.2.1 ip.addr == 152.0.2.1 LACYY Acdress ie. a res et T _
IPud address isn't 192021 {don't use I= for thisl) fip.addr == 192.0.2.1) g {E:ﬁé ggcﬁ;es?p\f” t192.0.2.1 {don’t use 1= for thish)” I(ip.addr == 162.0.2.1)
IPwé only ipvh v 9|"IPv6 address 2001:db8::17 ipvb.addr == 2001:db8::14
< > 10 7IP% only. ipsd
TP only” tapd
+| /-] m 12 [7UDP only” uded
H %B |:]NSUDI:I’(Ud J(DOI—J(SO (EISFTFLg t? Ortt: 5%0 [ ud t == 80
(814 G | Hel Y ar POrt Is Ch.port == udp.port == ol
[k [ Gance ~F 15 | "HTTP” httpt
< >
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Address/port Capture filter Display filter

Source MAC address ether src host eth.src
Destination MAC address ether dst host eth.dst
Src and Dst MAC address ether host eth.addr
Source IPv4 address src host ip.src
Destination IPv4 address dst host ip.dst
Src and Dst IPv4 address host ip.addr

Source TCP port
Destination TCP port

Src and Dst TCP port

tcp src port
tcp dst port

tcp port

tcp.srcport
tcp.dstport

tcp.port



cfilters - TeraPad
JrALR REE B®EES BTNV MIEIW U-Im AJLTH)

« Create your own cfilters and dfilters and copy
them into personal configuration from cfilterl

and dfilterl and history

« Restart Wireshark and check each filter

dfilters - TeraPad
DRLF REE BB B MM U-ILm ALTH)

DSBS | PP I DB 3| (| OP R

[ T (T I T - I . P e N

|El....l....|1U...l....|2U...|....|3U N T

OO0 T e QO —L

[Source MAC address” ether src host 00:90:cc:11:11: 11¢
Test ination MAC address” ether dst host 00:90:cc:11:1
"Src and Ost MAC address” ether host 00:80:cc:11:11:11
“Source [P address” =rc host 8.8.8.81
“Destimation [P address" dst host 8.8.8.81
“Src and Dst [P address” host 8.8.8.8.
"Source TCP port”™ tcp_src port 804
Destimation TCP port  tcp dst port 804
Src and Ost TCP port™ top port 804

Dol Do = T ] e a2 [ —

“Source MAC address” eth,src == UU QU co:11:11:1
“Dest inat ion MAC address” eth.dst == UU W:ce:1l:
“Src and Dst MAC address eth.addr == 00:90:¢cc:1
“Source [P address” ip. src ==host 8 2.8.8.

Dest ination [P address” ip.dst == 8 8.8.8.
"Src and Dst IP address”™ ip.addr == 8.8.8.81
~source TCP port” tep,srcport == 80¢

“Dest ination TCP port” tecp.dstport == 804

Src and Dst TCP port”™ tcp.port ==B0.

[ChC 1

1
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Capture filter TIPS
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Capture filter is set on each interface,

Select interface then put filter string

Capture filter syntax is derived from tcpdump,
pcap_compile() and pf() firewall

Capture filter is concerned s 5
about under Transport layer S
header information

(radio, ether, wlan, ppp, ip, —
ipv6, arp, rarp, tcp,udp, icmp)_ e
Different from Display filter




You can use hostname in capture filter string
[ src | dst ] host www.ikeriri.ne.jp

network address in capture filter string
[ src | dst | net 172.16

[ src | dst ] net 192.168 mask 255.255.255.0

Broadcast and Multicast
[ ip ] broadcast and multicast

The port from 0 — 1023
[ tcp | udp ] portrange 0-1023

16


http://www.ikeriri.ne.jp/

QD Examples

"Source host name" src host www.ikeriri.ne.jp

"Destination host name" dst host www.ikeriri.ne.jp

"Src and Dst host name" host www.ikeriri.ne.jp

"Src and Dst Network 172.16.0.0" net 172.16

"Src and Dst Network 192.168.0.0/24" net 192.168 mask 255.255.255.0
"Src Network 172.16.0.0" src net 172.16

"Dst Network 192.168.0.0/24" dst net 192.168 mask 255.255.255.0
"Ethernet broadcast and multicast”" broadcast and multicast

"IP broadcast and multicast" ip broadcast and ip multicast

"Well known TCP port" tcp portrange 0-1023

"Well known UDP port" udp portrange 0-1023
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Set frame size using less or grater
less 100 means capture only under 100bytes frame
greater 1000 means capture only over 1000bytes frame

VLAN traffic o

vlan [ vlanid ] ( check name resolution setting ) WLAN traffic

wlan [ host | src | dst ]
WLAN management, control, and data frame
type [ mgt | ctl | data ]

WLAN subtype ( Beacon, Probe Request, Probe Response, Authentication,
Association Request, Association Response, ACK, RTS, CTS, Deauthentication
and Disassociation WITH AirPcap and other wireless capture devices)
subtype [ beacon | probereq | proberesp | auth | assocreq | assocresp |

ack | rts | cts | deauth | disassoc ]

18



QD Examples

"Frame size is under 100" less 100

"Frame size is over 1000" greater 1000

"IEEE802.1Q vlan frame" vlan

"VLAN ID is 10" vlan 10

"IEEE802.11 Wireless lan" wlan

"IEEE802.11 MAC address 00:90:cc:11:11:11" wlan host 00:90:cc:11:11:11
"IEEE802.11 Souce address 00:90:cc:11:11:11" wlan src 00:90:cc:11:11:11
"IEEE802.11 Destination address 00:90:cc:11:11:11" wlan dst 00:90:cc:11:11:11
"IEEE802.11 Management frame" type mgt

"IEEE802.11 Control frame" type ctl

"IEEE802.11 Data frame" type mgt
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QD Examples

"IEEE802.11 Beacon frame" subtype beacon
"IEEE802.11 Probe Request frame" subtype probereq
"IEEE802.11 Probe Response" subtype proberesp
"IEEE802.11 Authentication" subtype auth
"IEEE802.11 Association Request" subtype assocreq
"IEEE802.11 Association Response" subtype assocresp
"IEEE802.11 ACK frame" subtype ack

"IEEE802.11 RTS frame" subtype rts

"IEEE802.11 CTS frame" subtype cts

"IEEE802.11 Deauthentication frame" subtype deauth

"IEEE802.11 Disassociation frame" subtype disassoc
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cfilters? - TeraPad
JrILF REE #B|E RBFJWV HIEIW Y-ILT ALTH)
D&B| dBI | w o[ DD

O Y
D LD 00—l T T e G D — D D 00 ] T T e GO D —

ZSource host name” src_host ww. ikeriri.re. jpt
“Destination host rame’ dst host www. ikeriri.ne.ipt

Src and Dst host mame” host wy. ikeriri.ne.ipt

“Sre and Dst Network 172.16.0.07 net 172,181

"Src oand Dst Network 192.168.0.0/247 net 192,163 magk 255.255.255.01
"Src Network 172.16.0,07 src net 172,161

"Dst Network 192.168.0.0/24" dst net 192.168 mask 255.255.255.04
"Ethernet broadcast and multlcast broadcast and multicast:

broadcast and multicast” ip broadcast and ip multicast:

“Well krown TCOP port” tep portrange 0-10234
“Well known UDP port” ude portranze 0-10231
"Frame size iz under 100" less 1001

Frame size is over 10007 greater 10001

TIEEES02.10 v|an frame” viant
YLAN 1D s 107 vlan 100

"IEEE802.
i===07)

1 Wireless lan” wlant

1 MAC address 00:90:cc:i11:11:117 wlan host 00:90:cc:11:11:171L
1 Souce address 00:80:cc:11:11:117 wlan src 00:80:cc:11:11:17
1 Destiration address 00:90:cc:11:11:117 wlan dst 00:90:cc:11:11:114
211 Management Trame” type mets

1 Cortrol frame” tvee ctl

11 Data frame” type metd

1 Beacon frame” subtwee beacon!

1 Probe Request frame” subtwpe probereql
1 Probe Response” subtwee probersspl
211 Authentication” subtvpe authi

.11 Association Reauest” subtwee assocreqt
11 Association Response” subtvee assocrespl
1 ACK frame” subtvpe ackl

1 RTS frame” subtvpe rtsl

11 CTS frame” subtvee ctse

.11 Deauthentication frape” subtype deauth!
.11 Disassociation frame  subtwre disassoct

m
m
m
oo
—
V\)

« Modify capture filter in

Personal configuration
using cfilter2 and set

“collect only WiFi

connection”
Note: it needs
IEEE802.11 wireless

capture driver
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Display filter TIPS
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Filter syntax is Protocol.field.subfield style

Display filter is set on each capture file, set

filter string in text box of display Filter toolbar
Display filter syntax is derived from each protocol
dissector of Wireshark, look at each field of packet
detail pane and status bar.

Display filter is concerned about all layer and
generated fields such as GeolP, Expert info, time




Red means Error [ lipaddrel
Filter string is not applied.

Green means OK. A linadd
the filter string can be applied

Ye”OW means Warning 'l |ip and tcp or udp| * ip and [ tep or udp )|
the filter string can be applied but

there are some ambiguous or contradiction

look status bar and USE BRACKET to fix

"zuggest parenthezes around '&& wit--ected results (zee the Uszer's Guide




= 0
[ ] If Ou Ca n not remem ber fl Iter Strl n Frame 9: 487 bytes on wire (3896 bits), 487 bytes captured (3896 bits)
y g, Ethernet II, Src: Mitsubis_b8:48:78 (10:4b:46:b8:48:78), Dst: Plugable_f4:78:
- - Internet Protocol Yersion 4, Src: 188.235.36.115, Dst: 192.168.1.219
¥ Transmission Control Protocol, Src Port: 8@, Dst Port: 2367, Seq: 1, Ack: 4o
select each field of Packet detail pane. "=z
Destination Pord Expand Subtrees Shift+Right
[Stream index: ¢ Expand All Ctrl+Right
. = - - = = [TCP Segment Ler Collapse All Ctrl+Left
Wireshark display filter is derived from &ozies 70
[Mext sequence
- Acknowledgment ¢ Apply as Filter Selected
protocol dissectors, so look status bar. & e
, Flags: 8xB18 (P Conversation Filter ..and Selected
Window size V‘.ah Colorize with Filter ot Selected
* Select the field in Packet Detail Pane, — w=s o
C aC a a 4 Checksum: Bxc2e; Copy o ot Selected
[Checksum Status Show Packet Bytes...
Urgent pointer: Export Packet Bytes.. Ctrl+H

Just right click to [ Apply | Prepare |
Filter > [ Selected | Not Selected |
...and Selected | ...or Selected |

[SEQ/ACK analys!
TCP payload (43:
Hypertext Transfer
Line-based text da

@e28 @1 db

Wiki Protocol Page
Filter Field Reference

Protacal Preferences

Decode As..
Go to Linked Packet
Show Linked Packet in Mew Window

@9 3t 9@ 82 1% 87 1t w2 as 19 59 18

o800 coocoo s

Bl B3 c2 e3 09 @8 48 54 54 58 2f 31 2e 31 2832 ...... HT TP/L.1 2

... and not Selected | ...or not Selected

Frame (487 bytes)
O 7 Source Part (teparcport), 2 bytes

Uncompressed entity body (110 bytes)
Packets: 14 Displayed 12 (85.7%) + Load time: 0:0.12




 If you create display filter
in huge pcap/pcapng file,
please try “Prepare Filter”,
you can edit and check
Display Filter string in
Filter textbox.

* You can also add another

filter string using “Prepare
Filter”

Q 7 PRe-@z A B || Pac

« “Apply Filter” works

immediately, so it
may take several
minutes to finish.



* It is good idea to create Display Filter Button in case of
commonly use such as device MAC address.

4 Click [+] to create button

|| |eth addr == 00-80-cc-11-11-11 [X] = | Expressiore-  +
Filter Expression Preferences = | Label |MYMAC Filter: Ethaddr == [II]-I I 0] 4 | Cancel
- By
Set alias name | The same filter string of Display filter toolbar textbox at default
|} |eth addr == 00-80-ce—11-11-11 [] | Expressiore=  + MyMAC

* You can add/del/edit Filter Butt
Edit>Preference>Filter Buttons |-

Enabled Button Label Filter Expression
MYMAC eth.addr == 00-80-cc-11-11-11




Only Physical Address can be resolved at Default.

You need to check “"Resolve Network Address” in
View>Name Resolution to use host name.

Marme Resolution Edit Resalved Mame

Zoom ¥ '+ Resolve Physical Addresses

Expand Subtrees Shift+Right Resolve Network Addresses

Expand Al Ctrl+Right Resolve Transport Addresses

Wireshark use manuf, hosts, services files in Global
Configuration.

You can also refer external DNS and DNS packet
information to resolve name if you configure.

28



You can edit manuf, hosts, services files to add
your custom Name resolution aliases

ranuf - TeraPad
JT’*{JLEF) Fﬁ%tE) wES ETN P U-ILm AJLTH)

Y=} (PP 3
m ...... M0 e o 120y e B0 e B0 b B0 b B0 b PO § e B
133 UU:UU:48 [3C-BR
134 (00:00:47 Wicolet] # NICOLET INSTRUMENTS CORP.
135 |00:00:48 Epsont
136 (00:00:49 bricot # dpricot L
137 (00:00:44 AdcCoden # ADC CODENOLL TECHNOLOGY CORP. 4
130 [00:0040 oo .
H? 888832 ng # hosts * - TeraPad
00 e — "
142 00:00:4F Losicrat JPTILIFY  IRE(E)  #BFT(S  F|RMV M FW
pil e
00 opE lec =]
145 (00100352 et DS B | S| || D3
146 |00:00:53 Compucos
}j;gggggé E%E?eld( m|||||||||1|:||||||||||2|:||||||||
}%18 8888 gg grgffru( 1 “8023538”5 |ker|r|¢
b 88;00 . ﬁg%?%& % EE%F%IBS 100,17 mypcl
15 09500 5 SSchne
C

ou’t 5 | de of Eu rope) .

services - TeraPad
IR REE %S RN MeF - ALTH)

D© [B | 6\ | Q po el
ool oo llonos | F | E T P 50 1 | O I i L. B0

41 |ina Nethamel]L

42 | chargen 19/tcp # Character Gereratord

43 |chargen 19/ude # Character Gererator!

ﬁé %D-data 20/tcp # File Transfer [Default Datal [Jon_Postel] [Jon_Poste
1

ﬁg Hp-data 20/udp # File Transfer [Default Datal [Jon_Postel] [Jor_Poste
1

48 [Ttp-data 20ﬂsctp # FTP [Randal | _Stewart] [Randal|_Stewart] [RFC496074

49 [ftp 2/tep # File Transfer Protocol [Control] [Jon Postel] [Jon P

50 ostel] [RFCI59] Det |ned THT k

eys: u={username’ p=<password>_path={path>.

51 |f1p ude # File Transfer Protocol [Controll [Jon_Postel] [Jon P

52 ostel] [RFCY59] Def |ned THT keys: u=<username’ p=<{password> path=<path>.

53 [ftp 17sctp # FTP [Randall _Stewart] [Randall S’[ewar”t] [RFC4960] D

54 et med TAT keys: u= <u5ername> p={password> path={path> !

55 |ssh ftep #f The Secure Shell (SSH) Protocol [RFC4251] Defired TX

96| T kevs: u:<username> p:<password>i

57 |ssh 22/uco # The Secure Shell (S5H) Protocol [RFC4251] Defired TX

58T kevs: u=<username> p=<password>!

59 |=sh 22/sctp # 55H [Randal | Stewart] [Randal|_Stewart] [RFC4980] D

B0 ef ined THT kevs: u= <usemame> p=<passmord> |

61 [telnet 23/tcp # Telnet [Jon Postel] [Jon Postel] [RFC854] Defired TX
62| T kews: u=<username’ p=<password> 4
63 [telnet ?S/L_Jc,ip i Telnl?,tl [Jon_Postel] [Jon_Postel] [RFC854] Defined TX

T F—



* You can use alias name of MAC address
eth.addr_resolved (wlan.addr_resolved)
eth.src_resolved (wlan.sa_resolved )
eth.dst_resolved (wlan.da_resolved )

 If you want to look for Nintendo Switch
type “wlan.addr_resolved contains Nintendo”

| |w|anaddr_resu:ulved containg Mintendal gs '] Expressiont=- +  WYMAC ‘
Mo, Time Source Desztination Protoco ()
244 21567859 Modacom a8:55:d8 Mintendo 35:63:78 82,1

246 21.572759 Modacom _ad:55:da Mintendo 35:63:78 aE?, 1



* You can use host name in Display Filter

ip.host ip.src_host ip.dst_host
( View>Name Resolution> Resolve Network Address )

 You also need to refer Edit>Preference>Name Resolution

M ireshark . Preferences ? >
¥ Appearance Hame Resolution

Layout Resolve MAC addresses
Columns
Fant and Colors [] Resolve tranzport names

Capture [ Resolve netwark (IP) addresses

Filter Butt Ize captured DMS packet data for address resolution

Marme Rezolut —



Examples (dfilter2)

“Sony’s MAC address” eth.addr_resolved contains Sony

“source MAC address of Sony” eth.src_resolved contains Sony

“destination MAC address of Sony” eth.dst_resolved contains Sony

“Nintendo’s wireless MAC address” wlan.addr_resolved contains Nintendo

“source wireless MAC address of Nintendo” wlan.sa_resolved contains Nintendo
“destination wireless MAC address of Nintendo” wlan.da_resolved contains Nintendo
“Japan domain host” ip host contains jp

“source host of ikeriri” ip.src_host contains ikeriri

“destination host of ikeriri” ip.dst_host contains ikeriri
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Edit manuf and add alias of your own MAC
address in Global configuration

Edit hosts and add alias of your IP address too
Check Resolve Network Address

Restart Wireshark and start capturing

& manuf - TeraPad

TLE) REE BEG EFM M 9L ALTH) Mame Resolution 4 Edit Resolved Mame
B]=] l | C3I =] eyl
...... (PR - PR N - P P PR -] PP PP P PP X
123 000040 15C-BR1 Zoom b+ Resalve Physical Addresses
}gé 8888% Eicoletl # Nl“i'; T
:00: pson L osts * - TeraPa
13600:00:49 bericot # doricot | i Expand Subtrees Shift+Right Resolve Metwark Addresses
;%ET; ggggjé ﬁg%Coden FALDrAILIRY  RER(E) RS TV MubIW R lweT ' Add
HIIN 1 . ELOlWeE IFranspo FESSES
Lsig 88881‘18 ge; B NEC Dorpt o B | @‘ | e ‘ p § Expand All Ctrl+Right P
141 |00:00:4E v # ““““ PP [
142100:00:28 Lozicraf # Log\craft i]8[] 235 36,115 ‘ker‘ ik v Appearance Mame Resolution
Hi 8888%%} Eggﬁéit # Hob E}fect 21192.168.100.7  mypct Layout Resolve MAG addresses
145 |00:00:52 OpticalD #Optical L 3 [[EOF] Calumns
Font and Calars) [] Resolve transport names
Capture [J Resolve netwark (IF) addresses

Filter Buttons
MName Resolution

Uze captured DMS packet data for address resolution
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Display filter Techniques
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« If you want to grab the range of IP address and
multiple port, there are some ways to filter packets.

 Filter IP Network
ip.src>=192.168.100.0 and ip.src<=192.168.100.255
ip.addr==192.168.100.0/24

* Filter HTTP and SSL port
tcp.port == 80 or tcp.port == 443
tcp.port in {80 443}



Examples (dfilter3)

“all address of network 192.168.100.0” ip.addr==192.168.100.0/24

“the range from 192.168.100.10 to 20" ip.src>=192.168.100.0 and
ip.src<=192.168.100.255

“TCP HTTP and SSL port” tcp.port in {80 443}

M chivodanyan.peap - O >

File  Edit Wiew Go  Capture  Analyze Statistics  Telephony  Wireless  Tools  Help

Aam i@ [ DRE Re==F 85Eaaan

[i |tcpp0rt in {80 443} @ Expression=  + MYMAG
Mo, Time Source Destination Protocol  Length  Info ~
9 2.625158 192.168.11.24 180.235.36.115 TCP 66 57013 » 80 [5YN] Seq=9 Win=8192 Len=8 M55=1468 WS=2..

1@ 2.638379 {188.235.36. 115 192.168.11.24 TCP 62 86 » 57813 [SYN, ACK] Seg=8 Ack=1 Win=8182 Len=@ #s...

11 2.638518 192.168.11.24 188.235.36.115 TCP 54 57813 » 86 [ACK] Seq=1 Ack=1 Win-656844 Len=@

12 2.938796 192.168.11.24 189.235.36.115 HTTP 452 GET fwireshark/cheer.html HTTP/1.1

13 2.963673 180.235.36.11% 192.168.11.24 HTTP 1215 HTTP/L1.1 288 OK  (text/html)

#sf18asia ¢ NEC, Nanyang Technological University, Singapore ¢ April 9-11



You can match hex value using slices []

typically used with eth, eth.src, eth.dst, ip, tcp, udp and other
header ( sometimes may not work as you expected )

[ start byte index : length ]
eth.src[0:3] first 3 bytes in ethernet source address

[ start index — end index |

eth.dst[1-2] second, third bytes of ethernet destination
[ : size ]

ip[:2] first 2 bytes of IP header



Examples (dfilter4)

“OUI 00:D0:F1 (SEGA ENTERPRISES, LTD)" eth[0:3]==00:D0:F1

“second, third bytes of ethernet source is ff:ff” eth.src[1-2]==ff:ff

“second, third bytes of ethernet destination is ff:ff” eth.dst[1-2]==ff:ff

“IP version 4, length 20 TOS(DiffServ)=0 (first 2 bytes of IP header)” ip[:2]==45:00
“TCP destination port ( from index 2 length 2 bytes ) is 80(0x0050)"” tcp[2:2]=00:50

M chiyodanyan.pcap — O >

File Edit “iew Go Capture Analyze Statistics  Telephony  Wireless  Tools  Help

Aam i@ [ RREB Re==F 85Eaqan

[ [ipE2l==48:00] B4 =] Expressione 4+ MYMAG
Ma. Time Source Destination Protocol  Leneth Info ~
C 1 0. 008888 1592.168.11.24 192.168.11.1 DNS 77 Standard query 8xa2l® A wwe.ikeriri.ne.jp

2 6.866320 192.168.11.24 192.1635.11.1  DNS 77 Standard query @x27c9 ABAA www.ikeriri.ne.jp |
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Display filter string is commonly used with relation
(eq(==), gt(>), lt(<), etc. )
You can also use relation (and, or, not, xor)

“contains” is convenient relation as wildcard of
string value ( ex. http.request.uri contains ikeriri

“matches” is the relation of PCRE (Perl Compatible
Reqgular Expressions )



* You can search specified bytes value in capture
file using Display filters with “contains” relation

« Each file has a marker, the specified bytes
value, for example JPEG file has a marker of
Start (SOI: start of image ) as “"FF D8 FF”

* You can look for frame, tcp.segment, and more
example frame contains ff:d8:ff



“all frames that contains JPEG file SOI marker” frame contains FF-D8-FF

“all frames that contains PNG file signature (png.signature)” frame contains
89:50:4e:47:0d:0a:1a:0a

“find suspicious packets of Windows Executables (MZ marker)” frame contains
4D:5A

“find suspicious packets of Uboat RAT (remote access trojan) malware” frame
contains 34:38:38

|frame containe 40:6A| 23 '] Expresszion-- +  MYMAG
Ma. Time Source Deztination Protocal  Length  Info ~
191 1.178543 188.235.36.115 1592.168.6.3 TCP 1468 16443 » 18382 [ACK] Seq=39690 Ack=16656 Win=33229 L.
2688 1.259999 186.235.36.115 192.168.8.3 TCP 655 16443 » 18382 [PSH, ACK] Seq=43737 Ack=17616 Win=33..

321 1.847522 192.168.8.3 188.235.36. 115 TCP 337 18382 » 18443 [PSH, ACK] 5eq=25676 Ack=67532 Win=8h..



« Search Japanese local phone number in packets

XX-XXXX-XXXX (first digits appears 2-5 times, second digits
appears 1-4 times, and last digits appears 4 times )

frame matches "[0-9]{2,5}¥-[0-9]{1,4}¥-[0-9]{4}"
(Note: in a single byte environment escape character “¥” should be
removed.) ¥ is backslash in Japanese keyboard map

 Search email address (any composite of alphabet, number
and ._%+- ,@, any composite of subdomain and top level domain)

frame matches “[a-zA-Z0-9._%+-]+@[a-zA-Z0-9.-
1+[.][a-zA-Z]{2,4}"




(D  Examples (dfilter6) 3

"Japanese local phone number in packets" frame matches "[0-
9K2,5}¥-[0-9{1,4}¥-[0-94}"

"Search email address" frame matches "[a-zA-Z0-9._%+-]+@[a-zA-
Z0-9.-]+[.][a-zA-Z]{2,4}"

[ [trame matches " [0-802.5k-[0-8101, 4k [0- 8104F" B4 <] Expression-  +  MYMAG
ko, Time Source Destination Protocol Length  Info
17218 25.56858321 bl.2685.69.13 168 6. 8,168 TCP 1514 868 = 13639,
19416 2@.561664 6l.285.69.13 1a.a.8, 18 TCR 1514 8@ » 1345,
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« Display filter can refer generated fields as well

as actual field of the dissectors

You can use time and duration value of

Wireshark generated field

ex. icmp.resptime > 1

ex. http.time > 1 or dns.time > 0.5
eX. tcp.analysis.initial_rtt > 0.03
eX. frame.time_delta_displayed > 1

Please refer to dfilter7

: B6 bytes on wire (528 bits), 66 bytes captur
ncapsulation type: Ethernet (1)

E
Arrival Time: Dec 3, 2017 67:56:65.247327060 FES

conds ]

Time delta from prewvious displayed frame: ©,838295

Time since reference or first frame: 14.662647060




"Any frame that Ping responds in more than 1 second" icmp.resptime > 1
"Any frame that HTTP responds in more than 1 second" http.time > 1
"Any frame that DNS responds in less than 0.5 second" dns.time < 0.5

"Any frame that TCP initial Round Trip Time is more than 0.03 seconds"
tcp.analysis.initial_rtt > 0.03

"Any frame that the time duration from previous displayed packet is more than 1
second" frame.time_delta_displayed > 1

[ [Wttptime > 1 or dr time > 0,05 ] * | Expressiore=  +  MYMAG
M. Time Source Desztination  Protocol Length  Info "
18318 16.687931 8.58.8.8 18.8.8., 18 DN 183 Standard query response &
18855 16.638788 8.8.5.48 18.68.8. 18 DN5 892 Standard gquerwy response £

14188 19.435234 16.68.8. 14 la. 6. a.1 HTTP GO82 HTTR/1.1 28 OK  (text/ht
14186 19.456962 262 26858, 175.161 18.6.6, 16 HTTP 1848 HTTR/1.1 28@ 0K (JPEG JF



 Set GeolP database directories in Name Resolution
of Preferences > Name Resolution

M GeolP Database Paths ? *

C:/Prograrn Files\Wireshark/GealP

« Try to capture packets of Japanese website
* Try to filter packets using
Ip.geoip.country contains Japan or
Ipv6.geoip.country contains Japan

GeolP Database Directory ‘



* open chiyodanyan.pcapng
« Try to use ( if you have a

multibytes character

environment

frame contains "F1X
« Wireshark can use

UTF-8 characters

including our CJK

multibytes !

A\

i

chiyodanyan.pcap

M chiyodanyan.pcap
File  Edit View Go Capture Analyze Statistics  Telephony Wi

A w2 ® RE Qe=2=2F 8 5= Q
| |frame contains “ A"
Mo, Time Source Desztination Protocol

13 2863673 180.235.36.. 192.165.11. HTTP

O
X

‘ Wireshark .« Line-based tewt data (data-text-lines) . chiyodanyan —

<ldoctype html>

Frat | cirwis cHeaDs 17 L SRR 0/ — TITLE <L - Asi— -

Eth <META http-equiv=Cortent-Type content="text/html; charset=UTF-8"></HEAD>
<BODY bgcolor="#FFFFFF" text="#999999">

Irt <CENTER»<H2>Cheer | B &1 2wl ¢/H2>
<IMG src="./chiyodanyan.jpg"><br>chr>

FERET BRI FEEAD Duner - Free Cat?(IBFFEF R EMEATIET. <a

href=""http: /. daisuki-kanda.com/information/report /2064 /6920/

H}."p cat.tmL>l 5L 2ok (Cend TR </ a>id Tl LFEHMSMF THOEEL E0 1
BOESL- THFHBMRFELLZ L0, BT ArEoEEFHET FHEE R

Tra

Lin( [EBEORIVTAF Fob0 00T, W00k Foh0 -0 —E 2 FHEBROEE S 5
SR el phETEEEICELTIET.,
</BODY > < /HTML > v
Frama 13, Lise=Hased taxe duts (data—save-lisas) 958 hytas.
Decode 3= Mone ~ | Show as | UTF-8 - Start End
lalaleTsl
Find | [ Find Next |
Print Copy Save ag'" Close Help




Appendix Manpage and reference

Capture Filter https://www.tcpdump.org/manpages/pcap-filter.7.htmil

Display Filter https://www.wireshark.org/docs/man-pages/wireshark-filter.html
Display Filter references https://www.wireshark.org/docs/dfref/

USE Wireshark

Thank you very much !!
DA —e—H%fHHS !
EF3LHYMNESTTNVELL
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