First Encounters with the ProfiShark-10G
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Introduction

I've been using a ProfiShark-10G, a new packet capture Tap from the ProfiTap folks, to tackle a
sticky problem. In a future posting, | will describe the problem and what I learned from it. In
the meantime, here is a first look at the ProfiShark-10G.

The ProfiShark line consists of small boxes -- small enough to stuff into your laptop bag -- which
attach via USB to your computer and deliver in-line hardware-based packet capture across a
range of media types.

Their use model enhances our common work-flow. As an operational IT professional, | typically
receive tickets saying something like "The network is slow". So I visit the end-user to see what
is happening, and of course | want a packet trace. Historically, | have inserted an ancient
Ethernet mini-hub + my laptop, or installed Wireshark on the end-user's PC, or set-up a SPAN
port and captured using my laptop ... all these approaches take time and make the analysis more
difficult, for numerous reasons.! The last thing | need when analyzing traces is additional
complexity combined with doubt over whether | am actually seeing all the frames, ordered
accurately, with realistic time stamps.

By contrast, pulling the ProfiShark from my laptop bag and inserting it in-line with the end-user
PC and its wall jack allows me to eliminate these confounding factors.

In this document, | use Windows and Wireshark. In addition, the ProfiShark line of Taps also
ship with Linux drivers and support for a range of commercial analyzers (OmniPeek, OptiView,
many others).

Background

The ProfiTap folks focus on in-line packet capture, via various products. The ProfiShark product
line currently consists of (4) devices:

ProfiShark 1G

ProfiShark 1G+

ProfiShark 10G

ProfiShark 10G+

Briefly, the 1G supports in-line 10/100/1000BaseT capture, while the 10G device sports 10G
capture via SFP+ ports. Naturally, you must provide the SFP+ transceivers. In this way, the
ProfiShark supports each 10G flavor of Ethernet, minus 10GBaseT .2

! See Jasper Bongertz's Network Capture Playbook series at http://blog.packet-foo.com for a detailed discussion of
the challenges involved, leading to the conclusion that the in-line Tap is the tool-of-choice for those of us analyzing
client / server packet traces.

2 ProfiTap is exploring what it would take to support 10GBaseT. Apparently, the power draw of 10GBaseT is
substantial and acts as an early challenge to manufacturers wanting to support 10GBaseT in their Taps. For
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http://blog.packet-foo.com/

The '+ models include GPS modules, for accurate time-syncing with a global time source.

First Encounters with a ProfiShark

Looks Like Another NIC

The ProfiTap is a hand-held device with two Ethernet ports and one USB port. As with any Tap,
we insert it in-line with the Host-of-Interest (where some problem is occurring), and then the Tap
forwards all traffic traversing it to our analyzer.

The Tap appears as just another NIC on your computer.

[E=H(E=H =<

P -

@-u-vl &P e« Metwork and Internet » Metwork Connections » - | +¢| | Search Metwork Connections 2
Organize » 3= O @
.k; Allen Institute I: Local Area Connection I: Local Area Connection 8

g Disconnected - 5. corp.alleninstitute,org - 5. Enabled
2> AN Miniport (PPTF) G~ Intel(R) Ethernet Connection [218,. W~ Profichark 100G
[ Wireless Wetwork Connection I: Wireless Wetwork Connection 2 I: Yifireless Mgtwork Connection 3
_ M5 Not connected M [ot connec\ed

I] corp.alleninstitute.org

Intel(R) Dual Band Wireless-&C 72, 3 dﬂ]] Microsoft Wirtual Wik Miniport &, 3 dﬂﬂ kicrosoft Wiral Wik Miniport ..,

Figure 1: Just Another NIC
ProfiTap-10G

Dumpcap sees it as just another NIC, Local Area Connection 8 in this example.

BN Administrator: Cammand Prompt EI@

C:srdumpcap -D

1. “Device~NPF_{5DA5%7152-8B8E-4A5E-8980—-91620480F 731} (Local Area Connection 82>
2. “Device~NPF_{EBA2626F-581E—4A22-AA6B-F5926FAG4AAD?E} <Wireless Metwork Connecti
on >

3. “Device~NPF_{B589C373-8B27-4BA1-9C3I0-83IBF?DF?4A33} (Wireless Metwork Connecti
on 3>

4. “Device“NPF_<{1631FA17-YFA7-4766—AAB1-BAZ2F6F47YHELY (Wireless Hetwork Connecti
on 22
L. “~Device~NPF_<{3556639?F—4128—-4FB7-93?8-A6D3A86742A8> (Local Area Connection?

AN

Figure 2: Dumpcap NIC List

Once inside Wireshark, the Tap continues to appear as just another NIC.

example, 10GBaseT power draw exceeds what the SFP+ specification provides, which is why we don't see
10GBaseT SFP+ transceivers.
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M The Wireshark Metwark Analyzer [Stuart Kendrick]
File  Edit ‘“iew Go Capture Analyze Statistics  Telephony  Wireless  Toaols  Help

AN AEEBER =f sz Baaan

|ﬂ |P.|3|3Iy a display filker . <Chrl-f= ¥ | '] Expression...

\Welcome to Wireshark

[ ]G]

+ Me TAF MNot-Junk »

Capture
..using this Filker: | |Enteracapture Filter ... ']
Local Area Connection & A\ T\ p M AN . e

Wifireless Nebwork CORRECHDN o A e e reme Aol e e emeireenn

Wifireless Metwork Connection 3

Wifireless Metwork Connection 2

Local Area Connection A A

&) USEPcapl

&) USEPcap?

Learn

User's Guide ' Wiki ' Questions and Answers * Mailing Lists

‘ou are running Yireshark 2.2.4 {(v2,2,4-0-goc3dolb), ¥ou receive aukomatic updates,

) ¥ Readytaload or capture Mo Packets

Profile: Simple

Figure 3: Wireshark Start Capture List

M Wireshark - Capture Interfaces

Inpuk Cukpuk Cpkions

Interface Traffrc Link-layer Header  Promiscuous  Snaplen (B) Buffer (MB)  Monitor Mode  Capture Filter
Local &rea Connection § Ethernet default 2 —
> Wireless Network Connection Ethernet default 2 —
> Wiireless Metwork Connection 3 Ethernet default 2 —
> Wireless Metwork Connection 2 Ethernet default 2 —
> Local Area Connection Ethernet default 2 —
USBPcapl UsBPcap — — — —
USBPcap? USEPcap — — — —

Enable promiscuous mode on all interfaces

Manage Inkterfaces. ..

Capture filker For selected interfaces: | |Enter 3 capture filker ...

- ] Comipile BPFs

Figure 4: Wireshark Interface List
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The Tap ships with a supporting application (ProfiShark Manager) which allows you to
configure its in-line functionality.

Capture Farmat

Enable timestamps in live capture Dizable Port & Save
| Tranzmit CRC Erors Dizable Port B
7| Keep CRC32 Packet Slicing ‘ Rezet Device ‘

Figure 5: ProfiShark-10G Capture Format Options

1. Enable timestamps in live capture invokes the Tap's on-board clock to deliver timestamps
with 8ns resolution.

2. Transmit CRC Errors instructs the Tap to forward Ethernet frames whose CRC trailers
do not correctly summarize the frame's contents. This allows us to choose whether or not
to keep damaged frames.

3. Keep CRC32 instructs the Tap to retain the trailing 4 byte CRC on the Ethernet, as the
Tap forwards the frame across its USB port and down to our analyzer. This allows us to
choose whether or not we want to examine the Ethernet CRC.

4. Disable Port A/B allows you to capture in a single direction -- useful if you want to verify
the direction from which a given frame or conversation is arriving.

5. Packet Slicing currently slices frames to 128 bytes, to allow you to conserve 10 and disk
space. ProfiTap plans to offer more granular control in a future software release.

Items #2 & #3 above are classic features of hardware-based capture engines. In contrast, most
analyzers, running on commodity NICs using commaodity drivers, can perform neither of these:
run Wireshark on your average Windows or Linux box, and you'll discover that the NIC discards
frames with CRC errors before Wireshark (more precisely, before winpcap / libpcap) receives it.
Similarly, the average NIC strips the CRC from the frame before passing it to winpcap / libpcap.

This is not a line-rate capture solution -- the Tap must forward frames across the USB 3.1 port
(Generation 1: 5 Gb/s) and your laptop must then write those frames to disk. ProfiTap has
measured ~3.2 Gb/s capture rate, using their ProfiShark Manager software.

You can capture using your favorite analyzer -- Wireshark, for example. However, you can also
capture using the ProfiShark Manager software (Windows or Linux) written by ProfiTap, which
uses a custom 1O driver to improve write performance to local storage, thus allowing your host
laptop to capture more frames per second than Wireshark (libpcap / winpcap) by itself can
typically manage.

Deploying

Here is what the ProfiShark looks like in action. | have inserted the ProfiShark in-line with an
uplink off a Catalyst 2960X Switch Stack supporting a particular IDF in my building. A little
hard to see in this photo, but the blue OM4 jumper plugged into 6s-1-esx-5 (center right -- look
for the yellow label) actually runs down to the ProfiShark sitting on the floor of this IDF. This
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Switch Stack consists of (8) Catalyst 2960X supporting the access-layer for this IDF, with
redundant 10GBaseSR uplinks (plugged into Tel/0/1 and Te5/0/1) to a Distribution Layer
(Nexus 9000, not shown) living in the building's MDF.3

Figure 6: Catalyst 2960X Stack

Here is the ProfiShark 10G itself, plugged into my laptop, both sitting on the floor of an IDF.

3 The SwitchPack Cat6 assemblies which plug into the Ethernet ports are an AFL HyperScale product which allow
us to more effectively manage the physical layer in dense IDFs like this one: each (12) cable assembly terminates in
a single connector, greatly simplifying the task of inserting / removing Cat6 cables. See
http://www.networkcomputing.com/data-centers/cable-management-tackling-tangles/1944964207 for a photo essay
introduction to high-density cable management, or http://www.skendric.com/philosophy/uptime/physical-
layer/Designing-1DFs-to-Reduce-Operational-Cost.pdf for a detailed description. Both illustrate the use of
SwitchPacks.

First Encounters with the ProfiShark 10G 7 Created: 2017-02-21
Stuart Kendrick Updated: 2017-03-09



http://www.networkcomputing.com/data-centers/cable-management-tackling-tangles/1944964207
http://www.skendric.com/philosophy/uptime/physical-layer/Designing-IDFs-to-Reduce-Operational-Cost.pdf
http://www.skendric.com/philosophy/uptime/physical-layer/Designing-IDFs-to-Reduce-Operational-Cost.pdf

Figure 7: Laptop powering ProfiShark-10G
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Figure 8: Focus on ProfiShark-10G

One of those blue OM4 jumpers runs to Te5/0/1 on 6s-1-esx-5, while the other runs to the
structured glass leading to the MDF: the right-hand jumper in the top left of the following photo.
The black USB cable connects the ProfiShark to my laptop, while the green cable is a vanilla
Cat6 cable providing commodity Ethernet to the laptop (not necessary for this story, but then
again, it gives me RDP access to the laptop, so convenient for my use case, as | sometimes want
to capture remotely, rather than while squatting on the floor of the IDF).

Notice that the ProfiShark is powered by the laptop -- remove the laptop, and link drops on the
10GBaseSR pathway traversing the ProfiShark. The ProfiShark can be powered by a separate
AC/DC power adapter (not shown); I use this when | want to temporarily remove my laptop to
use it elsewhere but want to sustain the link through the ProfiShark. Without the laptop, I can no
longer capture of course -- ProfiShark capture is managed either by Wireshark or the ProfiShark
Manager application.

Interestingly, though, even without the laptop, the ProfiShark Tap continues to track statistics,
which show up in the several Counters screens available through the ProfiShark Manager
application -- reconnect the laptop, and the accumulated statistics again become visible -- see the
Counters section later in this document for detail.
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1 THRU 24 SINGLEMODE 5N/6S

Figure 9: Structured Glass Cabling to MDF

Software Installation
Installing the software begins with the usual Installer program.

] =
“ Home Share View
“ ~ » ThisPC » Local Disk (C:) » Temp » PROFSHARK_USBKEY 43 » PROFISHARK USBKEY 43 > Windows » Installer
& Ouick access Mame - Date moedified Type Size
[ Desktop B Profishark_1.3.34.exe 1/27/2017 4:12 AM Application 72,707 KB

4 Downloads
Figure 10: Windows Installer

And the resulting InstallShield Wizard.

Once that finishes, installation progresses as usual.
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ﬂ ProfiShark Manager - InstallShield Wizard *

Welcome to the InstallShield Wizard for
ProfiShark Manager

The InstallShield(R) Wizard will install ProfiShark Manager on
your computer, To continue, dick Next.

WARNIMG: This program is protected by copyright law and
international treaties.

Figure 11: InstallShield Wizard

The Installer progresses in the usual way:
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ﬂ ProfiShark Manager - InstallShield Wizard =

Destination Folder
Click Mext to install to this folder, or dick Change to install to a different folder

Install ProfiShark Manager to;

C:\Program Files (x88)'\Profitap\Profishark Manager),

InstallShield

| < Back || Mext = I | Cancel

Figure 12: InstallShield Wizard Destination

ﬂ ProfiShark Manager - InstallShield Wizard

Ready to Install the Program
The wizard is ready to begin installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard,

Current Settings:

Setup Type:
Typical
Destination Folder:

C:\Program Files (x36)Profitap\Profishark Manager',

User Information:
Mame: stuart

Company:

Installshield

| < Back || 91”513" || Cancel

Figure 13: InstallShield Wizard Ready to Begin
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ﬁ Profishark Manager - InstallShield Wizard —

Installing ProfiShark Manager
The program features you selected are being installed,

Please wait while the InstallShield Wizard installs Profishark Manager. This
may take several minutes,

Status:

InstallShield

Figure 14: Validating Install
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ﬂ ProfiShark Manager - InstallShield Wizard — .

E=] Windows Security >

Would you like to install this device software?

Mame: Cypress Universal Serial Bus controllers

=9 publisher: Profitap Hg BY

Always trust software from "Profitap Hg BV". Install | | Don'tInstall

@ You should only install driver software from publishers you trust. How can |
decide which device software is safe to install?

InstallShield
< Back Mext = Cancel
Figure 15: Install USB Driver
ﬂ ProfiShark Manager - InstallShield Wizard >

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed ProfiShark
Manager. Click Finish to exit the wizard.

Launch the program

Figure 16: Launch the program
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At this point, reboot, to allow the install to finish.

Finally, manually copy the dissector profishark 1g.dll into your Wireshark plugins folder.

Home Share View

“« v <« Temp » PROFISHARK_USBKEY 43 » PROFISHARK USEBKEY 43 » Windows » Dissector Wireshark » for 106 and 1G,1G+ w0107 » wireshark_2.2 » xB4

-~

S Quick access Name Date modified Type Size

[ Desktop - D profishark.dll 2/3/2017 2:55 AM Application extens... 12 KB

Figure 17: Copy Wireshark Dissector

| [ =1224
Hame Share View

“ ~ P » ThisPC » Local Disk (C:) » Program Files » Wireshark * plugins » 2,24

s Quick access Marmne a Date modified Type Size
[ Desktop o D docsis.dll 1/23/2017 1:56 PM Application extens... 261 KB
‘ Downloads pr D ethercat.dll 1/23/2017 1:56 PM Application extens... 169 KB
& Dox * D gryphon.dll 1/23/2017 1:56 PM Application extens... 23 KB
: D irda.dll 1/23/2017 1:36 PM Application extens... 3TKE
%= Documents - - o .
D mam.dll 1/23/2017 1:36 PM Application extens... 32KE
&=| Pictures * [ matedi 1/23/20171:56 PM Application extens.. 23 KB
#| iCloud Photos & [&] gpcya.dil 1/23/20171:56 PM  Application extens... 221 KB
& iCloud Drive b D profinet.dll 1/23/2017 1:36 PM Application extens... 405 KB
. 2017-01-ProfiShark D profishark.dll 2372017 2:55 AM Application extens... 12 KB
| Photos-2017 D stats_tree.dll 1/23/2017 1:36 PM Application extens... 27 KB
Reflection D unistim.dll 1/23/2017 1:56 PM Application extens... 128 KB
D wimax.dll 1/23/2017 1:56 PM Application extens... 558 KB
Temp [@ wimaxasncp.dll 1/23/20171:56PM_ Application extens.. 73KB
Il Desktop D wimaxmacphy.dlil 1/23/2017 1:56 PM Application extens... 23 KB

Figure 18: To Wireshark Plugins Folder

Copying profishark.dll into place adds the ProfiShark protocol to the Preferences... Protocols...
list and allows you to enable or disable hardware time-stamp decoding.
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M Wireshark - Preferences ? >

PPPoED ~
PRES
ProfiShark Decode timestamps for |Disabled
PRP

PTR/IP

PULSE

PVES

2.831

Q932

QUAKE
QUAKEZ
QUAKE3
QUAKEWORL
auc

RADIUS
RAMAP

RDP

ROT

RELOAD
Riemann

RIP

RLC

RLC-LTE

RPC

RPCAP b4

Profishark

Profishark-100 (bladk)
Profishark-1G (black)
Profishark-100/15/1G+/10G

Cancel Help
Figure 19: ProfiShark Timestamp Decoding in Wireshark

Enable Decode timestamps for to instruct Wireshark to decode the timestamps which ProfiShark
adds to pcaps. [Naturally, if the pcap you are analyzing does not contain ProfiShark-added
timestamps, then this choice has no effect.]

P

‘ Wireshark « Preferences

3 PPP “| ProfisShark

) FPP kAP

i PRPoED Decode timestamps For [F‘r-:uFLsIhadrk-IDD,l'lG,l'1G+,|'1IIIG "J

g Disable
PRES Profishark-100 (black)
ProfiShark Prafishark-1G {black
PRE Profishark-100/ 15 1G+10G
PTR/IP

Figure 20: Enable Decode timestamps for
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Capturing Using ProfiManager
At this point, you can open Wireshark (or one of the many other supported analysis programs) and capture using this newly-visible
ProfiShark NIC. However, for the purposes of this document, I will focus on the functionality provided by the included ProfiManager

application.

Opening the newly-installed ProfiManager application allows us to talk directly to the Tap. Here, I skip ahead to the Capture Tab.

(= = ]=]

&J ProfiShark Manager - 1,3.29

D01E:COFC:ACES -] | Pause ]

| Counters I SFP Modules I Filters | Features| Capture |

Output Capture File : cMtemphrolinghermes-Bs-1-ezx-Te-5-0-1-to-mdf-b-rtr-all. pcapng

Capture file farmat : PCAP-MNG V]

Maxirmum Capture File Size (MB] : 30
Mumber of files to uze 1000 Loop

Buifer size : rJ 316 GE

[ Stop when buffer is full

Written to File : E21.77 ME
Current Buffer Usage: 0 Bytes
Diropped 0 Bytes

Figure 21: ProfiManager Capture Tab

Notice how ProfiShark Manager keeps track of Dropped frames -- tells you if the packet stream is over-running your capture pipeline
(USB 3.1 plus your laptop's storage).

In the screen shot above, | have configured ProfiManager to capture:
e 1000 files of 30MB each
e Consume no more than 3.16GB of disk space
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e Loop (aka ring-buffer), i.e. the 1001 file will overwrite file 1

The resulting directory will look something like the following:

@uv| . v Computer » Local Disk (C) » Ternp » Rolling » &rchive » January

Organize - Include in library -

[ Favorites

B Desktap
4 Downloads

L Google Drive

| Recent Places

BE Deskiop
il Libraries

3 Documents

rJ’- Music
= Pictures

B videos

A Stuart Kendrick

Figure 22: Looping Capture

So that's how you capture in-line.

Neat Features

Counters

FEAE

-]
1

m
I3 R

5
8

59 59 9 P P 5P

5
8

Mew folder

Marme

o Sh-esi-to-mdf-h-rte-hsrp_00000_20170112231025.pcapng

Sh-esx-to-mdf-b-rir-hsrp_00001_20170113090955.pcapng
Sn-esx-to-mdf-b-rir-hsep_00002_20170113190925. pcapng
Sn-esx-to-mdf-b-rir-hsep_00003_20170114050855. pcapng
Sn-esx-to-mdf-b-rir-hsrp_00004_20170114150826,pcapng
Sn-esx-to-mdf-b-rir-hsep_00005_20170115010758 pcapng
Sn-esx-to-mdf-b-rir-hsep_00006_20170115110730.pcapng
In-esx-to-mdf-b-rir-hsrp_00007_20170115210702 pcapng
Sn-esx-to-mdf-b-rir-hsep_00008_20170116070633.pcapng
Sn-esx-to-mdf-b-rir-hsep_00009_20170116170605. pcapng
In-esx-to-mdf-b-rir-hsrp_00010_20170117030535. pcapng
Sh-esx-to-mdf-b-rir-hsrp_00011_20170117130504.pcapng

Date modified

LAA37201T 1:09 Ak

1713/2017 11:09 Akd

1372017 2:0% Pha
LAA45201T T:08 Ak
LA1472017 2:08 PM
152017 307 Abkd
1AA5/2017 1:07 PhA

11572017 1106 PR

LAAGS201T 9:06 LA
LARSNLT T:05 PhA
L7017 505 AN
1772017 2:04 Pha

Type

Wireshark capture file
Wireshark capture file
Wireshark capture file
Wireshark capture file
Wireshark capture file
Wireshark capture file
Wireshark capture file
Wireshark capture file
Wireshark capture file
Wireshark capture file
Wireshark capture file
Wireshark capture file

Size

30,721 KE
30,721 kB
0,721 kR
30,721 KB
30,721 KB
30,721 kB
30,721 KB
30,721 KB
30,721 kB
30,721 KB
30,721 KB
30,721 kB

The opening tab in ProfiShark Manager offers a new capability (new in that this Tab isn't available on the 1G line of ProfiSharks).

This tab is called Counters.
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Counters |SFF' Modulesl Filters I Fealuresl Eaplure| ODIELOFLACES vl [ o ]
Counters
Total Rate

A IPvd 224.0.0102 Ursst Messt Deast Ary size
B IPE ICMP  UDF  TCF CRC g 0
A IPvd 224.0.0102 Ursst Messt Deast Ary size
B IPE ICMP  UDF  TCF CRC g 0
A IPwd R Domst Moast Boast Ay size
B IPvE ICMP  UDP  TCF CRC BO.451.36T 23 ___LMJ
A [Pwd R Domst Moast Boast Ay size
B IPE ICMP  UDF  TCF CRC s22gzam 4 L o ae ad
A [Pvd Uemst Meast Boast Any size
B IFvE ICMP  UDP  TCF CRC 1765141 & u
APl Uemst Meast Boast Any size
B IPE ICMP  UDF  TCF CRC 23210 ! A‘hm
A [Pvd Uemst Meoast Boast Ay size
B ICMP UDP TCP CRC 1Rz . lM
APl Uemst Meoast Boast Ay size
B IPvE ICMP  UDP  TCF CRC 7224 2 M
& IPvd 10.125.105.68 Uoaet Meast Boast Anp size
B IPE ICMP  UDF  TCF CRC 3307.608 = ‘
& IPvd 239 255, 255 250 Uemst Messt Beadt Anp size
B IPE ICMP  UDF  TCF CRC g 0

1 APl Domst Moast Boast Ay size 0 0
B IPE ICMP  UDF  TCF CRC

11 APl Domst Moast Boast Ay size 0 0
B IPE ICMP  UDF  TCF CRC

12 APl Domst Moast Boast Ay size 0 0
B IPE ICMP  UDF  TCF CRC

13 APl Domst Moast Boast Ay size 0 0
B IPE ICMP  UDF  TCF CRC

14 APl Domst Moast Boast Ay size 0 0
B IPE ICMP  UDF  TCF CRC
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Figure 23: Counters Tab

Recall that Port A captures frames Transmitted from the upstream Nexus 9000, arriving into this Catalyst 2960X Stack, while Port B
captures frames transmitted from the Catalyst 2960X Stack toward the upstream Nexus 9000.

Counter 0: Count all frames with a source or destination address of 224.0.0.102 which arrive via Port A.
Counter 1: Count all frames with a source or destination address of 224.0.0.102 which arrive via Port B.
Counter 2: All IPv4 frames arriving via Port A.

Counter 3: All IPv4 frames arriving via Port B.

Counter 4: All Multicast frames arriving via Port A.

Counter 5: All Multicast frames arriving via Port B.

Counter 6: All Broadcast frames arriving via Port A.

Counter 7: All Broadcast frames arriving via Port B.

Counter 8: All Unicast frames arriving via both Ports with a source or destination address of 10.128.105.68.
Counter 9: All Multicast frames arriving via both Ports with a source or destination address of 239.255.255.250

The Edit button allows one to create the Counter using filter options which look like this.
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T L

Edit Counter 8 [ == |

IPv4  10.128105.68

IPvwE

Routing : Broadcast I
Unicast Enable on : Part &
Multicazt Fort B

L4 protocal : [CKF Dol mmds - [F'ackets v]
UDP

CRC status : CRC ok

Packet size [ Dot care - ] 0 ‘ Cancel ‘

Figure 24: Editing Counter 8 Example 1

In the example above, the Counter tracks frames arriving on either channel (Port A or Port B) with a source or destination address of
10.128.105.68. The blue square in each of the other checkboxes translates into "Don't care”, i.e. the Counter will include the frame in
its counting regardless of whether the frame is Broadcast / Unicast / Multicast or ICMP / UDP / TCP, etc.
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[T IR P

—  F
Edit Counter 8 [ =2 |
IPvd  10.128.105.68 1
[ IPvE
a
Routing : [] Broadcast
Unicast Enable on Poart & !
[ Multicast Port B
L4 protocol ; ICKMP Ciemifir g el - [F'ackets v] EI
UDP
' TCP ‘ = ‘ -
4 CRCstatus: CRC ok
Packet size ; [D.:.n't Cale v] i ‘ Cancel ‘

Figure 25: Editing Counter 8 Example 2

In the above screenshot, | have excluded Broadcast and Multicast frames from counting (in addition, I have excluded IPv6 frames ...
but 1 don't believe they would be counted anyway, as the IPv4 "10.128.105.68" criterion would have excluded them).

SFP Modules
ProfiShark Manager offers the most thorough view into SFP+ hardware of any interface I've ever seen. Here is the initial screen:
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{J) ProfiShark Manager - 1.3.29 =N =R
; : 00:1E:CO:FC:ACES - P
Counters [ 5 FE_H_QEMES___El Filkers | Features I Capturel ] [ = ]
Status
Port & Part B Port & Part B
Status Present Present | dentifier SFP or SFP+ SFP or SFP+
Yendor name CISCO-JDsU CISCO-JDsU Ext. [dentifier 0=04 0x04
Wendor OUI 0=00013c 0=000159: Connector LC LC
Model PLRXPL-SC-543-CS PLRXPL-SC-543CS Transceiver (] ]
Revizion 1 1 W avelength 850 nm 880 nm
Date code 06-07-2015 06-06-2015 Options ] [.]
Serial number JURT923GM 9k JUR1923GMZC Diagnostic manitaring type Int. calibrated/dy. power | Int. calibrated/dy. power
Enhanced optiohs E] E]
SFF-5472 compliance Rev 10.2 SFF-B472 Rev 10.2 SFF-8472
Bitrate, nominal 10300 Mbps 10300 kMbpz Length 3/125pum fiber Unzpecified Unzpecified
Upper bitrate margin Unzpecified Unspecified Length 50/125pm Ok 2 fiber 80m 80m
Lowaer bitrate margin Unzpecified Unspecified Length 62.5/125pm OM1 fiber 20m 20m
Encoding B4B/EEB E4B/EER Length copper and active cable Unspecified Unspecified
Rate 1D Unspecified Unspecified Length 50/125pm fiber 300m 300m
Port & Port B
Low Alarm  Lowe'waming  High'warning  High Alarm Value LowAlarm  Lowwaming  High'warning  High Alarm Value
Temperature B0°C oo F0.0C B0TC 40.7°C Temperature 0T oo 70.0°C 7m0 41.3°C
Weo 297 314 347 363 326V Weo 297 314 347 A sxit) 325V
T Bias 2.600ma, 3.000rma, 8.500ma 10.000ma | B.E3Ema T Bias 2.600méd, 3.000mé 8.500ma, 10.000ma | 7.024ma,
T Power 00741 | 0.1862mbw | O7313mw | 1.479Tmws | 0.5915mw T Power 0074 mw | 0.1862mw | 0.7413mw | 1.479Tmwd | 0.5900mw
R Power 0.0407m' | 0.1023mbw | 0.7943mw | 1.5849m | 0.B433mw R Power 0.0407mw | 0.1023mw | 0.7943mw | 1.5849mW | 0.591Tmw
Warnings Morne Warnings Mone
Alarms MHane Alarms Maone
Status Bits Status Bits
Portz Control
7] SpanMode Save
[ Loophack
Figure 26: SFP+ Hardware Overview
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Note that the Values for Temperature, Vcc, TX Bias, TX Power, and RX Power are dynamic -- changing in real-time.

n Walue

0.7 C
3.26Y
6.638ma,
0.591 2
0.6432miw

Figure 27: SFP+ Dynamic Monitoring

Clicking on the Transceiver button produces the following view:
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todel PLAXPL-SC-543-C5 PLRAXPL-5C-543-C5 Transceiver E] |_|
u Transceiver =N R
10G Ethernet Compliance Gigabit Ethernet Compliance Fibre Channel link. length
106G BASE-ER Mo BASE-F Mo vemy long distance 4] Mo
100G BASE-LRM Mo BASE-BX10 Mo short distance [S] Mo
10G BASE-LR Mo 100BASE-Fx Mo intermediate distance (1] Mo
10G BASE-SH Yes 100BASE-Lx/L10 Mo long distance (L) Mo
Infiniband Campliance 1000BASE-T Mo mediurn distance [M) Mo
156X No 1000BASE-L2: Mo SFP+ Cable Technology
1L Na U B e Active Cable Mo
1# Copper Active Ha T000BASE -5 Mo Pazsive Cable Mo
1% Copper Passive Mo ESCON Compliance Fibre Channel Transmission Media
SOMET Compliance ESCOMN MMF 131 0nm LED Mo Twin Al Pair [Tw] Mo
OC-192 short reach No UL ol UL e e Shielded Twisted Pair (TF) Mo
OC 48 lona reach Mo Fibre Channel transmitter technolagy Miniature Coax (M) Mo
0OC 48 intermediate reach Mo Shortwave Lazer, linear B [S4) Mo Video Coas [TV] Mo
O 48 short reach Mo Longwave Laser [LC) Mo Multi-mode 62, 5pm [E) Mo
0C 12 single mode long reach Mo Electrical inter-enclosure [EL) Mo Multi-mode 50pm (5] Mo
0C 12 zingle mode intermediate reach Mo Electrical intra-enclozure [EL) Mo Single Mode [SM] Mo
0C 12 short reach Ma Shortwave Laser w/o OFC [SN] Mo Fibre Channel Speed
0OC 3 zsingle moda long reach Mo Shortwave Lager w/ OFC [S5L) Mo 1600 MBytes/Sec Mo
0C 3 zsingle mode intermediate reach Ha Longwave Laser (LL] Ma 1200 MBEytes/Sec Mo
OC 3 shart reach Mo 800 MEBytes/Sec Mo
SOMET Feach Specifier Jrknowen 400 MBptes/Sec Mo
200 MBytes/Sec Mo
100 kMEBytes/Sec Mo

Figure 28: SFP+ Transceiver Details

Clicking on the Options... button produces this:
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! SFP Module Options

SFP Optionz

Cooled Transceiver Declaration :

Power Level Declaration :

Linear Feceiver Output Implementation

RATE_SELECT Implementation :
Te_DISABLE Implernentation :
Te_FAULT Implementation ;

Lozs of Signal Implementation ;

Uncooled laser trangmitter or unzpecified
Pawer Level 1 or unzpecified

Lirniting receiver autput

Mot Implemented

|mplemented

|mplemented

Implemented, Inverted

SFP Enhanced Options

Alarm/w aming flags :

Saft T#_DISABLE contral and manitoring ;

Saft T#_FALLT manitoring
Saft B¥_LOS monitoring :

Saft RATE_SELECT cantral and monitoring

Application Select contral ;

Soft Rate Select control ©

|mplemented
|mplemented
|mplemented
|mplemented
Mot Implemented
Mot Implemented

Mot Implemented

- ‘ [ate code

Figure 29: SFP+ Options

And clicking on the Enhanced options... button produces this:

0E-07-2M 5 0E-06-2015

Ophions

L]

{ sl SFP Module Options

SFP Options :

Cooled Transceiver Declaration :

Power Level Declaration :

RATE_SELECT Implementation :
Tx_DISABLE Implementation :
T¥_FAULT Implenientation :

Lozs of Signal Implementation :

Linear Receiver Dutput Implenentation :

Uncooled laser transmitter or unspecified
Power Level 1 or ungpecified

Limniting receiver autput

Mot Implemented

Implermented

Implermented

Implemented, Inverted

SFP Enhanced Options :

AlarmAw aming flags

Soft T<_DISABLE control and monitoring :
Saft T#_FAULT monitaring :

Saft B¥_LOS manitoring :

Soft RATE_SELECT control and manitaring :

Application Select contral :

Soft Rate Select control :

Implemented
Implernented
Implenented
Implemented
Mat Implemented
Mat Implemented

Nat Implemented

(=@ ][=]

T

Figure 30: SFP+ Enhanced Options
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Filters
The next ProfiShark Manager tab is Filters, which offers the usual MAC and IP-based filter options, along with TCP / UDP Port

filtering. In addition, this Tap supports free text filtering, called Deep Packet Inspection, which allows you to capture frames which
match any string whatsoever.

&J ProfiShark Manager - 1.3.29
00:1E:C0:;

| Counters | SFF Mu:u:lules| Filters | Featuresl Eapture|

Filter
T Specify zource or destination
R [Ped Specify zource or destination
1] Specify zowrce or destination
[] Enable filker Set Save

Deep Packet Inspection

K.eep packetz containing

*HE OEE O EFE OEE EEL O EE AL X OEE OEE XX XX OXE XX OEE L FEEEEEELT LT AL EE

[ Enable deep packet inzpection Set Save

Figure 31: Filters

Early Encounters with ProfiShark 10G 27 Created: 2017-02-21
Updated: 2017-03-09

Stuart Kendrick



Features

The Features tab provides a miscellaneous collection of information & functions, including the firmware update facility and ways to

control the options around capture.
&J ProfiShark Manager - 1.3.29

Features

Counters | SFP Modules | Filkers Capture

PrafiShark 106G Connected
Drriver Yerson : 0.1.3.29

S Firmweare YWerzion : 0.2.3.11
H Firmware Verzion ; 0004
MALC Address - 0071 e el foaced
dzb: Super Speed

Firrmware Update

Capture Format

Enable timestamps in live capture

| Trangmit CRC Errors
| kKeep CRC3Z

Figure 32: Features

Madule Prezent # Maodule Present
Software Dropped Packetz: 0

Hardware Dropped Packets . 123,130,161
Link. Llp Duration -
Last Link Doovern Duration
Browse | | Flazh Firmware

Dizable Paort A Save
Digable Port B
Packet Slicing ‘ Reset Device |

1. Enable timestamps in live capture invokes the Tap's on-board clock to deliver timestamps with 8ns resolution.

2. Transmit CRC Errors instructs the Tap to forward Ethernet frames whose CRC trailers do not correctly summarize the frame's
contents. This allows us to choose whether or not to keep damaged frames.

3. Keep CRC32 instructs the Tap to retain the trailing 4 byte CRC on the Ethernet, as the Tap forwards the frame across its USB
port and down to our analyzer. This allows us to choose whether or not we want to examine the Ethernet CRC.

4. Disable Port A/B allows you to capture in a single direction -- useful if you want to verify the direction from which a given

frame or conversation is arriving.
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5. Packet Slicing currently slices frames to 128 bytes, to allow you to conserve 10 and disk space. ProfiTap plans to offer more

granular control in a future software release.

Recall that your average Wireshark experience cannot see CRC Errors, as the typical NIC drops such frames before analyzers like
Wireshark ever see them. Ditto with the Ethernet CRC32 -- the average NIC strips this before forwarding the frame deeper into your

laptop, where libpcap / winpcap picks it up.

Capture

And here is another view of the Capture tab, a more detailed view of which we saw earlier in this document.
o _________________________________________________________________|

&) ProfiShark Manager - 1.3.29

| Counters I SFF Modules | Filters | Featuresl Capture |

Output Capture File :

Capture file format : [ PCAP-MG - ]

b awimum Capture File Size [MB]

Mumber of files o use : 1 [ Loop
Buffer size : r/|

[] Stop when buffer is full

Written to File 0 Butes
Current Buffer lzage: 0 Bytes
Dropped : 0 Bytes

Figure 33: Capture
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Summary

As of this writing, the ProfiTap-10G (and 1G) offer the cheapest way | know of to capture in-line -- in one package, it provides an in-
line capture engine, leveraging the USB port on your PC, rather than requiring a specialized capture engine to be installed in your PC.
This collection of Taps also offer the added bonus of portability -- since it fits into my laptop bag, | am more likely to have it with me
when | run into situation wanting packet capture. In addition, the bundled ProfiShark Manager application offers various ways to
summarize statistics and to log events on the capture stream, offering quick insights into the traffic stream, prior to your cracking open

a pcap to dig deeper.
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