First Encounters with the ProfiTap-1G
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Introduction

| recently had a chance to try out a ProfiTap-1G, a new packet capture Tap from the ProfiTap
folks. Here is a record of my experience. | document this experience using Windows and
Wireshark. In addition, this Tap also ships with Linux drivers and support for a range of
commercial analyzers (OmniPeek, OptiView, many others).

Overview

The ProfiTap-1G is a hand-held device with two Ethernet ports and one USB port. As with any
Tap, we insert it in-line with the Host-of-Interest (where some problem is occurring), and then
the Tap forwards all traffic traversing it to our analyzer.

The Tap appears as just another NIC on your computer.

I=EE =
@uv|f' v Control Panel » Metwork and Internet » Metwork Connections » v|+¢| Search Net. PI
Organize - = 0 @
— Built-in Ethernet = Cisco AnyCennect Secure Mobility — Local Area Connection 3
l'a._{ Enabled L"n Client Connection l-..."’ﬁ Metwork
> TEAM: Team #0 - Intel(R) 82567L... G~ Disabled @i> TEAM: Team #0
l:. ProfiShark l:. Wireless Network Cannection
=~ _ Enabled s> o Blueberry 2
W= ProfiShark 1G £2 dﬂn Intel(R} WiFi Link 5100 AGN
Figure 1: Just Another NIC
ProfiTap-1G
Dumpcap sees it as just another NIC.
-
e = =2 |

B Administrator Cmd

sIempidumpcap —D
“Device~NPF_{BABSD447-7?604—-4493-B?AA-3F?421FDF625% (Built—-in Ethernet

m

| ) “Device“NPF_{C3C78126—8A6C—43CI—9DES—1D4FE123C54A> (Local Area Connection 3>
. “Device~NPF_{52E?9398-7685—44AE-AD?7-EBAC3BC44D?5> (Prof iShark>
. “Device\NPF_{9BCDS5F4C-6878-422D-AA27-22B35575B276> <(Wireless Hetwork Connecti
n»

I sNITemp>

Figure 2: Dumpcap NIC List

Once inside Wireshark, the Tap continues to appear as just another NIC.
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The World's Most Popular Ne

T
WI RES HARK Version 1.12.3 (v1.12.3-0-gbb3e9%a0 fro

= Interface List

.@.
S Live list of the capture interfaces
{counts incoming packets)

‘ Start

Choose one or maore interfaces to capture from, then Start
£ Built-in Ethernet -
E' Local Area Connection 3

2| ProfiShark

E Wireless Metwork Connecticn

m

1

@®) Capture Options

Start a capture with detailed options

Figure 3: Wireshark Start Capture List

‘ Wireshark: Capture Interfaces —— | = | B2 I
Device Description P Packets Packets/s
| [ E Built-in Ethernet Intel(R) 82567LM Gigabit Metwork Connection nane i3 5 Details

I [ E Local Area Connection 3 Intel(R) Advanced Networki...5) NDIS Intermediate Driver 10.01501 59 3 Detailz
I @ ProfiShark ProfiShark 1G none 76 3 Details I

[l @ Wireless Metwork Connection  Microsoft 1025408 3 0 Details

b_
Figure 4: Wireshark Interface List

The Tap ships with a supporting application which allows you to configure its in-line
functionality.
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Capture Format
| Enable timestamps

V| Transmit CRC Emors

V| Keep CRC32
Figure 5: ProfiTap-1G Capture Format options

e Enable timestamps invokes the Tap's on-board clock to deliver timestamps with 8ns
resolution.

e Transmit CRC Errors instructs the Tap to forward Ethernet frames whose CRC trailers
do not correctly summarize the frame's contents.

e Keep CRC32 instructs the Tap to retain the trailing 4 byte CRC on the Ethernet, as the
Tap forwards the frame across its USB port and down to our analyzer.

The Tap itself can capture at line-rate, and its USB 3.0 port can easily accommodate the
theoretical Gigabit Ethernet maximum of 2Gb/s (1Gb/s transmit plus 1Gb/s receive). Whether
your analyzer can actually swallow 2Gb/s of frames arriving across its USB port depends, of
course, on the 10 capabilities of your analyzer.

Hardware

Here is what the ProfiTap-1G looks like in action. 1 am using my laptop not only as the Host-of-
Interest but also as the analyzer.
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Ethernet Ports
To my laptop To the network

USB cable to my laptop
Figure 6: Focus on ProfiTap-1G

First Encounter with the ProfiTap-1G 6 Created: 2015-02-07
Stuart Kendrick Updated: 2015-02-11



Ethernet Ports
To my laptop To the network

USB cable to my laptop
Figure 7: Laptop plus ProfiTap-1G

Installation
Installing the software begins with the usual Installer program.
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"vl W v Computer v Local Disk (D:) » Install » Metwork-Toys » ProfiTap v|¥,|F

Organize » Open Burn MNew folder 4==
[ Pictures | Name . Date modified Type Size
E Videos - —
B E ProfiShark-1G_1.010.exe 2/5/2015 5:22 AM Application 73,787 KB
stuart

Figure 8: Windows Installer

And the resulting InstallShield Wizard.

ProfiShark 1G - InstallShield Wizard o
I
= Profishark 1G requires the following items to be installed on your computer. Click Install L
to begin installing these requirements. -
i
Status  Reguirement
Pending Microsoft Visual C++ 2012 Redistributable Package (x64)
Pending Microsoft Visual C++ 2012 Redistributable Package (x36)
[ Install ] [ Cancel
Figure 9: Install Visual C++
Once that finishes, installation progresses as usual.
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‘_ﬁl ProfiShark 15 - InstallShield Wizard | & |

Welcome to the InstallShield Wizard for
ProfiShark 1G

The InstallShield(R) Wizard will install ProfiShark 1G on your
computer, To continue, dick Mext.

WARNIMG: This program is protected by copyright law and
international treaties.

| <Back | Next> | [ cancel

Figure 10: InstallShield Wizard

The Installer progresses in the usual way:

Destination Folder
Click Mext to install to this folder, or dick Change to install to a di

’ Install Profishark 1G to:

C:\Program Files (x88)\Profitap\Profishark 1GY

InstallShield

<Back || Next> || cancel
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tallShield Wizard = 8] &

Installing ProfiShark 1G
The program features you selected are being installed.

Flease wait while the Installshield Wizard installs Profishark 1G. This may
take several minutes,

Status:
Validating install
I —

InstallShield

Figure 11: Validat'inﬁgllnstalr

Would you like to install this device software?

Mame: Profitap Network adapters
- % publisher: Com Craft

[ Always trust software from "Com Craft". Install ] | Don'tInstall

@ You should only install driver software from publishers you trust, How canl
decide which device software is safe to install?

Figure 12: Install Network Driver

If you see one of these File in Use dialogue boxes, | recommend selecting the "Do not close
applications. (A reboot will be required.)", as | ran into trouble taking the "Automatically close
and attempt to restart applications" approach (I had to re-install the affected applications in order
to restore functionality).
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ﬁl PrefiShark 1G - InstallShield Wizard

Files in Use

some files that need to be updated are currently in use.

The following applications are using files that need to be updated by this setup.

AVG Firewall

AVG User Interface
AVG User Interface
AVGE WatchDog
AVGIDSAgent

() Do not dose applications. (& reboot will be required.)

InstallShield

(@ Automatically dose and attempt to restart applications.

l

Cancel

—————————————————————————————————

Figure 13: Files in Use
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InstaliShield Wizard Completed

The InstallShield Wizard has successfully installed ProfiShark
1G. Click Finish to exit the wizard.

Launch the program

Finish ] \ Cancel

Figure 14: Finished

At this point, reboot, to allow the install to finish.

Finally, manually copy the ProfiShark-1G dissector profishark_1g.dll into your Wireshark
plugins folder.
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= E 2
@-u-v| J » Computer » Local Disk (C:) » Program Files » Wireshark » plugins » 1123 - |4?| | Search 1123 L |
Organize = Include in library « Share with = Burn Mew folder = ~ A I@'
@m Box Sync *  MName Date modified Type Size
i Contacts - . - .
T %/ docsis.dll 1/7/201512:47 PM Application extens... 209 KB
= meop %] ethercat.dll 1/7/201512:48 PM Application extens... 109 KB
4. Downloads - —
. %] gryphon.dll 1/7/201512:48 PM Application extens... T2 KB
o Favorites ~ icati q
%) irda.dll 1/7/201512:48 PM Application extens... 42 KB
J InstallAnywhere - - ;
Link %] m2m.dlil 1/7/201512:48 PM Application extens... 19 KB
A Links % mate.dll 1/7/201512:48 PM Application extens... 87 KB
| My Documents as = L .
] %] opcua.dll 1/7/201512:48 PM Application extens... 182 KB
o My Music = . R R
- ) %] profinet.dll 1/7/201512:48 PM Application extens... 367 KB
= My Pictures - . B L .
) %] profishark_1g.dll 8/12/2014 5:47 PM Application extens... 11 KB
& My Videos = - .
T %/ stats_tree.dll 1/7/201512:48 PM Application extens... 12 KB
® Saved Games = . . .
/%] unistim.dll 1/7/201512:48 PM Application extens... 113 KB
£ Searches — Applicati {
— %] wimazdll 1/7/201512:48 PM Application extens... 505 KB
Lty — @] wimaxasncp.di 1/7/20151248 PM  Application extens... 61 KB
M Computer — . L o
= %) wimaxmacphy.dil 1/7/201512:48 PM Application extens... 69 KB
ﬁﬂ Network -
J 14 items

Figure 15: Copy the IIZ)'i‘ssec'to'r rntb Pl?alce

Copying profishark_1g.dll into place adds the ProfiShark-1G protocol to the Preferences...

Protocols... list

‘ Wireshark: Preferences - Profile: Simple

[y

ProfiShark-1G
PRP
‘ PULSE

Enable ProfiShark 1G decoding: [

We'll come back to the utility of this dissector later. In the meantime, make sure that this box is
unchecked; otherwise, Wireshark will attempt to apply it to your traces and will incorrectly
dissect many protocols as a result (unless the trace you are analyzing was captured using the
ProfiShark-1G; see below for details).
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Talking to the ProfiTap-1G
Opening the newly-installed ProfiShark-1G application allows us to talk directly to the Tap.

Counters
The opening screen tabulates basic traffic statistics.

Qoo W el
Cuurrters|&aﬁ-;slmetas|mg IFeatu&aIEaﬁwe| [ Fause ]
Counters Controls Fart A Fart B
Clear Al
Total Rate (/s) | Percentage Total Rate (/s) | Percentage
Clear A
size < 64 bytes 1] - 1] size < 64 bytes 1] - 1]
Clear B 64+ size < 1518 884,627 12 100 Bd< size < 1518 446,233 12 100
size » 1518 bytes 0 0 size » 1518 bytes 0 0
Colligions 0 Colligions 0
CRC Emors 0 CRC Emors 0
Jabbers 1 Jabbers 0
Valid Pachkets 884,627 12 100 Valid Pachkets 446,233 12 100
Invalid Packets 1 1] 0 Invalid Packets 0 1]
Total Bytes 1.244.309 3383 0.01 Total Bytes 29,385,760 996
Figure 16: Counters
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Recall that because a Tap sits in-line with traffic, it can capture frames which Ethernet NIC drivers generally filter out, like Collisions,
CRC Errors, and Jabbers.

Graphs
The next tab allows for semi-real-time display of the statistics visible in the Counters tab.
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Counters | Graphs | Meters | Log | Features | Capture|

Graphs Cortrols Port A

[ Clear History l

Valid Packets
— ‘ — Invalid Packets
10s/division - | —— Bandwidth Usage

Port A |
Size < 64 ‘
64 < Size < 1518 2000000 |
Size > 1518 |
Collisions 1000000 I
CRC BEmors ||
Jabbers | [
Valid Packets
Invalid Packets
Bandwidth Usage

Part B
Part B

| Valid Packets
See <84 1 — Invalid Packets
64 < Size < 1518 | —— Bandwidth Usage
Size > 1518 1 |
Collisions || ‘
CRC Emors 40000 i i |
Jabbers ‘ ‘ |
Valid Packets 20000 [ |
Invalid Packets | |

.«. | |
Bandwidth Usage 0 A 3 | | ) |

@ packet/s
) percentage

Figure 17: Graphs
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Meters
The third tab uses an automobile dashboard metaphor to display utilization.

VEEEETHEUTRN S O S

Fause ]

[Courters | Graphs | Meters | Log | Festures | Copture] [
Meters Controls

e

ap 40 50 B0 70 ap 40 50 B0 70

100 100

Part & Bandwidth Uzage Part B Bandwidth Uzage

10 10
andwidth Uzage andwidth Uzage

Figure 18: Meters

Log
The next tab allows us to record utilization events.
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T

| Counters | Graphs I Meiem| Log

Log Contraols

Clear Log

Part A

Bandwidth |lsage =
5.00 =
CRC Emor % =

1.00 =

Port B
Bandwidth Uzage =

5.00 -
CRC Emor % =
1.00 -

| Features | Capture |

Fause

27205 11:07:17 AM
20205 11:07:18 AM :
27772015 11:07:159 AM :

27772015 11:07:20 AM

27772015 11:07:52 AM

Port A Bandwidth usage = 5% (10.00047%)
Fort A Bandwidth usage = 5% (10.00064%)
Port A Bandwidth usage > 5% {10.00705%)

: Port A Bandwidth usage > 5% (10.00121%)
277725 11:07:21 AM :
27772015 11:07-22 AM :
27772015 11:07-26 AM :
277,25 110727 AM :
27772015 11:07-28 AM :
277725 11:07-29 AM :
277/2015 11:07-30 AM :
2777205 11:07:31 AM :
277725 11:07-32 AM :
27772015 11:07-33 AM :
27772015 11:07-34 AM :
277725 11:07:38 AM :
27772015 11:07-39 AM :
27772015 11:07-40 AM :
277,205 11:07-41 AM :
27772015 11:07-42 AM :
2777205 11:07-43 AM :
27772015 11:07-44 AM :
27772015 11:07-45 AM :
2777215110746 AM :
27772015 11:07-50 AM :
27772015 11:07-50 AM :
277/2015 11:07-52 AM :

Fort A Bandwidth usage > 5% (3.822953%)
Port A Bandwidth usage > 5% (10.00036%)
Port A Bandwidth usage = 5% (10.0003%)

Port A Bandwidth usage > 5% (10.00054%)
Port A Bandwidth usage = 5% (10.007117%)
Fort A Bandwidth usage = 5% (10.00051%)
Port A Bandwidth usage = 5% {10.00115%)
Port A Bandwidth usage = 5% (9.999925%)
Fort A Bandwidth usage = 5% (10.007118%)
Port A Bandwidth usage > 5% (10.00014%)
Fort A Bandwidth usage = 5% (10.000531%)
Port A Bandwidth usage = 5% (10.00188%)
Paort A Bandwidth usage = 5% (10.007113%)
Fort A Bandwidth usage = 5% (10.00036%)
Port A Bandwidth usage = 5% {10.00115%)
Fort A Bandwidth usage = 5% (9.999917%)
Fort A Bandwidth usage = 5% (10.00123%)
Port A Bandwidth usage = 5% (10.01266%)
Fort A Bandwidth usage = 5% (10.0071559%)
Port A Bandwidth usage > 5% (10.00145%)
Paort A Bandwidth usage = 5% (8.647278%)
Fort A Bandwidth usage > 5% (9.958835%)
Port A Bandwidth usage > 5% (5 .5555087%)

: Port A Bandwidth usage > 5% (9.949832%)
27772015 11:07:53 AM :
27772015 11:07-54 AM :
27772015 11:07:55 AM :
277,215 11:07-56 AM :
27772015 11:07-57 AM :

Fort A Bandwidth usage = 5% (10.000533%)
Port A Bandwidth usage > 5% (9.930365%)
Port A Bandwidth usage = 5% (3.96991%)

Port A Bandwidth usage > 5% (5.990382%)
Paort A Bandwidth usage = 5% (10.007186%)

m

1

Figure 19: Log
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Features

This tab offers a configuration information about the Tap. Notice that here we have access to the Capture Format choices: Enable
timestamps (8ns resolution), Transmit CRC Errors, and retaining the Ethernet CRC trailer (Keep CRC32).

- DD —/HM P lnrr1n  1Hnnilaiii i aarr t  da aiaiiiaiii i i a iiiiiii aliiinaiaa i  iiriiiiri i  r  hai a-no i - n rr  a a - -  an n  iiii o ‘
Oroswrcien N SRS e
[ Pause ]
| Counters I Graphs | Meters | Log | Features |Cap°ture|
ProfiSharc 1G Connected Link Up 1Gbit Full Duplex
Driver Version : 0.1.0.10 Software Dropped Packets . 0
SW Firmware Version : 0.1.2.0 Hardware Dropped Packets : 0
HW Firmware Version : 0006 Link Up Duration : 1:20:09
MALC Address : 00:04:a3.a7.X 16 Last Link Down Duration : 3695

Fimmware Update

| | [ Browse ] [ Flash Firmware ]
Capture Format
Enzble timestamps [7] Disable Port &
Transmit CRC Emors [] Disable Port B
Save
Keep CRC32 [T] Packet Slicing
Span Mode

Figure 20: Features

Capture

The last tab allows us to use this application's built-in capture capabilities -- this application bypasses much of the Windows

networking stack, capturing frames as they flow across the USB port, dropping them into RAM cache, and from their spooling them
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off to disk. The ProfiShark application can achieve line-rate capture using this technique, and if storage 10 is sufficiently fast, can
save those frames to storage without drops, even at line-rate.

The GUI offers the usual options for a ring-buffer (Loop), size and number of saved files, plus tweaking the RAM cache.

[ e . =

| Counters | Graphs | Meters | Log | Features | Capture | Pavse |

Output Capture File : | | [ Browse ]

Maximum Capture File Size (MB) ‘ Start Capture ‘

MNumber of files to use : 1 Loop

Buffer size : : D 311.00 MB

Stop when bufferis full

Written to File : [ Bytes
Cumrent Buffer Usage : [ Bytes
Dropped 0 Bytes

igure 21: Capture
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Live Capture: Capturing and Decoding Using Your Analyzer

We can use the provided ProfiShark application to capture frames, but we can also use any of a number of 3 party software packages
to perform the capture -- the ProfiTap folks call this Live Capture mode. To your favorite software analyzer, the Tap looks like any
other NIC; I illustrate this using Wireshark:

! Wireshark: Capture Interfaces - | = | = 28 |
Device Description P Packets Packets/s
[ E Built-in Ethernet Intel(R) 82567LM Gigabit Metwork Connection nane i3 5
I | B @ Local Area Connection3  Intel(R) Advanced Networki..§) NDIS Intermediate Driver 1001501 59 3
| E7] Profishark Profishark 1G none 76 3 |
[ EWirelessNetworkConnectinn Microsoft 10.25408 3 0

=

Figure 22: Capture Interfaces

But we must now pay attention to the Capture Format boxes which are checked on the Feature tab

Capture Format
Enable timestamps

Transmit CRC Emors

Keep CRC3Z
Figure 23: Capture Format

and how they interact with whether or not the ProfiShark-1G dissector is enabled.
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Recall that adding the profishark_1g.dll dissector adds a ProfiShark-1G item to the list of protocols visible via Preferences...
Protocaol...

M Wireshark: Preferences - Profile: Simple

[y

ProfiShark-1G
PRP
| PULSE
Figure 24: ProfiShark-1G Dissector

s

Enable ProfiShark 1G decoding:

The interaction between Capture Format and ProfiShark-1G makes sense once we understand how the ProfiTap transmits hardware
timestamp information. It does so by encoding the timestamp into eight (8) bytes and appending these eight bytes to the frame, as it
transmits the frame across the USB port to the analyzer.

Enable Capture Formats and Enable ProfiShark-1G Dissector
If the ProfiShark-1G dissector is enabled, then Wireshark correctly interprets those eight bytes, using them to populate any Time
columns and also displaying the timestamp as a 'protocol’ -- notice the ProfiShark-1G "frame' located in front of the Ethernet 11 frame.
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‘ dumpcap-with-all-hardware-features-enabled.pcapng  [Stuart Kendrick] [Wireshark 1.12.3 [\rl.lZ.S—D—ghbﬂﬂaﬂE
File Edit View Go Capture Analyze Statistics Telephon! Tools Internals Help

codms BB AersT2IEEQQAAN @
Filter: IZI Expression... Clear Apg
Mo, Time Bytes  Source Destination Protocol
4 0.102989704 86 10.0.150.1 10.0.0.1 DNS
5 0.000626266 86 10.0.150.1 10.0.0.1 DNS
6 0.00207167E 86 10.0.150.1 10.0.0.1 DNS
7 0.004635930 89 10.0.150.1 10.0.0.1 DNS

4 | m

[ Frame 7: 89 bytes on wire (712 bits), B9 bytes captured (712 bits) on interfa
= profishark-16G

Timestamp: Feb 3, 2015 05:27:45.587232410 Pacific Standard Time

Timestamp: Feb 3, 2015 13:27:45.587232410 uUTC
Ethernet II, src: DellInc_9f:73:5b (00:26:h9:9F:73:5b), Dst: Cisco_21:bf:f9 (
Internet Protocol Version 4, src: 10.0.150.1 (10.0.150.1), Dst: 10.0.0.1 (10.
User Datagram Protocol, Src Port: 50113 (50113), Dst Port: 53 (53)
Domain Name System (query)

HEEEBHH

Figure 25: ProfiShark-1G Dissector in Action

Here we can see the eight bytes of timestamp appended to the frame:

Mo.  [Time Bytes Source Destination Protocol Info
4 0.102989704 89 10.0.150.1 10.0.0.1 DNS standard query Oxbe&l TxT config.nos-avg.cz
5 0.000626266 89 10.0.150.1 10.0.0.1 DNS standard query OxbeBl TXT config.nos-avg.cz
6 0.002071678 89 10.0.150.1 10.0.0.1 DNS standard query Oxbe8l TXT config.nos-avg.cz
7 0.004635930 89 10.0.150.1 10.0.0.1 DNS standard query OxbeBl TXT config.nos-avg.cz
€ i |
Frame 7: 89 bytes on wire (712 bits), 89 bytes captured (712 bits) on interface 0 0000 d4 Bc b5 21 bf f9 00 26 b9 9f 73 5b 08 00 45 00
= profishark-16 0010 00 3f 27 dc 00 00 80 11 68 dO 0a 00 96 01 Oa 00

Timestamp: Feb 3, 2015 05:27:45.587232410 Pacific standard Time 0020 00 01 c3 ol 00 35 00 2b 70 4a be 81 01 00 00 01

Timestamp: Feb 3, 2015 13:27:45.587232410 UTC 0040 73 2d 61 76 67 02 63 Ta 00 00 10 00 01 38 55 76
ethernet II, src: DellInc_9f:73:5b (00:26:b9:9F:73:5h), Dst: Cisco_21:bf:f9 (d4:8c:b5:21:bf:f9) WLET'R ElS4 d0 cc dl 96 54 dc 4
Internet Protocol version 4, src: 10.0.150.1 (10.0.150.1), Dst: 10.0.0.1 (10.0.0.1)
User Datagram Protocol, Src Port: 50113 (50113), Dst Port: 53 (53)
pomain Name System (gquery)

Figure 26: Eight Bytes of Timestamp

BHEHEHBE
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Furthermore, with those eight bytes accounted for, Wireshark's heuristics have a better chance of accurately dissecting the Ethernet
CRC, which consists of the four (4) bytes which just prior to the newly-added eight byte timestamp.

@ Frame 7: 89 bytes on wire (712 bits), 89 bytes captured (712 bits) on interface 0 0000 d4 8c b5 21 bf f9 00 26 b9 9f 73 5b 08 00 45 00

R TR 0010 00 2f 27 dc 00 00 80 11 68 dO 0a 00 96 01 0a 00

= Ethernet II, Src: DellInc_9f:73:5b (00:26:b9:9f:73:5b), Dst: Cisco_21:bf:f9 (d4:8c:b5:21:bf:f3) gg%g 88 g% Sg S% gg gg gg %g 22 é: EE gé g% gg gg g%
Destination: Cisco_21:bf:f9 (d4:8c:b5:21:bf:f9) 0040 73 2d 61 76 67 02 62 7a 00 00 10 00 01 EENEENL:
@ Source: DellInc_9f:73:5b (00:26:b9:9f:73:5b) 0050 {if§ 54 d0 cc d1 96 54 dc T4

Type: IP (0x0800)
= Frame check sequence: 0x3855376f6 [correct]

# Internet Protocol version 4, src: 10.0.150.1 (10.0.150.1), bst: 10.0.0.1 (10.0.0.1)
[+ User Datagram Protocol, Src Port: 50113 (50113), Dst Port: 53 (53)
@ Domain Name System (query)

Figure 27: Correctly dissect Ethernet CRC

Enable Capture Formats and Disable ProfiShark-1G Dissector
However, if we disable the ProfiShark-1G dissector, then Wireshark interprets that last four bytes of the frame as an Ethernet CRC
and then stumbles from there. Notice here that the ProfiShark-1G frame has vanished and that Wireshark incorrectly believes that the

last four bytes consist of the Ethernet CRC.
M dumpcap with-all-hardware bledpapng_ [Stuart Kendrick] [Wireshark 1.123 (+112.3-0-gob3e3a0 from mester 1121 [T

File Edit View Go Capture Analyze Statistics Telephonz Tools  Internals  Help
e dE s BEIXE I AeIDTL QA #@2m % B

Filter: |Z| Expression... Clear Apply Save Me TAF Mot-Junk TCP Reset

Ne.  Time Bytes Source Drestination Protocol Info
7 0.004635930 89 10.0.150.1 10.0.0.1

< 1 |

Frame 7: 89 bytes on wire (712 bits), 89 bytes captured (712 bits) on interface 0 0000 d4 8c b5 21 bf fo9 00 26 b9 9f 73 5b 08 00 45 00 ... . & .. s[..E.
=] 0010 00 3f 27 dc 00 00 80 lt 68 do ga 00 96 01 0a 00 P hoooon
- i == T 0020 00 01 €3 ¢l 00 35 00 2b 70 4a be 81 01 00 00 01  ..... St PIuennnn
@ Destination: Cisco_21:bf:f9 (d4:8c:b5:21:bf:fo) 0030 00 00 0D 00 00 00 06 63 6F 6e 66 69 67 07 6e 6F  ....... ¢ onfig.no
source: DellInc_9f:73:5b (00:26:b9:97:73:5b) 0040 73 2d 61 76 67 02 63 7a 00 00 10 00 01 38 55 76  5-avg.CZ ..... Buv
Type: IP (0x0800) 0050 f6 54 d0 cc dl FEEENGENET .T... A
Trailer: 385576f654d0ccdl
o Frame check sequence: 0x9654dcf4 [incorrect, should be Oxac085f3a]
Internet Protocol version 4, src: 10.0.150.1 (10.0.150.1), Dst: 10.0.0.1 (10.0.0.1)
User Datagram Protocol, 5rc Port: 50113 (50113), bDst Port: 53 (53)
# Domain Name System (gquery)
Figure 28: Incorrectly dissect Ethernet CRC
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Interestingly enough, if we capture with Hardware Timestamps enabled, Keep CRC32 disabled, but forget to enable the ProfiShark-
1G dissector, another dissector, the VSS-Monitoring dissector, will kick in and correctly decode the timestamp, though displaying the
result in a different location than the one chosen by the ProfiShark-1G dissector.

Edumpcap—wﬂh -timesta abled.pcapng [Stuart Kendnick] [Wireshark 1.12.3 (v1.12.3-0-gbb3e9a0 from master-1.12)

File Edit View Go Capture Analyze Statistics Telephony Tools Internals  Help

COAMLEIBERZE I AEIDTL QA #0W% B
Filter: IZI Expression.. Clear Apply Save Me TAF Mot-Junk TCP Reset
Mo.  Time Bytes Source Destination Protocol Info
4 0.014853000 535 10.0.0.1 10.0.150.1 DNS standard query response Ox4980 SRv 100 10 443 fe-self002.
4 [ |
Frame 4: 535 bytes on wire (4280 bits), 535 bytes captured (4280 bits) on interface 0 gggg gg gg g? g; gg gg gg EE g; 12_% gf Eg gg gg 35 gg
Eth T II, Src: Ci 21:bf:f9 (d4:8c:b5:21:bf:f9), Dst: DellInc_9f:73:5b (00:26:b9:9f:73:5b a a
: Intg:zit PrétoEET V;?;?;n 4 src-(lo oco 1 (10.0.0 ;i Zst' :0 onigo 1 (10 0(150 1) ? 0020 96 01 00 35 cc dc 01 ed b7 16 49 80 83 80 00 01
G " e T s . - : te " 0030 00 Ob 00 00 00 00 04 5f 6e 6f 73 04 5F 74 63 70
User Datagram Protocol, Src Port: 53 (53), Dst Port: 52444 (52444) 0040 07 6e 6F 72 2d 61 76 67 02 63 Fa 00 00 21 00 O1
Domain Name System (response) 0050 <0 Oc 00 21 00 01 00 00 02 48 00 1d 00 64 00 Da
B vss-Monitoring ethernet trailer, Timestamp: 04:50:27.428233704 0060 01 bb 0a 66 65 2d 73 65 6c 66 30 30 32 07 6e 6f

0070 73 2d 61 76 67 02 63 7a 00 €0 Oc 00 21 00 Ol 00
0080 00 02 48 00 1c 00 &4 00 0a Ol bb 09 66 65 2d 70
Clock Source: NTP (1) 0090 72 67 30 30 32 07 6e 6f 73 2d 61 76 67 02 63 7a
0020 00 cO Oc 00 21 00 0L 00 00 02 48 00 1d 00 64 00
00b0 0a 01 bb 0a 66 65 2d 73 65 6C 66 30 30 34 07 6e
00c0 &f 73 2d 61 76 67 02 63 7a 00 cO Oc 00 21 00 O1
00d0 00 00 02 48 00 1c 00 64 00 Oa 00 50 09 66 65 2d
00e0 70 72 67 30 30 34 07 6e 6f 73 2d 61 76 67 02 63
00F0 7a 00 cO Oc 00 21 00 01 00 0D 02 48 00 1d 00 &4
0100 00 0a 01 bb 0a 66 65 2d 73 65 6¢c 66 30 30 35 07
0110 6e 6f 73 2d 61 76 67 02 63 7a 00 cO Oc 00 21 00
0120 01 00 0D 02 48 00 1c 00 64 00 Oa Ol bb 09 66 &5
0130 2d 70 72 67 30 30 38 07 6e 6f 73 2d 61 76 67 02
0140 63 7a 00 cO Oc 00 21 00 0Ol 0D 00 02 48 00 1d 00
0150 64 00 Oa 00 50 0a 66 65 2d 73 65 6C 66 30 30 35
0160 07 6e 6f 73 2d 61 76 67 02 63 7a 00 €0 Oc 00 21
0170 00 OL 0D 00 02 48 00 1d 00 64 00 Oa 00 50 Oa 66
0180 65 2d 73 65 6C 66 30 30 32 07 6e 6f 73 2d 61 76
0190 67 02 63 7a 00 cO Oc 00 21 00 O1 0O 00 02 48 00
01a0 1c 00 64 00 Oa OL bb 09 66 65 2d 70 72 67 30 30
01b0 31 07 6e 6Ff 73 2d 61 76 67 02 63 7a 00 cO Oc 00
01c0 21 00 01 00 00 02 48 00 1d 00 64 00 0a Ol bb 0a
01d0 66 65 2d 73 65 6C 66 30 30 36 07 6e 6f 73 2d 61
0le0 76 67 02 63 7a 00 cO Oc 00 21 00 OL 00 00 02 48
01f0 00 1d 0D 64 00 0a 0L bb 0a 66 65 2d 73 65 6C 66
0200 30 30 37 07 6e 6f 73 2d 61 76 67 02 63 7a 00
0210

Time Stamp: Feb 3, 2015 04:50:27.42B233704 Pacific standard Time

Figure 29: VSS-Monitoring Dissector
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Disable Capture Formats and Enable ProfiShark-1G Dissector

Conversely, if we capture without Hardware Timestamps but leave the ProfiShark-1G dissector enabled, then we also confuse
Wireshark: we are telling Wireshark "Interpret the last eight bytes as a nanosecond timestamp™ ... when in fact, the last eight bytes of
the frame do not contain a timestamp; rather they contain, in the example below, the last eight bytes of a TCP frame.

‘ dumpcap-no-hardware-features.pcapng  [Stuart Kendrick] [Wireshark 1.12.3 (v1.12.3-0-gbb3e9a0 from master-1.12)]

Eile Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

Do iE s B AesaFLIEF AN #EMR B

Filter: E| Expression...  Clesr hpply Save Me TAF  MNot-Junk TCP Reset
Ne.  Time Bytes Source Destinaticon Pretecol Info
8 1971-01-27 01:53:56.003921747 62 10.0.150.1 10.0.0.1 TCP 17295-53 [SYN] Seq=1643129555 Win=8192 [TCP CHECKSUM INCORRECT][Malformed Packet]
< i 1
Frame 8: 62 bytes on wire (496 bits), 62 bytes captured (496 bits) on interface 0 0000 d4 8c b5 21 bf f9 00 26 b9 9f 73 5b 08 00 45 00
= Profishark-1G 0010 00 30 23 b5 40 00 80 06 2d 11 0a 00 96 01 Oa 00

0020 00 01 43 8f 00 35 61 f0 2a d3 00 00 00 00 70 02
0030 20 00 e8 95 00 Q0 [FERIENNNENEN NG

Timestamp: Jan 27, 1971 01:53:56.003921747 pacific standard Time
Timestamp: Jan 27, 1971 09:53:56.003921747 UTC

Ethernet II, Src: DellInc_9f:73:5b (00:26:b9:9f:73:5b), Dst: Cisco_21:bf:f9 (d4:8c:b5:21:bf:f9)
Internet Protocol Version 4, Src: 10.0.150.1 (10.0.150.1), Dst: 10.0.0.1 (10.0.0.1)
=]
source Port: 17295 (17295)
pestination Port: 53 (53)
[stream index: 1]
[short segment. segment/fragment does not contain a full TCP header (might be NMAP or someone else deliberately sending unusual packets)]
[Expert Info (warn/Malformed): short segment]
sequence number: 1643129555 (relative sequence number)
Acknowledgment number: O
Header Length: 28 bytes
«... 0000 0000 0010 = Flags: 0x002 (SYN)
window size value: 8192
[calculated window size: 8§192]

m

urgent pointer: 0
options: (8 bytes)
[Timestamps]
=
[Expert Info (Error/malformed): malformed Packet (Exception occurred)]

Figure 30: Don't Do This

Summarize Interactions

I summarize what happens based on various combinations in the following table. Basically, if we enable the Hardware Timestamping
feature on the ProfiTap, then we want to analyze that trace with the ProfiShark dissector enabled. Otherwise, we want to make sure
that the ProfiShark dissector is disabled. The ProfiShark-1G dissector conceptually has nothing to do with Ethernet CRC dissection,
but it does get tangled up in the issue, because Wireshark's heuristics around correctly identifying an Ethernet CRC become confused
if the ProfiShark dissector does not kick in.
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ProfiShark Capture Parameters ProfiShark-1G Dissector Status Result

Timestamps & Keep CRC32 Enabled Enabled Accurate Wireshark dissection
Timestamps & Keep CRC32 Enabled Disabled Mangled Wireshark dissection
Timestamps Enabled Enabled Accurate Wireshark dissection
Timestamps Enabled Disabled Mostly accurate Wireshark dissection?
KeepCRC32 Enabled Enabled Accurate Wireshark dissection
KeepCRC32 Enabled Disabled Accurate Wireshark dissection
Timestamps & Keep CRC32 Disabled Enabled Mangled Wireshark dissection
Timestamps & Keep CRC32 Disabled Disabled Accurate Wireshark dissection

Figure 31: Capture Parameters vs Dissector Status

In other words, checking the Enable timestamps box in ProfiShark-1G tells ProfiShark-1G to append a timestamp to the frames it
forwards across the USB cable to the virtual ProfiShark-1G NIC, where Wireshark is capturing. ProfiShark-1G does it this way
because Wireshark, relying on Winpcap / libpcap, does not record the time when it receives the frame with any particular accuracy --
to take advantage of the Tap's 8ns timestamp resolution, the Tap has to communicate the timestamp using some other mechanism, and
the mechanism the ProfiTap folks chose was to modify the forwarded frames themselves, by pasting the timestamp onto the end of the
frame. To correctly interpret these appended bytes as a timestamp, Wireshark must invoke a dissector which looks for this timestamp.

My Two Bits

I kept forgetting that | had enabled the ProfiShark-1G dissector and then trying to analyze pcaps captured using some other
mechanism, which leads to incorrect dissection. At the moment, I've disabled the ProfiShark-1G dissector and always use Direct
Capture mode, see next section.

Direct Capture

The subtleties of the ProfiShark-1G dissector evaporate when we use Direct Capture mode, i.e. when we use the Capture tab inside
ProfiShark Manager. When we do this, ProfiShark-1G owns the creation of the timestamp, which it inserts into the appropriate

! Wireshark incorrectly applies the VSS-Monitoring dissector. This dissector correctly decodes the timestamp as a nanosecond timestamp but inaccurately
claims that the time source for the stamp comes from NTP.
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location in whichever format you have chosen (.erf, .pcap, or .pcapng being the three file formats which ProfiShark-1G supports). No
appended timestamp and thus no need for a dedicated dissector.

Here, I've unchecked the Enable timestamps box -- now the frames forwarded across the USB port no longer contain the appended
hardware-generated timestamp, though the files created by Direct Capture still retain 8ns resolution timestamps.

) ProfiShark 1G - 1.0.10

|Cuurrte.-rs I Graphs | Meters | Log | Features |Capture|

ProfiShark 1G Connected Link Up 1Gbit Full Duplex

i Driver Version : 0.1.0.10 Software Dropped Packets: 0

1l SW Fimmware Version : 0.1.2.0 Hardware Dropped Packets : 0
HW Firmware Version : 0006 Link Up Duration : 0:23:28
MAC Address : 00:04:a3.a7:%:16 Last Link Down Duration : 7835

Firmware Update

Browse ] [ Flash Firmware

|
| Capture Format

[] Enable timestamps [] Disable Port A

Transmit CRC Emors [ Disable Port B

Save

f Keep CRC32 [] Packet Slicing
| Span Mode
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Link-Local Frames
So what does a Tap do for us, as protocol analysts? Well, it allows us to view link-local frames, frames which, for example, the SPAN
/ Port-Mirroring function of an Ethernet switch would not forward to us.

LACP
Here is an example of LACP Hellos being exchanged between a host and a switch:
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M cumppwite i peapg [hust Kendricl_ Wirshark 1123 (125-0-gob3e8ad o e L 2

File Edit View Go Capture Analyze Statistics Telepl\onx Tools Internals Help

© ©® Bpxe aesaT LB aaan @#B® % B
Filter: |elh.lype == 0xB809 Izlﬁ(plmicm... Clear Apply Save Me TAF Not-Junk TCP Reset
Mo, Time Bytes Source Destination Protocol Info
2 0.527762949 136 DellInc_9f:73:5b sSlow-Protocols LACP  Link Aggregation Control Protocolversion 1. Actor Port = 1 Partner Port = 5

< | I ]

Frame 2: 136 bytes on wire (1088 bits), 136 bytes captured (1088 bits) on interface 0
= Profishark-16
Timestamp: Feb 3, 2015 05:27:45.476562678 Pacific standard Time
Timestamp: Feb 3, 2015 13:27:45.476562678 UTC
= Ethernet II, Src: DellInc_9f:73:5b (00:26:b9:9f:73:5b), Dst: Slow-Protocols (01:80:c2:00:00:02)
pestination: Slow-Protocols (01:80:c2:00:00:02)
source: DellInc_9f:73:5b (00:26:b9:97:73:5b)
Type: Slow Protocols (0Ox8809)
Slow Protocols subtype: LACP (0x01)
LACP version Number: 0Ox01
Actor Information: 0x01
Actor Information Length: Ox14
Actor system Priority: 65535
Actor system: DellInc_9f:73:3b (00:26:b9:9f:73:5b)
Actor Key: 17
Actor Port Priority: 255
AcTor Port: 1
Actor State: 0x3d (activity, Aggregation, Synchronization, Collecting, Distributing)
reserved: 000000
partner Information: 0x02
partner Information Length: Ox14
Partner System Priority: 32768
Partner System: HewlettP_7d:b7:10 (f0:92:1c:7d:b7:10)
Partner Key: 10
partner Port Priority: 32768
Partner Port: 5
Partner state: O0x3f (activity, Timeout, Aggregation, Synchronization, Collecting, Distributing)
reserved: 000000
collector Information: Ox03
collector Information Length: 0x10
Collector Max Delay: O
Reserved: 000000000000000000000000
Terminator Information: Ox00
Terminator Length: 0x00
Reserved: 000000000000000000000000000000000000000000000000. ..

Figure 32: LACP Hellos
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Focusing on the LACP frame inside Frame #2, transmitted by the host:

# Frame 2: 136 bytes on wire (1088 bits), 136 bytes captured (1088 bits) on interface 0
# Profishark-1G
# Ethernet II, src: DellInc_9f:73:5b (00:26:b9:9F:73:5b), Dst: sSlow-Protocols (01:80:c2:00:00:02)
Slow Protocols subtType: LACP (0x01)
LACP version Number: 0Ox01
Actor Information: 0x01
Actor Information Length: 0Ox14
Actor System Priority: 65535
Actor System: DellInc_9f:73:5b (00:26:b9:9F:73:5b)
ACTor Key: 17
Actor Port Priority: 255
Actor Port: 1
# Actor 5tate: Ox3d (Aactivity, Aggregation, Synchronization, Collecting, Distributing)
Reserved: 000000

Fartner
Fartner
Fartner
Fartner
Fartner
Fartner
Fartner
[+ Partner

Information: 0x02

Information Length: 0Ox14

system Priority: 32768

system: HewlettP_7d:b7:10 (f0:92:1c:7d:b7:10)

Key: 10

FPort Priority: 32768

Port: 5

state: 0x3f (Actiwvity, Timeout, Aggregation, Synchronization, Collecting, Distributing)

rReserved: 000000

Collector Information: 0x03

collector Information Length: 0x10

Ccollector Max Delay: O

Reserved: 000000000000000000000000

Terminator Information: 0x00

Terminator Length: 0x00

Reserved: 000000000000000000000000000000000000000000000000. ..

Figure 33: Drill Down on Host LACP Frame
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And here's the LACP Hello from the switch:
# Frame 3: 136 bytes on wire (1088 bits), 136 bytes captured (1088 bits) on interface 0
# Profishark-1a
# Ethernet II, 5rc: HewlettP_7d:b7:15% (f0:92:1c:7d:b7:15%), Dst: Slow-Protocols (01:80:c2:00:00:02)
= Link aggregation Control Protocol

Slow Protocols subtype: LACP (0x01)

LACP version Number: Ox01

Actor Information: Ox01

Actor Information Length: 0x14

Actor System Priority: 32768

Actor System: HewlettP_7d:b7:10 (f0:92:1c:7d:b7:10)

AcCtor Key: 10

Actor Port Priority: 32768

ACtor Port: 5

H Actor State: Ox3f (Activity, Timeout, Aggregation, Synchronization, Collecting, Distributing)

Reserved: 000000

Partner Information: 0x02

Partner Information Length: O0x14

Partner System Priority: 65535

Partner System: DellInc_9f:73:5b (00:26:b9:9F:73:5b)

Partner Key: 17

Partner Port Priority: 255

Partner Port: 1

H Partner state: Ox3d (activity, aggregation, Synchronization, Collecting, Distributing)

Reserved: 000000

collector Information: 0x03

collector Information Length: O0x10

collector Max Delay: 0

Reserved: 000000000000000000000000

Terminator Information: O0x00

Terminator Length: 0x00

Reserved: 000000000000000000000000000000000000000000000000. ..

Figure 34: Drill Down on Switch LACP Frame

If we were to Port-Mirror port 1 or port 5 on this Ethernet switch, we would not see these LACP frames.
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Bad Ethernet Frame Check Sequence

Similarly, frames in which bits have been flipped, in this case due to a bad cable, are normally discarded by the first Ethernet chipset
that sees them (perhaps on your switch, perhaps on your analyzer's NIC)?, because the originally calculated Ethernet FCS does not
match the FCS which the receiving NIC calculates, and modern NICs, by default, discard such frames. The ProfiTap, being
specialized hardware, can be instructed to capture them, as seen here. A typical analyzer would not capture Frame 1218 and you the
analyst would then be puzzled as to why the new Frame 1218 (1219 in the display below) arrived ~.1487s after the previous one: you
would not, a priori, know why the conversation contained such a large delay, but would have to infer what happened from further

analysis.

2 The average NIC driver in a typical PC does not let you override this behavior; even checking 'Promiscuous mode' doesn't help -- your NIC will drop frames

which fail the CRC check, long before Winpcap / libpcap see them.
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Bad-C 00000_207
: A_a% X .

b .pcapng

art Kendric

Wiresha

v1.12.3-0-gbb3e9a0 from master-1.

File Edit View Go (Capture Analyze Statistics Telephonz Tools Internals Help

©o Bexg Aaes*oT7s ([ QD #0B% 8
Filter:  tcp || Bpression..  Clear  Apply  Save Me TAF  Not-Junk TCP Reset
MNe. Time Bytes Source Destination Protocol Info
1215 0.000124248 64 10.0.150.1 46.255.41.2 TCP 7943-443 [AcK] sSeqg=1l Ack=1 Win=65760 Len=0
1216 0.000364664 182 10.0.150.1 46.255.41.2 TLsvl client Hello [ETHERNET FRAME CHECK SEQUENCE INCORRECT]
1219 0.148790738 64 46.255.41.2 10.0.150.1 TCP 443-7943 [ACK] Seq=1 Ack=125 win=14848 Len=0
1220 0.001067168 1428 46.255.41.2 10.0.150.1 TLSv1 Server Hello
1221 0.000324376 1044 46.255.41.2 10.0.150.1 TLSv1 Ignored unknown Record
1222 0.000099424 64 10.0.150.1 46.255.41.2 TCP 7943-443 [AcCK] Seq=125 Ack=2357 wWin=65760 Len=0
1223 0.000590056 372 10.0.150.1 46.255.41.2 TLSv1 Client Key Exchange, Change Cipher sSpec, Encrypted Handshake Message
1224 0.155161752 312 46.255.41.2 10.0.150.1 TLSv1 New Session Ticket, Change Cipher Spec, Encrypted Handshake Message
1225 0.001211215 99 10.0.150.1 46.255.41.2 TLSv1 Application Data
1226 0.000035168 116 10.0.150.1 46.255.41.2 TLSvl aApplication Data
1227 0.000791736 85 10.0.150.1 46.255.41.2 TLSv1 Encrypted Alert
1229 0.146667763 70 46.255.41.2 10.0.150.1 TCP 443-7943 [ACK] Seq=2611 Ack=480 Win=15872 Len=0 SLE=365 SRE=566
0.150.1 TCP

1230 0.000061216 70

46.

255.41.2

443-7943 [ACK] Seq=2611 Ack=538 win=15872 Len=0 SLE=5365 SRE=566

LI

Type: IP (0x0800)

[stream index: 82]

Sequence number: 1

wWindow size value:

urgent pointer: 0
[SEQ/ACK analysis]
[Timestamps]

secure sockets Layer

[TCP Segment Len: 124]

Source Port: 7943 (7943)
Destination Port: 443 (443)

[Next seguence number: 125

acknowl edgment number: 1

Header Length: 20 bytes
.... 0000 0001 1000 = Flags: OxO1& (PSH, ACK)
16440
[calculated window size: 65760]
[window size scaling factor: 4]

Destination: Cisco_21:bf:f9 (d4:8c:b5:21:bf:f9)
source: DellInc_9f:73:5b (00:26:b9:9F:73:5b)

(relative sequence number)
(relative seguence number)]
(relative ack number)

Frame 1216: 182 bytes on wire (1456 bits), 182 bytes captured (1456 bits) on interface 0

Internet Protocol version 4, Src: 10.0.150.1 (10.0.150.1), Dst: 46.255.41.2 (46.255.41.2)

. @ Frame (frame), 182 bytes

| Packets: 29049 . Displayed: 8885 (30.6%) - Load time: 0:00.425

Figure 35: Bad Frame Check Sequence
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Summary

As of this writing, the ProfiTap-1G offers the cheapest way | know of to capture in-line -- in one package, it provides an in-line
capture engine, leveraging the USB port on your PC, rather than requiring a specialized capture engine to be installed in your PC. As
an added bonus, you can choose to continue using your existing analyzer software to capture. Or, you can use the included capture
application, which additionally offers various ways to summarize statistics and log events on the capture stream.
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