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A Wireshark as a Spy WatermarkPen

Decrypting and Retrieving Information from Packets

ANireshark is a good tool that provides relevant
iInformation from packets..

An this session, demonstrate useful 8 cases of
decrypting and retrieving infenmatiom from packetss
using Wireshark, including wireless (WEP/N/PAZ2),
SSUMLS, HTTFPESMBITET P,araw data; andrmore.
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(.‘ Wireshark Is almighty decorder

ADecrypting and retrieving information from packet

© NOoO Ok owwDhE

Decrypting WEP/WPAZ2 data

Decrypting TLS/SSL data with key pair
Dectypting TLS/SSL data without key pair.
Retrieving Unicode Characters

Retrieving object files (HTTP/TFTP/SMB)
Retrieving values of field

Retrieving JSON data

Wireshark is the source of big data analysis !
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A

1. Decrypting WEP/WPAZ2 data
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(.\ 1. Decrypting WEP/WPA?2 data

AWEP decryption works well only with the key

1. Capture packets using AirPcap or monitor mode driver
2. Set WEP key in IEEE802.11 preference

AWPAZ2 decryption needs full 4 way handshake
1. Capture packets using AirPcap or monitor mode driver
2. Check complete 4 way handshake with eapol filter
3. Set SSID and passphrase in IEEE802.11 preference
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.\ 1. Decrypting WEP/WPA2 data

1. Capture packets using AirPcap or monitor mode driver
wep.pcapng(http://www.ikeriri.ne.jp/temp/)

Ml wep.peapng - o %
TNE EEE BRY ERO FIF0 SEE EEHO ==y SEW Y-LD ALTH
A ma® HRERe=FLIEAaQaQHE

[N[Fmaobs = Gkl EEALET 03 o) &5 + aw
Mo, Time Source Destination Protocol Lereth  Info
1 13:13:29.989012 PlanexCo_e3:c2:.. Broadcast 802.11 108 Beacon frame, SN=25..
2 13:13:30.030908 IntelCor_1b:al:.. Modacom_3d:9c:b8 882.11 120 Data, SN=256, FN=8,
3 13:13:30.0830932 IntelCor_1b:al.. 862.11 34 Acknowledgement, Fl..
4 13:13:30.832854 OkiElect_f6:f4:.. Broadcast 802.11 18% Beacon frame, SN=61.. —
6 13:13:30.041483 PlanexCo_e3:c2.. 862.11 34 Acknowledgement, F1 -

8 13:13:30.041833 PlanexCo_e3:c2.. 862.11 34 Acknowledgement, F1

Frame 1: 188 bytes on wire (864 bits), 188 bytes captured (864 bits) on interface 8 -
Radiotap Header v@, Length 20

802.11 radio information

IEEE 882.11 Beacon frame, Flags: ........ C

IEEE 802.11 wireless LAN management frame v

GEBE B8 68 14 09 ee 18 60 60 18 82 7b 89 a® B8 ce 9c
0810 64 €0 99 32 80 0@ e ee ff ff ff ff ff ff oo ge
0020 cc e3 €2 79 @0 9@ cc e3 c2 79 b@ 9c Sb 21 1b 8¢
G020 91 00 20 ©0 64 90 11 84 00 89 63 6¢c 65 61 72 74
@48 B5 78 74 ©1 ©8 82 84 8 96 8c 12 18 24 83 81 64
G560 85 64 00 ©1 00 PO 2a 61 ©4 32 04 30 48 60 6c dd

Q7 wep | atro bt
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.\ 1. Decrypting WEP/WPA2 data

2. Set WEP key in IEEE802.11 preference
WEP key : kashiwagiyuki (6b617368697761676979756b69)

M Wireshark - 57 ? X
M WEP and WPA Decryption Keys ? b4
H.501 ~| IEEE 802.11 wireless LAN
:;:gp Reazzemble fragmented 80211 datagrams Key type Key
H264 [ enore vendor-specific HT elements wep 6b617368697761676979756b69
HART_IP Call subdizzector for retranzmitted 802.11 frames
:élzili:?\s-r [ #ssume packets have FGS
HCI_CMD Validate the FCS checksum if possible
HC|:EVT Ienore the Protection bit
HCI_MON ® Mo
HCI_USB () ez - without T
HCrt O Yes - with IV
:SEEDATA Enable decryption
) Key examples: 01:020304:05 (40/64-bit WEF),
HiSLIP 010203040506070809101111213 (104/128-bit WEF),
HMBAP My Password[My &P] (WP A + plaintext password [+ SSID]),
HD ERM 0102030405, 6061626364 (WPA + 266-bit key). Invalid keys will be ignored.
HPFEEDS Decryption Keys
HTTP
IB
icEp =] CHTisarstimegumi WERIR A nDDats ¥R oaming iWirsshart-#802 11 fizrs
ICMP
frooiss T TR
< >
[or ]| wevtn | [ sz |
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.\ 1. Decrypting WEP/WPA2 data

Check #458 in trace file wep.pcapng

M wep.peapng - m] * M wep.peapng - m} x
IFMME BEE BTV EBG HIT00 #FR) &Y THY SEW UMD ALTH IrllB  \EE SRV EBHG FHNO SRR FSEHS SRy FBW Y-LM ALTH)
Am @ BRE ces=F aSElaqaan dm @ EREces=FaEElaaan
(N[ET7 8 - Gkl BamLsT = -] &+ ow (N [ET70bE - <o~ BEmELET ~] g
MNo. Time Source Destination Protocol Length  Info -~ Mo. Time Source Destination Protocal Length  Info
458 13:13:35.534747 Modacom_3d:9c:b8 IntelCor_1b:al.. 882.11 524 Data, SN=2620, FN=0.. . 458 13:13:35.534747 192.168.100.254 192.168.100.104 HTTP/.. 524 NOTIFY /fupnp/eventi.. —|
459 13:13:35.534767 PlanexCo_e3:c2.. 802.11 34 Acknowledgement, Fl.. | 459 13:13:35.534767 PlanexCo_e3:c2.. 862.11 34 Acknowledgement, Fl. |
468 13:13:35.535439 IntelCor_1b:al:.. Modacom_ed:93:b8 802.11 241 Data, SN=275, FN=8,.. 468 13:13:35.535439 192.168.100.104 192.168.100.254 HTTP 241 HTTP/1.1 260 OK |
A61 13:-13:35 535459 IntelCaor 1h-al 8A2 11 34 Acknowledsement. F1 M 461 13:-13-35 535459 IntelCar 1h:al 862 11 34 Acknowledeement . F1 =
> Frame 458: 524 bytes on wire (4192 bits), 524 bytes captured (4192 bits) on interface © > IEEE 802.11 Data, Flags: .p..... TC ~
> Radiotap Header v@, Length 28 > Logical-lLink Control
> 802.11 radio information > Internet Protocol Version 4, Src: 192.168.100.104 (192.168.100.104), Dst: 192.168.100.254 (1
» IEEE 882.11 Data, Flags: .p....F.C >
> Data (468 bytes) ~
>
\ Server: Microsoft-HTTPAPI/2.8\r\n
> Date: Thu, 26 Jun 2014 ©4:13:18 GMT\r\n
/ Connection: close\r\n
» Content-Length: @\r\n
\rin v
< >
~ @000 aa aa @3 90 00 00 08 90 45 00 00 bl 3c 90 40 80 "
2 E. 0010 80 86 72 ff c@ aB 64 68 ¢© aB 64 fe ©b 35 @d bd
0830 91 87 eb e4 b2 16 b7 18 5f 91 b8 91 81 a5 Pevenann 0020 3a 2e 85 24 db eB8 eb 4d 8@ 19 @0 42 ec 46 @0 B0
0846 e5 38 63 6f df 12 71 83 a9 e9 ef 9c d7 e9 v..8co.. gq....... 0036 81 @1 @8 Ba 01 67 61 d1 0@ 89 9f 7f 48 54 54 50
8856 65 fe 59 71 71 b5 1c e9 49 af d2 45 d4 @@ *#e.Ygq. ..I..E.. ©o40  2f 31 2e 31 20 32 30 30 20 Af 4b ed @a 53 65 72 .
00606 64 49 47 95 95 5a e3 37 f1 fa bb 9c 1a 2b L.dIG.LZ 7.l + 0050 76 65 72 3a 20 4d 69 63 72 of 73 6f 66 74 2d 48 ver: Mic rosoft-H
0@/6  8c 9f 45 48 ea dc 60 54 9f 5c 06 64 56 de 4a 7d LGEHLLTT A\Ldv. T} 0060 54 54 50 41 50 49 2f 32 2e 38 Od Ba 44 61 74 65 TTPAPI/2 .0..Date v
0086 17 cc 3e 9b 2d d1 c1 ea 38 d2 8f e5 45 98 50 78 e.>.-... B...E.Px v Frame (241 bytes) Decrypted WEP dsta (165 bytes)
@ 7 IEEE 80211 wireless LAN (wlan), 24 )31 b || o bEE 1102 5T 1102 (10008) -+ §55283R% 00.18]| F077A)Defaul @ 7 FoS Status (wlanfosstatus) || serobi 1102 ST 1102 (000%) - §5ABRS 0020 || 7077 bDefault
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.\ 1. Decrypting WEP/WPA2 data

1. Capture packets using AirPcap or monitor mode driver
wpaZ2.pcapng(http://www.ikeriri.ne.jp/temp/)

M wpaz.peap - [m] x
TMME REE BRV BBG FITNO 2HRE S BEy SFEW Y-MD ALTH

Aamge  |PREYe=>2>ZFL5EQQaH
W [ET20b - <Cnl-/> BERLES 3 -] &t + oW
No Time Source. Destination Protacol Length  Info ~
1 13:29:40.585335 PlanexCo_e3: Broadcast 802.11 130 Beacon frame, SN=1597, FN=0, Flags=
213: 664448 IntelCor_1b: Broadcast 802.11 103 Probe Request, SN=969, FN=8, Flags=
313: 794031 PlanexCo_e3: IntelCor_1b:al.. 802.11 124 Probe Response, SN=1683, FN=0,
413: .899226 IntelCor_1b:al:.. PlanexCo_e3:c2.. 802.11 54 Authentication, SN=3565, FN=@,
513: .899256 IntelCor_1b:al.. 862.11 34 Acknowledgement, Flags=.
613: .900019 PlanexCo_e3:c2:.. IntelCor_1b:a 802.11 54 Authentication, SN=1607, Fl
7 .9ee416 PlanexCo_e3:c2.. 802.11 34 Acknowledgement, Flags=
8 .908150 PlanexCo_e3:c2:.. IntelCor_1b:al.. 802.11 70 Association Response, SN=1611,
9 908670 PlanexCo_e3:c2.. 802.11 34 Acknowledgement, Flags=
10 .909315 PlanexCo_e3:c2:.. IntelCor_1b:al.. 8062.11 7@ Association Response, SN=1611, FN=@, ..
11 910280 PlanexCo_e3:c2.. 802.11 34 Acknowledgement, Flags=........ C
12 13:29:48.914008 PlanexCo_e3:c2:.. IntelCor_1b:al.. EAPOL 177 Key (Message 1 of 4) v

Frame 1: 13@ bytes on wire (1040 bits), 130 bytes captured (1040 bits)
Radiotap Header v@, Length 20

802.11 radio information

IEEE 802.11 Beacon frame, Flags: ........ C

IEEE 802.11 wireless LAN management frame

0000 90 90 14 00 ece 18 00 00 10 02 7b @9 a® 80 d@ 9c
0010 64 00 @0 34 80 00 00 @0 ff ff ff ff ff ff 00 %0
9928 cc e3 ¢2 79 8@ 90 cc e3 2 79 d@ 63 ec 71 65 25
@P50 90 00 00 00 64 B0 11 @4 08 89 63 6¢c 65 61 72 74
0040 65 78 74 01 08 82 84 8b 96 Oc 12 18 24 03 01 o4
@056 85 04 00 81 00 00 2a V1 04 32 04 30 48 60 6c 30
0060 14 01 00 00 of ac 04 01 00 00 of ac 04 01 00 00
0070 ef ac 82 00 80 dd 87 90 e0 4c 01 @2 83 @0 84 2d -
8886 3d 93 =.

O 7 wpa? | #rubit 25 #0726 ¢
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.\ 1. Decrypting WEP/WPA2 data

2. Check complete 4 way handshake with eapol filter
Note: Trace file must contain complete set of 4 way handshake

M wps2peap - [m] x
IrME REE BTN BHE O HHEA) EHO FTHRy SEW Y-MD ALTH

Am i@ [ MRAE Res=H IS ]QQan

(W [e=pal [X] | B+ GW
Mo, Time Source Destination Protacol Length  Info

12 13:29:40.9146808 PlanexCo_e3:c2:.. IntelCor_lb:al.. EAPOL 177 Key (Message 1 of 4)

13 13 :40.914009 IntelCor_1b:al:.. PlanexCo_e3:c2.. EAPOL 179 Key (Message 2 of 4)

14 13:29:40.921648 PlanexCo_e3:c2:.. IntelCor_1b:al.. EAPOL 211 Key (Message 3 of 4)

15 13:29:40.922259 IntelCor_lb:al:.. PlanexCo_e3:c2.. EAPOL 155 Key (Message 4 of 4)
> Frame 12: 177 bytes on wire (1416 bits), 177 bytes captured (1416 bits) -
> Radiotap Header v@, Length 20
» 802.11 radio information
» IEEE 8@2.11 Data, Flags: ....R.F.C
> Logical-Link Control
v 802.1X Authentication

Version: 802.1X-2001 (1)

Type: Key (3)

Length: 117

Key Descriptor Type: EAPOL RSN Key (2)

> Key Information: ©x©08a

Key Length: 1&

Replay Counter: @

WPA Key Nonce: a2ad@6@d95ffa@c473T8d89213da7e7f2ad@e54b990b0ac2. . . @
@020 ©9 00 88 Be P1 ©3 B0 75 02 OO Ba 00 10 00 00 00 ~
oede 3
0050 99 92 44
0oce f 00 00 00 00 00 00 00 00 00
G07¢ ©0 60 00 00 00 00 00 2@ 00 0O 00 00 00 00 00 o0
GBE0 98 00 00 09 00 PO 60 92 0O 90 00 00 60 B0 00 88
0090 60 @0 00 60 @0 00 16 dd 14 ee ef ac e4 32 o1 71
BBa# 54 @b 9a 13 c5 86 41 9b 34 d1 cc 32 5b b5 8c e3
@obe 49 .

WPA Key Nonce (wlan rsna eapolkeydes nance). 32 /34 b | #oorobs 06 2 4 (1540 - S5ARE 001 ]| F077)kDetault
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(.\ 1. Decrypting WEP/\WPA2 data

3. Set SSID and passphrase in IEEE802.11 preference

Passphrase : kashiwagiyuki SSID : cleartext

M Wireshark- 7 ?X M WEP and WPA Decryption Keys 7 X
H.501 ~| IEEE 802.11 wireless LAN p p
e
:;:gp Reazsemble fragmented 802,11 datagrams & tyP &Y B B B
H264 [ Erore vendor-specific HT elements wpa- de kmhlwaglyuklldaadut
HART_IP Call subdizzector for retranzmitted 802.11 frames
:élzili:?\s-r [ #ssume packets have FGS
HCI_CMD Validate the FCS checksum if possible
HC|:EVT Ienore the Protection bit
HCI_MON ® No
HCI_USB () ez - without T
HCrt O Yes - with IV
HDFS Enable decryption
HDFSDATA .
) Key examples: 01:020304:05 (40/64-bit WEF),
HiSLIP 010203040506070809101111213 (104/128-bit WEF),
HMBAP My Password[My &P] (WP A + plaintext password [+ SSID]),
HP ERM 0102030405 6061626364 (WPA + 256-bit key). Invalid keys will be ienored.
HPFEEDS Decryption Keys
HTTP
IB
ICEP
ICMP
IEEE 80211 - Ui dime gy IEIT A np s ts ¥ asming Ailinss harkc¥S02 11 kays
IEEE 802.15.4 v
< >
ok [ %ot || ~ng | ok ]| st || an?
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.\ 1. Decrypting WEP/WPA2 data

Check #16 in trace file wpa2.pcapng

M wps2peap - o % M vwparpeap - O X
TMD REE BRNV BBG WO SR #@EHEY S=y S2W Y-MD ATE IMME REE BRY EHOEO WIT00 SRR W TR OFEW VUMD ATE
Am i@ [ EBREB Qe=2=F & =5 QQQH Am i@ PRBEQRe==F a5EEaaanm
N[ETF 0 -~ <G5 bRl B3 -] #  + aw (N[FToA 5 - vl GBmLET -] B 4 GW
Mo, Time Source Destination Pratocel  Leneth ke " o Time Source Destination Protocal  Lensth  Info ~
14 13:29:40.921648 PlanexCo_e3:c2:.. IntelCor_1b:al.. EAPOL 211 Key (Message 3 of 4) 14 13:29:40.921648 PlanexCo_e3:c2:.. IntelCor_1b:al.. EAPOL 211 Key (Message 3 of 4)
15 13:29:40.922259 IntelCor_1b:al:.. PlanexCo_e3:c2.. EAPOL 155 Key (Message 4 of 4) 15 13:29:46.922259 IntelCor_1b:al EAPOL 155 Key (Message 4 of 4)
16 13:30:16.236648 IntelCor_1b:al:.. IPvbmcast ©1:8.. 882.11 144 Data, SN=243, FN=0, Flags=.p..... TC ] 16 13:30:16. 230648 fe80: - f017:bo74... LLMNR 144 Standard query 8x86de A isatap —
17 13:30:16.230914 IntelCor_lb:al:.. IPvémcast_01:0.. 862.11 144 Data, SN=243, FN=0, Flags=.p..R..TC ’7 17 13:30:16.230914 fe80: - f@17:b974.. . LLMNR 144 Standard query @x06de A isatap =
18 13:30:16.231742 IntelCor 1b:al:.. TPvémcast ©1:6.. 8§082.11 144 Data, SN=243, FN=0, Flags=.p..R..TC o 18 13-30:16.231742 fe80: - f017:b974.. £f02::1:3 LLMNR 144 Standard guery 0x064e A isatap —

Frame 16: 144 bytes on wire (1152 bits), 144 bytes captured (1152 bits)
Radiotap Header v@, Length 20

802.11 radio information

IEEE 802.11 Data, Flags: .p..... TC

Data (88 bytes)

> Frame 16: 144 bytes on wire (1152 bits), 144 bytes captured (1152 bits)
> Radiotap Header v@, Length 2@
> 802.11 radio information
> IEEE 862.11 Data, Flags: .p..... TC
> Logical-Link Contrel
nternet Protocol Version 6, Src: fe8@::f@17:b974:7130:eb31 (fe80::f017:b974:7130:eb31), Dst: ffe2::1:3 (ffe2::
r Datagram Protocol, Src Port: 595088, Dst Port: 5355
k-local Multicast Mame Resolution (query)

G000 00 80 14 08 ee 18 08 9@ 10 24 7b 89 B 80 e9 Sc

0810 OO0 aa aa O3 00 00 @0 86 dd 68 00 00 €0 00 20 11 01
0820 o010 fe 80 00 00 00 @0 00 @0 fO 17 b9 74 71 30 eb 31
0830 de ©oze ff @2 oo 00 @0 @0 00 @0 00 00 00 6@ 00 01 69 @3

2046 od b3 6b dd 2c 29 de 46 43 98 84 19 dc @0 4b od
0056 79 eb 41 b8 c2 53 ff c9 02 7d d7 7 26 9a b7 7e
0066 ee 39 c7 76 80 6a bf b3 7b 6¢c dl 38 bf 1c &d fo
6076 10 62 <8 a2 bd 48 1b bl «cb 43 cf d6 65 @d d8 3 . JHoo Clle...
@080 be bl 13 82 a8 87 82 fa 79 @8 21 6d 71 37 51 41 ........ v. 'mq7QA

0030 e8 6c 14 eb @@ 20 9a 62 @6 4e 00 00 @0 @1 00 08
D040 90 00 09 @0 96 69 73 61 74 61 70 00 @0 01 @0 o1

O 7 IEEE 802.11 wireless LAN (wlan), 32 /4 b || soro bt 26 T 26 (10004

A 00.2 || 077 1lDetault Frame (184 bytes)  Decrypted GCMP data (80 bytes)
O 7 IEEE 80211 wireless LAN (nlan), 32 /14 k || gt 26 - 36T 26 (100.0%) - S5A4RS 001 || J079 bDefault
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A

2. Decrypting TLS/SSL data
with key pair
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(.\ 2. Decrypting TLS/SSL data with key pair

1. PEM format file ( certification with public and
private key ) needed for decryption
Collect and convert information from server
2. Capture packets including SSL
Check SSL/TLS handshake in a trace file

3. Set server Ip, tcp port, protocol and key(PEM file)
In SSL preference
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(.\ 2. Decrypting TLS/SSL data with key pair

1. PEM format file ( certification with public and
private key ) needed for decryption
Collect and convert information fr‘om server

F
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.\ 2. Decrypting TLS/SSL data with key pair

2. Capture packets including SSL (https://192.168.100.200) ssl.pcapng
Check SSL/TLS handshake in a trace file

M ssl.pcapng — [m) x
WD REE BRW EHG OO AHFW 9 BEY FEW YLD ATE

M ss.pcapng — o x
WD RED BRY BBE TR0 £HA) #HO THQ FEW MDAV

TRERe=2=FISEQAQQE Am2® TREBRe=>=F LS EQAQAQE
2Ol FEALET [SRE R W sl BT -] &+ GW
Time Source Destination Protocol Leneth  Tnfo L Mo, Time Source Destination Pratocol Leneth  Info ~
17 20:00:01.456202 192.168.100.200 192.168.106.122 TLSv1 91 Encrypted Alert

3 20:00:01.438806 192.168.100.122 192.168.100.200 54 10167-443 [ACK] Seg=1 Ack=1 Win=6553

6 20:00:01.439224 192.168.100.122 192.168.100.200 TLSv1
i 7 20:00:01.439260 192.168.100.122 192.168.100.200 TCP

| 8 20:00:01.439474 192.168.100.122 192.168.100.200 TLSv1
‘ 9 20:00:01.439681 192.168.100.200 192.168.100.122 TCP

| 10 20:00:01.439787 192.168.100.200 192.168.100.122 TCP
11 20:08:01.444422 192.168.100.200 192.168.100.122 TLSv1
12 20:00:01.445068 192.168.100.122 192.168.100.200 TLSv1
> Frame 1: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface @

> Ethernet II, Src: Inventec_2f:9c:c6 (0:8c:fa:2f:9c:c6), Dst: AvalueTe_02:0b:79 (00:04:5F:02:0b:79)
> Internet Protocol Version 4, Src: 192.168.160.122 (192.168.100.122), Dst: 192.168.100.200 (192.168.168.200)

571 Client Hello
54 10168443 [ACK] Seq=1 Ack=1 Win=65536..
571 Client Hello
60 44318167 [ACK] Seq=1 Ack=518 Win=691..
60 443>10168 [ACK] Seq=1 Ack=518 Win=69)
199 Server Hello, Change Cipher Spec, En
113 Change Cipher Spec, Encrypted Handsh

24 20:00:01.451401 192.168.100. 192.168.1680.122 Encrypted Alert
Client Hello

ver Hello, Change Cipher

Change Cipher Spec, Encrypte
Application Data

Data, A..

416 Application Data, Application Data

682 Application Data, Application Data, A..

571 client Hello

512 Application Data, Application Data

199 Server Hello, Change Cipher Spec, Enc..| |v

99:01.4608474 192.168.100. 192.168.180.122
35 20:00:01.482279 192.168.100.122 192.168.106.200 TLSv1
36 20:90:01.485205 192.168.100.200 192.168.108.122 TLSv1
41 20:00:03.120765 192.168.100.122 192.168.100.200 TLSvl
20:90:03.122240 192.168.100.122 192.168.106.200 TLSv1
20:00:03.124332 192.168.100.200 192.168.100.122 TLSv1

666 Application Data, Application

/ame 32: 512 bytes on wire (4096 bits), 512 bytes captured (4096 bits) on interface @

Ethernet II, Src: Inventec_2f:9c:c6 (@@:8c:fa:2f:9c:c6), Dst: AvalueTe 82:8b:79 (09:04:5f:02:0b:79)

> Internet Protocol Version 4, Src: 192.168.160.122 (192.168.100.122), Dst: 192.168.100.200 (192.168.100.288)
> Transmission Control Protocol, Src Port: 10169, Dst Port: 443, Seq: 577, Ack: 146, Len: 458

> Secure Sockets Layer

o000 @@ @4 5 @2 eb 79 @@ 8c fa 2f 9c c6 08 00 45 €0
9016 @@ 34 3a @b 40 00 80 6 ©0 @0 O a8 64 7a 0 ad
9020 64 ¢8 27 b7 01 bb 14 74 20 95 00 @@ 00 00 80 @2
G020 20 @0 4a ba 00 @0 @2 04 ©5 b4 01 €3 03 08 01 el
0040 o4 2

9000 @@ @4 5f @2 @b 79 @@ 8c fa 2f 9c c6 08 00 45 00
2015 1 f2 3a 1d 40 00 80 ©6 ©9 0@ O ad 64 7a @ ad
9020 64 ¢8 27 b9 @1 bb 83 27 dé 76 2d @4 51 df 50 18
9030 @1 @0 4c 78 00 00 17 ©3 01 8@ 20 7e f9 25 6e 3a [T
9042 4d 9a eb df 35 d8 cb 40 f4 30 9 5a d4 50 48 65 M...5..@ .0.Z.YHe
9050 ee 84 b8 42 34 dc a7 @3 e2 ff 17 17 03 €1 @1 a@  ...B4... ..
9050 d3 e0 1d 2f 74 51 aa 7e 98 7f 55 aa d3 ec eb ea ... /tQ.~ ..U
9970 @9 2c bl 51 fa 7d 9f 75 1c 18 3c 28 57 28 fe 36  .,.Q.}.u ..<(W(.6
9050 23 44 ea 63 7b ee 5F e4 29 a@ Se 9d b2 96 75 d7  #D.c{._. ).~...u.

3M84A8 1037 F0774 )b-Default

Q7 s || 18y et 104 ST 36 (4R - 90 4 (0% E003R8 00| JOPrA LDefault
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https://192.168.100.200/

(.\ 2. Decrypting TLS/SSL data with key pair

3. Set server ip, tcp port, protocol and key(PEM file) in SSL preference
192.168.100.200,443,http,cert-file.txt

M Wireshark- 8%

SES

sFlow
SGSAP
SIGCOMP
SIMULCRYPT
sip

SKII

SMB

sMB2
SMBDirect

SML

SNA

S5L

7 X M S5 Decrypt ? x
a
BBBBBBBBBBBBBBBBBB IP address Port Protocol Key File Password
RSH keys list 102168100200} 443 http  C/Users/megumi.IKERIRY/Desktop/cert-file.txt

STANAG 5066 DTS 4

[+ E] =]

ok || wetn | a7 | ok |[ #etn || ang

SharkFestd A [6irofE u Archene Nefherlands AOctober 17-199 20162 @<f16eu A #sf 1



.\ 2. Decrypting TLS/SSL data with key pair

Check #90,91 in trace file ssl.pcapng

M ss\pcapng - m] %
TrMD RBEE ETW BHE FIF6O SFA) FH9 SEY SEW YWD ALFE

M ssl.pcapng - m] X
IribB REE FFW BHE IO SHA FEHY THY SEW YD AMTH

Adm 2@ [|MREQRe=2ZF L5 EaQqH Aamoe |IDRERe=2ZTFLSEQAQE
R 0 -] &+ aw N R e 3 -] st o+ Gw
Mo Time Source Destination Protocol Leneth Info ~ No. Time Source Destination Pratocol Length Info ~
88 20:00:20... 192.168.1.. 192.168.1.. TLSv1 320 New Session Ticket, Change Cipher Spec, .. 88 20:00:20 192.168.1.. 192.168.1.. TLSvl 320 New Session Ticket, Change Cipher Spec, .. —
89 20:00:20... 192.168.1.. 192.168.1.. TCP 54 10189443 [ACK] Seq=355 Ack=78@ Win=2611.. 89 20:00:20... 192.168.1.. 192.168.1.. TCP 54 10189-+443 [ACK] Seq=355 Ack=78@ Win=2611..
90 20:00:20... 192.168.1.. 192.168.1.. TLSvl 400 Application Data, Application Data A 90 20:00:20... 192.168.1.. 192.168.1.. HTTP 400 GET / HTTP/1.1
91 20:00:20... 192.168.1.. 192.168.1... TLSv1 666 Application Data, Application Data, Appl.. j-— 91 29:00:20... 192.168.1.. 192.163. HTTP 666 HTTP/1.1 208 OK (text/html)
E hd A7 2A.AALIA 107 1€9 4 401 169 1 Ten LA 10100443 [ACK] €Can-701 AcL_1207% Lia_12a
> Frame 90: 408 bytes on wire (3208 bits), 400 bytes captured (3200 bits) on interface @ > Frame 99: 400 bytes on wire (3200 bits), 408 bytes captured (3208 bits) on interface @ ~

Ethernet II, Src: Inventec_2f:9c:c6 (P@:8c:fa:2f:9c:c6), Dst: AvalueTe 02:8b:79 (08:04:5f:02:0b:79)
Internet Protocol Version 4, Src: 192.168.100.122 (192.168.160.122), Dst: 192.168.100.200 (192.168.100.200)
Transmission Control Protocol, Src Port: 10189, Dst Port: 443, Seq: 355, Ack: 788, Len: 346

Secure Sockets Layer

> Ethernet II, Src: Inventec_2f:9c:cb (@8:8c:fa:2f:9c:c6), Dst: AvalueTe_02:8b:79 (80:04:5f:82:8b:79)
> Internet Protocol Version 4, Src: 192.168.160.122 (192.168.100.122), Dst: 192.168.100.200 (192.168.106.260)
» Transmission Control Protocol, Src Port: 18189, Dst Port: 443, Seq: 355, Ack: 788, Len: 346

> Secure Sockets Layer
2 Reassembled SSL segments (276 bytes): #90(1), #90(275)]

Accept: text/html, application/xhtml+xml, */*\r\n

User-Agent: Mozilla/5.8 (Windows NT 6.3; WOW64; Trident/7.0; rv:11.8) like Gecko\r\n
Accept-Encoding: gzip, deflate\r\n

DNT: 1\r\n

Host: 192.168.100.208\r\n

Connection: Keep-Alive\r\n

Accent-I - da an-11S-a=A 7 en-a=A I\rin

(O ¥ Secure Sockets Layer (ssl), 346 /14 b || Jtro b 104 BT 104 (10008 - EEABIRE 103 | F077bDefaul

0000
eel1e
0020
0e3e
0040 5 ] 0 la ser-Agen
0850 3 30 20 S 3 20 la/5.0 (
0060 3 0 34 3 5 INT 6.3;
0878 G 65 be 36 3a 3 rident/7 .8; 3 w

Frame (400 bytes) Decrypted S5L data (1 byte) Decrypted S5L data (276 bytes) Reassembled SSL (276 bytes)
@ 7 Hypertext Transter Protacal (hitp), 276 /i | || e bgt 104 Foo 104 (10008 - SEIABSRS 0.06|| 077 )hDetault
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A

3. Decrypting TLS/SSL data
without key pair
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(.\ 3. Decrypting TLS/SSL data without key pair

1. Set system enviromental variable
SSLKEYLOGFILE=Path of the premaster secret
2. Capture packets using Chrome
Check SSLKEYLOGFILE was generated

3. Set (Pre)-Master-Secret log filename in SSL
preference
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.\ 3. Decrypting TLS/SSL data without key pair

1. Set system environment variable
SSLKEYLOGFILE=Path of the premaster secret

YATLOTONTA x X

Ivka-9-% N-Forr BEEE aFL08F Ut

Vs

Administrator ¥ LTOJA VLB SIL, TR0 FALITESTEEEA. 2 ‘ /
NI4T Path ppData¥Local¥pamfax¥bin:C:¥Program ...
FLOWYATLES X
BRE#HE. TOEvH0ATTa-). AEVER. BEHREATY
S ()., EHEN): [SsLKevLOGFILE |
FHIEW: |C:¥Users¥megumi‘\KERIRI¥Desktup¥ssI‘key |
1-1-F0TrA)l
74 UDEB(D)... B(R... oK P o)
FAMVEBLEF AT TEE FUINOSRO.. | THINSRE. | [ s | @ |
E A
AMD64
EECEE

Intel64 Family 6 Model 44 Stepping 2, Genuinelntel
6
2c02

YATLERY. VATLEE., BLUT/I(WIER

%Em PSModulePath CHWINDOWS¥systemIZ¥WindowsPowerShel ¥ 1.0¥Modules¥ C¥Pr..
SSLKEYLOGFILE C:¥Users¥megumi.IKERIR¥Desktop¥ssl.key
TEMP CHWINDOWSETEMP hd

zzEan. | 4 M. || #=0. || se0 |

[ ox |[ sow || #EW Lok || wwan
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.\ 3. Decrypting TLS/SSL data without key pair

2. Capture packets using Chrome ( https://www.ikeriri.ne.jp/ ) ssl2.pcapng

Check SSLKEYLOGFILE was generated

1.

PRr— E—— ‘www.ikeriri.nejp €

D RE® BTM BBO RO SHQ #HO EEw S2W MO AT g /Uy eI Fvid Sitemap English

imge (EEBRes=Tss[Eaaan WD D *Ry ND—IH—ER BEVADE

A [ET7LE = <Cii-/> EEAELET <] g+ oW

Mo, Time Source Destination Protocol Length  Info ~ D—) wireshark #ﬁ m &E %-m EF"L‘%bE ‘ mm }
AR 70  HDREBEQes=g i =aaan
| W [http contains "N kRy NI -0 —E2tksEErE http://www ikeririne jp/”

5 16-10-42 4220010 @ @ 1% 11 & 104 181 Tro EA BAE21A42 [ACK] Gamd Ack—1 =¥ = =
> Frame 1: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface @ No.  Tim: Source Destin: Protocc Leneth Info Al > Frame 1: 77 bytes on wire (616 bi

> Ethernet II, Src: Microsof_b7:33:99 (28:18:78:b7:33:93), Dst: Fortinet_b@:6a:9a (00:09:0f:b8:6a:9a)
> Internet Protocol Version 4, Src: 10.0.0.15 (10.0.8.15), Dst: asashina.ikeriri.ne.jp (211.5.104.181)
>

10. 192.1. 203.. DNS 77 Standard query 9xe606 A ww.. > Ethernet II, Src: Matsushi_94:9f:
2 1. 203.1. 192.. DNS 130 Standard query response @x.. > Internet Protocol Version 4, Src:
(& sslkey - TeraPad - [m] X pt:
JFME REE BRS ETW HYFIW) Y-MD ALTH)

DB\GI&..\“NIPQQ

....... | = MEN s, L 60, M 1
CLIENT RANDUM 21bde?ccd54ab55f2a33f7e[]Ud6a4e8db4?99b3bb0823a82?a851dZebachC? 1
417478dbad98de84 Tabe ! Teaet /a1 15b3bad 14 Tedt 5112368 158809abd97 000562 i+ 396+ =39
4£154217670e5a6 L

CLIENT_RANDOM.11fb606c09e95e77cac0918a82621 102F29:39ad91elcde ] dB2e19df 27 ebee 4
é?é%g?gggé?gggﬁi%ﬂblU57b92333afaffdb?f9d455c4bd0075d98&9a21514c079&bd484c8f3849

adc

CLIENT RANDOM. aa3ale3b269d704b11472635b%e1457e8e3aedbdf d02350c0e3d6a7994 2586 9
adZe?eB20d1 1 20695eed 1edc0291 faf acdaZt abefd1 05t 002432ef < 1hecad?6131 78a T TeBI090d
23af50delblcctal

CLIENT _RANDOM. 69c44dct dddb] 3766951450801 1519717751806c11012e65076d1652adc40183 .0
gf&ﬂgggz%dgg8:33bcbc39267f35b968f01232cbaac1be8ecf651d63620bc4544f3996268b25d0
CLIENT_RANDOM. 014cel5ef f2ebdedd8f3d1 chbced3305586559c34170932f 1 cababed3al70eab 4
0751 7aT 1169091 20442650 cf eh3edbal 2IGETBE 76431 0227016011 Seadf 7093006252 e6a304h

b9b02 15275084 L
22082337624 cadBchd8B 71 Th053726781c212ce914830b32a061 697264828 §

0000 00 09 of be 6a 9a 28 18
f016 @0 34 5a ac 40 00 80 06
2020 68 b5 dc 9 @1 bb df c1

2e 5f 6@ @0 00 B0 36 02
0020 20 00 45 fo 00 00 02 04 05 b4 01 @3 03 08 01 o1
an40 04 82

A

78 b7 33 99 08 00 45 00 ceo.d.(0 x30LLE.
00 00 Ga @0 00 of d3 o5 P

0
CLIENT_RANDOM. 56:

3ccb28f78f886a31 9dd0110868d10619e8¢a18fef 194651261 1b4e2221581843a3F 041 Tdddbdche
306R=134441837 w

Q7 i

B3R 005 || FO7A LDefault

SO T N G O €O 00 =l O 1 e GO 3 —

1T W B [80] SIS
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https://www.ikeriri.ne.jp/

.\ 3. Decrypting TLS/SSL data without key pair

3. Set (Pre)-Master-Secret log filename in SSL preference

ssl.key

M Wireshark. BF ? X
M Wireshark- 8% ? s
SES | Secure Sockets Layer
sFlow )
SES ™| Secure Sockets Layer SGSAP RS54 keys list
sFlow .
SGSAP RS keys list SIGCOMP 551 debue file
SIGCOMP S5L debue file g:;"ULCRVPT [ || Browse
SIMULCRYPT
P | ‘ Browse: SKINNY Reaszemble S5L records spanning multiple TOP segments
SKINNY Reassemble S5L records spanning multiple TGP seements SME Reaszemble 551 Application Data spanning multiple SSL records
:mgz Reassemble S5L Application Data spanning multiple SSL records gm:;mﬁ D Meszage futhentication Code (MAG), ienore “ mac failed”
SMEDirect [[] Message Authentication Gode (MAG), ienore * mac failed r\ SML Pre-Shared-Key |
SML fl=p=iiared e ‘ SMPP {Pre}-Master-Secret e filename
SMPP - o SMTP
SMTP (RN et Siamet (ng i F¥Users¥magumill(ERIRNDBSk(Up¥SSIkey‘ I Browses - I
I ‘ SNA
SNA Browse: SNMP
SNMP SoulSeek
Soulseek L SoupBinTCP
SoupBinTCP SPDY
oY SPRT
SPRT
SRVLOC zzgggc
S5COP
551 S5H
S5L S5L
STANAG 5066 DTS v STAMAG 5066 DTS @
< > < >
ok || &k || s | ok [ wevtn || g
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.\ 3. Decrypting TLS/SSL data without key pair

Check #23,28 in trace file ssl2.pcapng

| 22 16:10:43.719725 19.0.09.15
23 16:10:44.095939 19.0.0.15

211.5.104.181 TCP
211.5.104.181 TLSv1

54 56522443 [ACK] Seq=525 Ack=3851 Win=..
512 Application Data, Application Data

M s=12.pcapng - O X M ss12pcapng - O X
THMIMD REE ERY SBHOE IO SFER 9 BEw =HBW YWD ALTH THMMD REE ERY SBHOE N0 SFW 9 THEw =BW D ALTE

AN 1@ BRe=s=F 85 Qe arnmn Am 2@ [ DRB Re=2=§ 85 aaan

W [FT0b5 <Gl 5 EALET [= Rk W [FETFVE -~ <Gl 5EALET =3 -] &+ ow
N‘u Time Source Destination Protocal Length  Info —_ Mo Time Source Destination Protocal Length  Info —

22 16:10:43.719725 19.0.0.15 211.5.104.181 TCP 54 56522443 [ACK] Seq=525 Ack=3851 Win-=..

™ 23 16:10:44.09593% 19.0.0.15 211.5.104.181 HTTP 512 GET / HTTP/1.1

Ethernet II, Src: Microsof_b7:33:99 (28:18:78:b7:33:99), Dst: Fortinet bB:6a:9a (00:09:0f:b0:6a:%a)
Internet Protocol Version 4, Src: 10.0.8.15 (10.0.0.15), Dst: asashina.ikeriri.ne.jp (211.5.104.181)
Transmission Control Protocol, Src Port: 56521, Dst Port: 443, Seq: 525, Ack: 3851, Len: 458

Secure Sockets Layer

24 16:16:44.097781 211.5.104.181 10.0.0.15 TCP 1514 [TCP segment of a reassembled PDU] 24 16:10:44.097781 211.5.104.181 10.0.0.15 TCP 1514 [TCP segment of a reassembled PDU]

25 16:10:44.097784 211.5.104.181 10.0.08.15 TCP 1514 [TCP segment of a reassembled PDU] — 25 16:10:44.097784 211.5.104.181 10.0.08.15 TCP 1514 [TCP segment of a reassembled PDU] —

96 1E-1G.44 @Q7095 18 A 6 15 211 & 1@ 121 D £4 EEE21442 [ACK] €0n—022 Acl—£771 Liin- b 16 1E.-1G.44 @QG7Q95 1A A 6 15 211 & 1@ 124 D £4 CEE71442 [ACK] €0n—022 Acl—£771 Liin- b
> Frame 23: 512 bytes on wire (4896 bits), 512 bytes captured (4896 bits) on interface @ > Frame 23: 512 bytes on wire (4896 bits), 512 bytes captured (4836 bits) on interface @ ~

> Ethernet II, Src: Microsof_b7:33:99 (28:18:78:b7:33:99), Dst: Fortinet bB:6a:9a (00:09:0f:b8:6a:9a)
> Internet Protocol Version 4, Src: 10.0.8.15 (10.0.8.15), Dst: asashina.ikeriri.ne.jp (211.5.104.181)
> Transmission Control Protocol, Src Port: 56521, Dst Port: 443, Seq: 525, Ack: 3851, Len: 458

> Secure Sockets Layer

> [2 Reassembled SSL segments (389 bytes
v

#23(1), #23(388)]

Host: www.ikeriri.ne.jp\r\n

Connection: keep-alive\r\n

pgrade-Tnsecure-Requests: 1\r\n

User-Agent: Mozilla/5.8 (Windows NT 10.8; WOWG4) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/53.8.2785.14
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8\r\n

Accept-Encoding: gzip, deflate, sdch, br\r\n v

2030
0040
0050
0060
0070
0030
8090
00a0
20be

TP/1.1.. ~
w.ikerin|
-Connect]

lion: kee p-alive.

.Upgrade -Insecur]

le-Reques

ser-Agen

1a/5.8 ( Windows o

() 7 Secure Sockets Layer (ssi), 458 )i

| reryban 230 Fom 230 (10008) - FHAKRE 007 FO7w)kDefault

Frame (512 bytes) Decrypted SSL data (1 byte) Decrypted SSL data (388 bytes) Reassembled SSL (389 bytes)

O 7 S5L Segments (sslsegments), 339 i b || bt 030 5T 280 (1000%) - FHA8IREE 0018 || FOFPkDefault

SharkFestd A [6irofE u Archene Nefherlands AOctober 17-199 20162 @<f16eu A #sf 1




A

4.Retrieving Unicode Characters
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(.\ 4.Retrieving Unicode Characters

1. Capture packets including Unicode Website
(http://Iwww.ikeriri.ne.jp/wireshark/cheer.html)

2. Choose TCP packet, select Follow TCP Stream
Byte stream between client and server shows up

3. Seeckielc -8 dioUflisEbomoff ShawSiiowe ar
data asO ye cweea€ @amnerece@dnis) a p an
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.\ 4.Retrieving Unicode Characters

1. Capture packets including Unicode Website
(http://Iwww.ikeriri.ne.|p/wireshark/cheer.html)

A sweampcapng - o X
e T _ O % JHMMD REE FRW BBO IO SHEE SEY SEW Y-MD AV
i Ami@® HREBRe>=ZF oS [EaaaH
& TREEDSEON x (NEas-ovp vamLes Bzt + o
Mo. Time Source Destination Protocal Length  Info A
S , R o - 113:25:52.476194192.168.11.24  192.168.11.1 DS 77 Standard query 8xa218 A www.ikeriri.ne.jp
(‘ G @ www.ikeriri.ne,jp/wireshark/cheer.htr g @ B ﬂ : ' 2 13:25:52.476514 192.168.11.24  192.168.11.1 DNS 77 Standard query 8x27c9 AAAA www.ikeriri.ne.jp
Ll 5:54.499748 192.168.11.1 192.168.11.24  DNS 116 Standard query response ©xa21@ A www.ikeriri.ne.jp CNAM..
.500556 192.168.11.1 192.168.11.24  DNS 168 Standard query response ©x27c9 AAAA www.ikeriri.ne.jp C..
. . 581352 192.168.11.24  asashina.ikeri. TCP 66 57013580 [SYN] Seq=0 Win=8192 Len=@ MSS=1460 WS=256 SAC..
Cheer!'t_) J: T:_-’P__/ .514573 asashina.ikerir.. 192.168.11.24  TCP 62 88457013 [SYN, ACK] Seq=0 Ack=1 Win=8192 Len=0 MSS=1414..
.514712 192.168.11.24  asashina.ikeri.. TCP 54 57013+80 [ACK] Seq=1 Ack=1 Win=65644 Len=0
.514984 192.168.11.24  asashina.ikeri.. HTTP 452 GET Jwireshark/cheer_html HTTP/1.1
.539867 asashina.iker 192.168.11.24 HTTP 1215 HTTP/1.1 200 OK (text/html)
546657 192.168.11.24  asashina.ikeri.. HTTP 437 GET /wireshark/chiyodanyan.jpg HTTP/1.1
.601477 asashina.ikerir.. 192.168.11.24  TCP 1468 [TCP segment of a reassembled PDU]
: .682848 asashina.ikerir.. 192.168.11.24  TCP 1468 [TCP segment of a reassembled PDU]
13 13-25-54 AA?851 asashina ikerir 192 168 11 24 HTTP. 94 HTTP/1 1 204 OK (1PFG 1FTE image) v

Frame 1: 77 bytes on wire (616 bits), 77 bytes captured (616 bits) on interface 8

Ethernet II, Src: Buffalol a7:b2:14 (4c:e6:76:a7:b2:14), Dst: BuffaloIl_45:53:2a (dc:fb:82:45:53:2a)
Internet Protocol Version 4, Src: 192.168.11.24 (192.168.11.24), Dst: 192.168.11.1 (192.168.11.1)
User Datagram Protocol, Src Port: 51203, Dst Port: 53

Domain Name System (query)

FEATFEEE (3 E A O wner—Free Cat” GRFFETEIE) be
A TR B vk i AT EE]l JEF&QEF’?J“D&
FHBE L 0L, 74, ‘T@ﬁ@ T&fifh%ﬁ)‘]@?.?% BEL 'D'D
i'mm(@/\ %’]%@ E 1J§ EE EE}]%CD; ‘__/'/T/r) 'JF 0000 dc ﬂ; 02 4§ 53 2a 4c e6 76 :7 b2 14 as 00 45 00
b= 7?? LAl U*J?wl\'j 7*?“—I:RIJ¥1JCEEEGD2’* EEEE G20 ob o1 <8 03 00 33 00 25 55 73 a2 16 01 08 b0 1
BJT.__J?/&[‘_#D ﬂ&-ﬁéﬂimTﬁth i @— 2030 00 00 B0 60 00 @0 @3 77 77 77 @7 69 6b 65 72 69

9046 72 69 02 6e 65 02 6a 70 00 00 01 00

© 7 stream 00.1] F0TFAMDefault
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.\ 4.Retrieving Unicode Characters

2. Choose TCP packet, select Follow TCP Stream
Byte stream between client and server shows up

M et FEEIm T b pcapng - O
FLiF ®EE EFM OBEBG WO SFN B 'Ry S v-m ALFH)

Am 7@ TRERe=EFsEaQaaH

N -] gt
Mo. Time Source Destination Frotocal  Leneth  Info

1 B.peea0e 192,168, 166, 127 192,168, 103, 254 DNS
2 B.674768 192,168, 169,254 192.168. 106, 127 DNS
3 0.675402 192.168. 169,127 211.5.164.181 TCP

77 Standard query Bx@658 A waw, |

116 Standard query response Bxeg
66 3036288 [SYN] Seq=8 Win=818:

A TmE - -TRRRRM) Ctrl+M 27 Tep 62 88+3036 [SYN, ACK] Seq-@ Ack
50 imbE R R R ) Cirl+D TCP 54 3036286 [ACK] Seq-1 Ack-1 Wi
= [ ﬂﬁFﬁ%gEEﬁﬁEﬁﬁﬁmi Ctrl+T HTTD AQ@RA ZET  framiml A bdm]l HTTD T 1
> Frame FRRE.. Cul+ShifeeT Lo captured (528 bits) on interface @
v Ether /P Cirl+AlteC  7:30:07:54), Dst: a2:12:42:ac:f@:8b (a2:12:42:
> Des RS MRS rac:f@:6b)
> Sou 154

Tyr LR
~ Inter Ml

08,127, Dst: 211.5.184.181

@1e HEEILF 3
v HE BRI »
> Dif TP y P: CS8, ECH: Not-ECT)
T ew > TCPAMIE:
Tde
> Fle - S UDPRNI=fy
Fre o SSLAHI-L
T g HTTRIH-E,
P AT DA
He: FRIIT TN R T W) bled]

[Header checksum status: Unwerified]
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M Wireshark . TCP ZMJ—L (tp.stream eq 0)E3&FE - stream - [m] X

GET /wireshark/cheer.html HTTP/1.1 ~
Host: www.ikeriri.ne.jp

Connection: keep-alive

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.8 (Windows NT 18.8) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/52.0.2743.116 Safari/537.36

Accept: text/html,application/xhtml+xml,application/
xml;q=0.9, image /webp,*/*;q=0.8

Accept-Encoding: gzip, deflate, sdch

Accept-Language: ja,en-US;q=0.8,en;q=0.6

HTTP/1.1 2808 OK

Cache-Control: no-cache
Content-Type: text/html

Server: Microsoft-I15/7.@
X-Powered-By: PHP/5.3.19
X-Poviered-By: ASP.NET

Date: Sun, 25 Sep 2016 04:25:52 GMT
Content-Length: 958

v

S cilant pke(s) 8 Y—rTo0rof, 8 5-2

Entis: conversation {11 kB) ~ | Show and save dsta 3 | ASCIFERS - AM-L
" | | [FeEm
A M -LERRALET ENR) Save as' Back LS AT




.\ 4.Retrieving Unicode Characters

3. Sel ect-8di Ufliskbommof AShow and save da
read Japanese contents !

M Wireshark - TCP 2 MJ—f; (tcp.stream eq O)&:88 - stream — m] * M Wireshark . TCP M-, (tep.stream eq O)E:EE - stream - O *
~ Server: Microsoft-IIS/7.8 ~
’ﬂ?octype html> X-Powered-By: PHP/5.3.19
' CHTML><HEAD><TITLES . oot it et et e e e eeeaanannn (/TITLE><!—\ X-Powered-By: ASP.NET
............ --» Date: Sun, 25 Sep 2816 64:25:52 GMT
<META http-equiv=Content-Type content="text/html; Content-length: 958
charset=UTF-8"></HEAD>
<BODY bgcolor="#FFFFFF" text="#999999"> ﬁOCt)’Pe html> \
CCENTERS<H25CREery o v e el </H2> <HTML><HEAD><TITLE> T HED BN -2 ¢ /TITLE><! -~ Avi— --»

<META http-equiv=Content-Type content="text/html;
charset=UTF-8"></HEAD>
<BODY bgcolor="#FFFFFF" text="#999999">

L <a I

href=""http://www.daisuki-kanda.com/information/report/ (CENTERHTZ:'Ch‘?er‘!BCH‘J:—}?_/](_{HD

2604/0920/ (Iﬁ src= ./ch_lyodanyan.jpg »<br><hr> ) o

Lot <f FRETAERXICEESAD?0wner-Free Cat” (BRI RIE) EN' AT

e T, <a href=""http://wnw.daisuki-kanda.com/information/report/

- 2004/0920/cat. html>[ 5L Zv b (CeAE ST =] </a>@ FRI12EENL Mo
............................................................. R AR 0 0 Vi S0 - 0T B A £ L), M

............................................................... AtE']UJ(D%i&'&)é"é’:FTJCE\HIZEKTE%%@FTT?D’?{T’ fﬁ‘)’f":‘—D'C'_é'o [RISald]
............................................................... *fﬁ‘)’f\':‘—DU—I:"R[&*?KEHIZ@H@ttB[C\ B;E:vyt[c%ﬂl&uﬁ,?é%&—,m*gb

\ZZZZZZZZZZZZZZZZZZZZZZZZZZZZZZZZZZZZZZZZZZZZZZZZZZZZZZZZZZZZZZZ g (L= e gy

P = =
|Entire converzation {11 kB) A4 | Show and save data as A=ty Entire conversation (11 KE) Show and save data 2= [ LTTF-8E2, A=A
wE | | [ratamen |
| | [axtamn |
Zoabu-papestled| | BRIl || Saveasw || Bk || B || A0 |
lzoabu-pamslag | Rl || Saeas || Back || B || Az |
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A

5. Retrieving object files
(HTTP/TFTP/SMB)
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(Q 5. Retrieving object files (HTTP/TFTP/SMB)

1. Capture packets including object (HTTP/TFTP/SMB)
(http://www.ikeriri.ne.)p/wireshark/cheer.ntml)
note do not use cache mechanizm

2. Choose File > Export Objects > HTTP ( also DICOM
| SMB / TFTP ) and HTTP Object list shows up

3. Select 5Sva vlleintcAdl tdmooral imderoanda t e m
we can retrieve CSS, ICO, JPEG, PNG, HTML, ZIP,

and more.
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"\ 5. Retrieving object files (HTTP/TETP/SMB)

1. Capture packets including object (HTTP/TFTP/SMB)
(http:/Iwww.ikeriri.ne.jp/wireshark/cheer.html)
note do not use cache mechanism

likenn{networks — O % A soeampcsing - X
~ TN REEO BRY BBHO TN HHR) EHO BEY S8W UMD AVTH
& TREEDEDA- x dmie IDRB Re=>=Fs=Haaan
(0w e B Je s o
S ) . o T Saree Destnaton Potanal Lo o 0
& C | ® wwwikeririnejp/wireshark/cheerntn ¥ | @ K §1 15552476150 193 1651126 190165111 DN 77 Standard auery 06210 A was.ikenird .3
213: .476514 192.168.11.24 192.168.11.1 DNS 77 Standard query ©0x27c9 AAAA www.ikerir: P
L 313: 499748 192.168.11.1 192.168.11.24  DNS 116 Standard query response 8xa210 A www.ikeriri.ne.jp CNAM..
- 413: .500556 192.168.11.1 192.168.11.24 DNS 168 Standard query response @x27c9 AAAA www.ikeriri.ne.jp C..
Cheerl't_) J: f":"?,‘J 513: 501352 192.168.11.24  asashina.ikeri.. TCP 66 57013580 [SYN] Seq=0 Win=8192 Len=0 MSS=1460 WS=256 SAC..
- — 613: .514573 asashina.ikerir.. 192.168.11.24 TCP 62 80257013 [SYN, ACK] Seq=0 Ack=1 Win=8192 Len=@ MSS=1414..
713: .514712 192.168.11.24 asashina.ike 54 5701380 [ACK] Seq=1 Ack=1 Win=65044 Len=0
813: .514984 192.168.11.24 asashina.iker: 452 GET /wireshark/cheer.html HTTP/1.1
913: .539867 asashina.ikerir.. 192.168.11.24 HTTP 1215 HTTP/1.1 200 OK (text/html)
10 13: 546657 192.168.11.24  asashina.ikeri.. HTTP 437 GET /wireshark/chiyodanyan.jpg HTTP/1.1
1113: .601477 asashina.ikerir.. 192.168.11.24 TCP 1468 [TCP segment of a reassembled PDU]

12 13:
1313-

-602848 asashina. ikerir.. 192.168.11.24  TCP 1468 [TCP segment of a reassembled PDU]

£02R51 hina ik 192 168 11 24 HITP 9A HTTP/1 1 200 OK (1PEG 1ETE imase) ]
Frame 1: 77 bytes on wire (616 bits), 77 bytes captured (616 bits) on interface @

Ethernet TI, Src: Buffalol_a7:b2:14 (4c:e6:76:a7:b2:14), Dst: Buffalol_45:53:2a (dc:fb:62:45:53:2a)

Internet Protocol Version 4, Src: 192.168.11.24 (192.168.11.24), Dst: 192.168.11.1 (192.168.11.1)

User Datagram Protocol, Src Port: 51203, Dst Port: 53

Domain Name System (query)

%R%B;PCEE[ (3722 A" Qwner—Free Cat” GERFETERIR) ZH1E
ACVE T, TBEET Sk (o AFSPES: | [ ITFRL 2 o ladi ol
FREEFENZ O RO xif%#q%ﬁb&i% FERLDD,
M T A S ER A 2 o T R E TR O T T 7 BoBey o< ¥ 02 45 53 3 4 o6 To AT b2 14 B3 00 43 00
wh— 7_6_9.— L ‘bLL'JU*j wh =4t 3T :Ff‘tEEECD?M b=t 0020 ob 01 <8 63 60 35 60 2b 56 73 a2 10 01 00 00 61
S g P gl PN f\)&‘]’%}x%ﬂ?}‘ﬁb(l; 4 9030 @0 00 00 00 00 00 03 77 77 77 07 69 6b 65 72 69

0040 72 69 02 6e 65 02 6a 70 00 00 01 00 01

© 7 stream
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"\ 5. Retrieving object files (HTTP/TETP/SMB)

2. Choose File > Export Objects > HTTP ( also DICOM / SMB /
TFTP ) and HTTP Object list shows up

M siream.peapng
TR | BEE BV BBO F0UFNO  AWA) EHS SEG SEW UMD ALTE) ‘ Wireshark - T92—- HTTP A TS0 —F - a X
B¢ Ctrl+0 LTS EQaqaHE
B EETFAILERC 4
HELLM) Destination Protocol  Length Info ,,ff{r‘jf}" mll-:ﬁ'. duT l"f‘"fj ﬂ"f:{ ]’?-f_ll;:E.
16 THE () 24 192.168.11.1 DNS 77 Standa . .
BLs Crsw 24  192.168.11.1  DNS 77 standa 9 wiwwLikerir.nejp textfhtml 938 bytes cheerhtml
i 1 192.168.11.24  DNS 116 Standa S - - - .
T e Ghe. i maama e i 13 wwikeriinejp imoge/jpeg  2622bytes chiyodanyanjpg
24 asashina.ikeri. TCP 66 57013~ 17 www.ikerir.nejp imagefx-icon 1406 bytes favicon.ico
TPtk v ierir. 192.168.11.24  TCP 62 802570
AELUTS LT i e (i fSee
TEIHATELLAT " erir. 192.168.11.24  HTTP 1215 HTTP/1
WRSTAEES el 24 asashina.ikeri. HTTP 437 GET /u.
POUEIPAMTIHR .. erir. 192.168.11.24  TCP 1468 [TCP s
SSLEY YA HRET IR P ferie 192 168.11.24 — 1468 [TCP s
ATITIMET A1 D DICOM..(H) | 11 24 HTTP 9A HTTP/1
FIBI(P)... Ctrl+P HTTP...(H) bytes captured (9720 bits) o
SMB...(S) :45:53:2a), Dst: BuffaloI a7:
#T @ TFTRM eriri.ne.jp (211.5.104.181),
» Transmission Control Pr‘otucol Src Port: 80, Dst Port: 57013, Seq: 1, Ack:
>
» Line-based text data: text/html
- e - N
0000 Ac e6 76 a7 b2 14 dc fb @2 45 53 2a 08 @0 45 0@  L.v..... .ES*..E.
0016 @4 bl 6a @3 40 @9 75 86 Bf c8 d3 @5 68 b5 €@ a8 ..j.@.u. ....h...
9026 @b 18 @@ 50 de b5 bl d0 ed4 a7 37 @9 fc 5a 50 18  ...P.... ..7..ZP.
0036 fe 14 b2 15 @ ea 48 54 54 59 2f 31 2e 31 26 32 ... HT TP/1.1 2
0040 30 30 20 AF 4b od @a 43 65 2d 4 Be 89 OK..C ache-Con
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(Q 5. Retrieving object files (HTTP/TFTP/SMB)

3. Sel
we can retrieve CSS, ICO, JPEG, PNG, HTML, ZIP, and more.

e ct

nSave

M Wireshark . T92#— k. HTTP A 7910 —% - O x

Kryb mAE
9 wwwiikeriri.nejp text/html
13 wwwiikeriri.nejp image/jpeg

J074E4T #4R

17 wwwiikerifi.nejp imagefx-icon 1406 bytes favicon.ico

Il
958 bytes cheerhtm
2622 bytes chiyodanyan.jpg

1%7F

| FATiEE

Bz [ |

Al |l o

=)

Il Nt o a

t empor al

M Wireshark . Save All Objects In.

« v » PC > FAIPYT 5 temp v O | tempDER
=EE - FELWIALS-
» iCloud Drive # ~ . .
BEEH—HTIEEREYZEA.
192.168.100.200
packets
temp.
& AJY-savh
& OneDrive
& rc
3 F9v0-F
. 7727k

o

Tl \!Emp

TAlS-DER

hazadd

IBOs!
woh | wE

& PyI TR

= doc (¥10.00 #
= MyScanSnap #
& yn-F o+
W FAIbT ;f

E\waEE

EsFe -l temp
=T TE

{ YRy T HLVES - Y - | EINTER
o & . HE
— o

pian e = E[Jj = SCADTE- Sﬂ' : 7 . :E o £ va-ph ;- GEs 2D ERER

i 7 E- BEURT o o MBSl | R I E=Y1 Al Abn o -
ALEVED [7] ¥=-Fay DBy L omE  2EROIVE

ZUyTR-F =2 FR =38 =R

« s BC > FATMT 5 temp

v O tempDiEE

CC&&@@

cheer(1).html cheerhtml hyud nyan(1).j

chiyedanyan.jpg

favicon(1).ic
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A

6. Retrieving values of field
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(.\ 6. Retrieving values of field

1.

If you need data values of field in the trace,

tshark is the best CLI tool ( including Wireshark )
Use ©-D option to check interface,

capture packet with i interface

write trace file with Tw trace file.

tsisahc aas KT fhefads eplAd © fiet toepraliie of nieldt
wiith t-eén DI AD: Stqp | canymoffi vith -t teacefile) ¢
Tshark is more useful connecting another command
with redirect, pipe ( Windows 10 has bash shell )
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(.\ 6. Retrieving values of field

1.

If you need data values of field in the trace, tshark is the best CLI tool
Use i-D option to check interface, capture packet with T-i interface
write trace file with i-w trace file.

B aveF SOy — O *

Microsoft Windows [Version 10.0. 14393] "
(c) 2016 Microsoft Corporation. All rights reserved.

¥User s¥megumi>tshark -D
. ¥Device¥NPF_{2D82BEBC-1E21-4E44-AF3E-3F9CAEAG748C] (R #RVEE+iRT FE R FETE
. ¥Device¥NPF {4FQD27B0-EQ75-4FF7-9D28-BAGSABD38307} (HH #E E+#B+ (12T

C
1
2
3
4. ¥Device¥NPF_{B98C1496-712F-4755-AEB9-87981430B800} (# #EViE+#+ FE( M FETE
5. ¥Device¥NPF_1411DFF04-625C-4BA3-A3DB-25EFF691C708F (Wi-Fi)
6
7
C
C

. ¥¥ ¥USBPcapl (USBPcapl)
e

I
b

. ¥Device¥NPF_ F4FFD736—AD7B—455A—9DD7—EAF47F851F31{ Eﬁi \ HRAE 40 B -
oo

Pty o ey ety

. ¥User s¥megumi>tshark -1 5 -w trace. pcapng
apturing on "Wi-Fi’

. ¥¥ ¥USBPcap? (USBPcap?2)
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(.\ 6. Retrieving values of field

2. tsisahcaas KT fhfads eolAd © fiet toep/ditie of ieldt o
with t-én DI ADal Stqp | canymoif with -t teagefile()

g e

commo

BE JvF foufh
192.168.11. 24
192.168. 11. 24
192.168. 11. 1
192.168.11. 1
192.168.11. 24
211.5.104. 181
192.168.11. 24
192.168. 11. 24
211.5.104. 181
192.168.11. 24
211.5.104. 181

192.168.11. 1
192.168.11. 1

192.168.11. 24

A\

I\

— [

C:¥Users¥megumi¥Desktop>tshark -T fields -e ip.src —-e ip.dst -r stream. pcapng

ﬁ
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(.\ 6. Retrieving values of field

3. Tshark is more useful connecting another command with
redirect, pipe ( Windows 10 has bash shell )

tshark -T fields -e dns.time -r stream.pcapng | find "0" | sort
1:Read stream.pcapng, pick up dns response time (dns.time)
note: Not matched packet returns blank line
2. Use pipe to filter whether 1
note: time valulk))has fA00 ( ma\
3:Use pipe to sort ascending.
Result 2.023554000
2.024042000
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A

7.Retrieving JSON data

SharkFestd A [6irofE u Archene Nefherlands AOctober 17-199 20162 @<f16eu A #sf 1



(.‘ /.Retrieving JSON data

1.

JSON (JavaScript Object Notation ) is one of open
source data format like XML, JSON is commonly
used by many web application, data exchange.
Wireshark can export packets as JSON.

You may check JSON file by JSON Viewer.

. Tshark can also output packets as JSON

and EK(ELK) for open source data analysis tool
used by Elastic Search, (Logstash,) Kibana.
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(.‘ /.Retrieving JSON data

1. Wireshark can export packets as JSON.

M WebT59 X peapng

L) |EE =RV BHG FIFO SA) &S SRy SE

B

B ER
B5..M)
16EHS TS (D)
=]

FIF(S)
wHTIRT(A)

TrillArot

ERELENETI A
IFAS Ui

S ARSET I A . (B)
PDUETRILIC T A+
SSLry A EET AN+
AT

EIE(P)...
B’T

BE26 9@ 08 Be 1 e 82 ez 22
2848 bc B 0O ©8 00 82 18 9d

Ctrl+0
3

Ctrl+W

Cirl+S
Ctrl+Shift+5

3

Ctrl+H

Ctrl+P

Cirl+Q

TESZT=E QA

Destination
22a35.. ffB2::1:2
118 168.e.e.4

.182
.182
.254
.254
.254
.254

192.168.
192.168.
2359.255.
235.255.
239.255.
239.255.

10@.255
10@.255

255.
255.
255.
255.

ToAAFHAUL...M

258
258
258
258

CESRFUL...

PSML XMLHT...

PDML XMLHT...

As JSON... 33
8 00 00 6. e a8 3f

soor we  we @ 60 B0 60 B0 60 DO
82 23 8@ 72 64 d3 @1 5a
88 1 80 Be 60 @1 60 1

O 7 wWebar9H
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Select File > Expert packet analysis > As JSON
Set the range of packets, format of file type, and

file name as XXXX.json in Export File dialog.

Ml Vireshark: Export File *®
RS 08HD: | WTA7HT v @%@
2439 79 N R
7 El )
e Wireshorks  WiresharkiS RiBat
3
-
50751
Pc
*yb7-2
PP [sreamisonf s ]
TrOLORRD:  [1SON [ jzan) syt
AT
(@) Displa




.\ /.Retrieving JSON data

JSON Viewer (htip: //Jsonwewer codeplex.com/ )

ol 150N Viewer

File  Edit

Wiewer  Text

Wiewer  Help

=-[1 JSON
% 1]

@
@
[

04 [2]
5% [3]
5 [4]
0% [5]
5% [5]
5% [7]
94 [9]
5 [8]
5% [10]
04 [11]
i [12]
o [19]
02 [14]

racl

e O o O I O O O oy O o O e WO o O e B

~
<rull>
_index : “packets-2016-10-08"
_tvpe : “poap_file”
_zcore : <null>

v

Property Grid

Eind |

Destination GeolP: Unknown
ip.addr

ipchecksum
ipchecksum ztatus
ipd=field

ipd=t

ipd=t_host

ipflags

ipfrag_offzet

iphdr_len

iphost

ipid

iplen

ipproto

iparc

iparc_host

ipttl

ipversion

Source GeolP: Unknown

192.168.11.1
0:00007chh

2

JzonObject
192.168.11.1
apdctb0246632a
JzonObject

0

20
apdctb0246632a
0:0000268f

i

17
192.168.11.24
192.168.11.24
128

I

AIICSIONweY is erween Aurdies
JSON viewer and editor application
on Windows.

ol JSON Viewer - O ped

File  Edit  Viewer Help
iewer [ Text
Paste Copy | Format Stripto(} - Removenew lines ($n) - View Selecked

[ -

1
* index": “packets-2016-10-08",
*“type™: "peap_file”,

“ score™ null
" source™ |
layers”: {
frame": |
“frameinterface_jd”
*frame encap_type"
“irame time’ “Sep 25, 2016 132552 475194000 YuD0 147,00 143400 13800 158 (Chul0 49000 148800128800 142
00 158",

SharkFestd A 6irofE u Archene Nefherlands A October 17-199 20162 @ <16eu

*frame offset shift”
“frame time: spoch”™

“frame number”: * 1
“framelen”: “ 77",

“frame protocols”
“frame coloring rule

00000000007,
“14747 776524 26194000°,

“frame time_delta™: "0.000000000",
“frametime_delta_displayed”: "0.000000000%,
“frame time relative”:

00000000007,

“framecap_len”: “ 77",

“frame marked”: " 0"

“frame ignared”: “ 0",
“ethethertypeipudpdns”,

name”; “ LIDP"

A #sf 1


http://jsonviewer.codeplex.com/
http://jsonviewer.codeplex.com/

(.\ /.Retrieving JSON data

2. Tshark can also output packets as JSON
and EK(ELK) for open source data analysis tool
used by Elastic Search, (Logstash,) Kibana.
tshark -T (json|ek) Tr stream.pcapng > temp.json
1: Read stream.pcapng, convert JSON | EK
2. Redirect output stream to a file named temp.json

Bl JvF fow — O *

C:¥User s¥megumi¥Desktop>tshark -T json -r stream. pcapng > temp. json
C-¥Users¥megumi¥Desktop>tshark -T ek -r stream. pcapng > tempZ. json
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A

8.Wireshark is the source
of big data analysis !
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(.\ 8.Wireshark Is the source of big data analysis !

Wireshark is almighty decoder, packet dissection is
not only for trace file analysis within Wireshark itself,
but also for the source of big data analysis !

WIRESHARK Ik e

Decode / dissection Seon Big data analysis Visuallize -
Full-text search Real-time analysis

g L|ve packet

We can recode everything in network using
Wireshark, and export dissection result as JSON,
JSON connect Wireshark with big data analysis.
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