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Megumi Takeshita, ikeriri network service 

2 

Å Reseller of Riverbed Technology ( 

former CACE technologies ) and 

Metageek, Dualcomm, Profitap and 

capture products in Japan 

Å Wrote 10+ books of Wireshark and 

capturing and network analysis. 

Å Attending all Sharkfest and translator  

 of QT Wireshark into Japanese 
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Wireshark as a Spy Watermark Pen 

ÅWireshark is a good tool that provides relevant 
information from packets.  

ÅIn this session, demonstrate useful 8 cases of 
decrypting and retrieving information from packets 
using Wireshark, including wireless (WEP/WPA2), 
SSL/TLS, HTTP/SMB/TFTP, raw data, and more. 
  

Decrypting and Retrieving Information from Packets  
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Wireshark is almighty decorder 

ÅDecrypting and retrieving information from packet 

1. Decrypting WEP/WPA2 data 

2. Decrypting TLS/SSL data with key pair 

3. Dectypting TLS/SSL data without key pair.  

4. Retrieving Unicode Characters 

5. Retrieving object files (HTTP/TFTP/SMB)  

6. Retrieving values of field 

7. Retrieving JSON data 

8. Wireshark is the source of big data analysis ! 

 



 SharkFest ô16 Europe Å Arnhem, Netherlands Å October 17-19, 2016 Å #sf16eu 

 
 

1. Decrypting WEP/WPA2 data 
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1. Decrypting WEP/WPA2 data 

ÅWEP decryption works well only with the key 
1. Capture packets using AirPcap or monitor mode driver 

2. Set WEP key in IEEE802.11 preference 

ÅWPA2 decryption needs full 4 way handshake 
1. Capture packets using AirPcap or monitor mode driver 

2. Check complete 4 way handshake with eapol filter 

3. Set SSID and passphrase in IEEE802.11 preference 
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1. Decrypting WEP/WPA2 data 

1. Capture packets using AirPcap or monitor mode driver 

wep.pcapng(http://www.ikeriri.ne.jp/temp/) 

wep.pcapng 
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1. Decrypting WEP/WPA2 data 

2. Set WEP key in IEEE802.11 preference 

WEP key : kashiwagiyuki (6b617368697761676979756b69) 
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1. Decrypting WEP/WPA2 data 

Check #458 in trace file wep.pcapng 
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1. Decrypting WEP/WPA2 data 

1. Capture packets using AirPcap or monitor mode driver 

wpa2.pcapng(http://www.ikeriri.ne.jp/temp/) 

wpa2.pcapng 
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1. Decrypting WEP/WPA2 data 

2. Check complete 4 way handshake with eapol filter 

Note: Trace file must contain complete set of 4 way handshake 
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1. Decrypting WEP/WPA2 data 

3. Set SSID and passphrase in IEEE802.11 preference 

Passphrase : kashiwagiyuki  SSID : cleartext 
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1. Decrypting WEP/WPA2 data 

Check #16 in trace file wpa2.pcapng 
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2. Decrypting TLS/SSL data 

 with key pair 
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2. Decrypting TLS/SSL data with key pair 

1. PEM format file ( certification with public and 

private key ) needed for decryption 

Collect and convert information from server 

2. Capture packets including SSL 

Check SSL/TLS handshake in a trace file 

3. Set server ip, tcp port, protocol and key(PEM file) 

in SSL preference 



 SharkFest ô16 Europe Å Arnhem, Netherlands Å October 17-19, 2016 Å #sf16eu 

 
 

2. Decrypting TLS/SSL data with key pair 

1. PEM format file ( certification with public and 

private key ) needed for decryption 

Collect and convert information from server 

IP address : 192.168.100.200 TCP port : 443 

Apache config : /etc/apache2/httpd.conf 

SSL config : /etc/apache2/sites-available/httpd-ssl.conf 

cert file :  /etc/apache2/ssl/cert-file.crt 

PEM (Privacy-enhanced Electronic Mail) 

contains server private and public key 
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2. Decrypting TLS/SSL data with key pair 

2. Capture packets including SSL (https://192.168.100.200) ssl.pcapng 

Check SSL/TLS handshake in a trace file  

 

ssl.pcapng 

https://192.168.100.200/
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2. Decrypting TLS/SSL data with key pair 

3. Set server ip, tcp port, protocol and key(PEM file) in SSL preference 

192.168.100.200,443,http,cert-file.txt 
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2. Decrypting TLS/SSL data with key pair 

Check #90,91 in trace file ssl.pcapng 
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3. Decrypting TLS/SSL data 

 without key pair 
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3. Decrypting TLS/SSL data without key pair 

1. Set system enviromental variable 

SSLKEYLOGFILE=Path of the premaster secret  

2. Capture packets using Chrome 

Check SSLKEYLOGFILE was generated 

3. Set (Pre)-Master-Secret log filename in SSL 

preference 
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3. Decrypting TLS/SSL data without key pair 

1. Set system environment variable 

SSLKEYLOGFILE=Path of the premaster secret  

SSLKEYLOGFILE = C:¥Users¥megumi¥Desktop¥ssl.key 
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3. Decrypting TLS/SSL data without key pair 

2. Capture packets using Chrome ( https://www.ikeriri.ne.jp/ ) ssl2.pcapng 

1. Check SSLKEYLOGFILE was generated 

ssl2.pcapng 

https://www.ikeriri.ne.jp/
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3. Decrypting TLS/SSL data without key pair 

3. Set (Pre)-Master-Secret log filename in SSL preference 

ssl.key 
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3. Decrypting TLS/SSL data without key pair 

Check #23,28 in trace file ssl2.pcapng 
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4.Retrieving Unicode Characters 
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4.Retrieving Unicode Characters 

1. Capture packets including Unicode Website 

(http://www.ikeriri.ne.jp/wireshark/cheer.html)  

2. Choose TCP packet, select Follow TCP Stream 

Byte stream between client and server shows up  

3. Select ñUTF-8ò from list box of ñShow and save 

data asò, we can read Japanese contents ! 
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4.Retrieving Unicode Characters 

1. Capture packets including Unicode Website 

(http://www.ikeriri.ne.jp/wireshark/cheer.html)  

Unicode( Japanese ) webpage stream.pcapng 
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4.Retrieving Unicode Characters 

2. Choose TCP packet, select Follow TCP Stream  

Byte stream between client and server shows up  
1. Select one of TCP packet, 

2. Right click and select ñFollowò from 

popup menu, 

3. Select TCP stream from sub menu. 
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4.Retrieving Unicode Characters 

3. Select ñUTF-8ò from list box of ñShow and save data asò, we can 

read Japanese contents ! 
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5. Retrieving object files 

(HTTP/TFTP/SMB)  
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5. Retrieving object files (HTTP/TFTP/SMB)  

1. Capture packets including object (HTTP/TFTP/SMB) 

(http://www.ikeriri.ne.jp/wireshark/cheer.html)  

note do not use cache mechanizm  

2. Choose File > Export Objects > HTTP ( also DICOM 

/ SMB / TFTP ) and HTTP Object list shows up  

3. Select ñSave Allò into a temporal folder and, 

we can retrieve CSS, ICO, JPEG, PNG, HTML, ZIP, 

and more. 
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5. Retrieving object files (HTTP/TFTP/SMB)  

1. Capture packets including object (HTTP/TFTP/SMB) 

(http://www.ikeriri.ne.jp/wireshark/cheer.html)  

note do not use cache mechanism  

Unicode( Japanese ) webpage stream.pcapng 
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5. Retrieving object files (HTTP/TFTP/SMB)  

2. Choose File > Export Objects > HTTP ( also DICOM / SMB / 

TFTP ) and HTTP Object list shows up  
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5. Retrieving object files (HTTP/TFTP/SMB)  

3. Select ñSave Allò into a temporal folder and, 

we can retrieve CSS, ICO, JPEG, PNG, HTML, ZIP, and more. 
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6. Retrieving values of field 
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6. Retrieving values of field 

1. If you need data values of field in the trace, 

tshark is the best CLI tool ( including Wireshark ) 

Use ïD option to check interface, 

capture packet with ïi interface  

write trace file with ïw trace file. 

2. tshark has ĂïT fieldsñ option to get the value of field 

with Ă-eñ Display filter ( common with -r tracefile ) 

3. Tshark is more useful connecting another command 

with redirect, pipe ( Windows 10 has bash shell )   
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6. Retrieving values of field 

1. If you need data values of field in the trace, tshark is the best CLI tool  

Use ïD option to check interface, capture packet with ïi interface  

write trace file with ïw trace file. 

Same order, 

Same setting 

as default 

Wireshark setting, 

Set ïi interface, 

-w trace file  

and capture 

packets in CLI 

( dumpcap is 

better) 
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6. Retrieving values of field 

2. tshark has ĂïT fieldsñ option to get the value of field 

with Ă-eñ Display filter ( common with -r tracefile ) 

Set Output style 

As field value 
Set ïe Display filter string of each fields 

Tshark checks Each packet and pick up 

matched value ( note : if there are no 

matched fields, tshark outputs blank line ) 
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6. Retrieving values of field 

3. Tshark is more useful connecting another command with 

redirect, pipe ( Windows 10 has bash shell )  

 
tshark -T fields -e dns.time -r stream.pcapng | find "0" | sort 

1:Read stream.pcapng, pick up dns response time (dns.time) 

   note: Not matched packet returns blank line 

2:Use pipe to filter whether there are ñ0ò string 

   note: time value has ñ0ò (may be J ) ) 

3:Use pipe to sort ascending. 

  Result 2.023554000 

             2.024042000 
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7.Retrieving JSON data 
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7.Retrieving JSON data 

1. JSON (JavaScript Object Notation )  is one of open 

source data format like XML, JSON is commonly 

used by many web application, data exchange. 

Wireshark can export packets as JSON. 

 You may check JSON file by JSON Viewer.  

2. Tshark can also output packets as JSON 

 and EK(ELK) for open source data analysis tool 

used by Elastic Search, (Logstash,) Kibana. 
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7.Retrieving JSON data 

1. Wireshark can export packets as JSON. 
1. Select File > Expert packet analysis > As JSON 

2. Set the range of packets, format of file type, and 

file name as XXXX.json in Export File dialog. 
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7.Retrieving JSON data 

JSON Viewer (http://jsonviewer.codeplex.com/ ) 

 ĂJSON ViewerĂ is an open source 

JSON viewer and editor application 

on Windows. 

http://jsonviewer.codeplex.com/
http://jsonviewer.codeplex.com/
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7.Retrieving JSON data 

2. Tshark can also output packets as JSON 

 and EK(ELK) for open source data analysis tool 

used by Elastic Search, (Logstash,) Kibana. 

tshark -T (json|ek) ïr stream.pcapng > temp.json 

1: Read stream.pcapng, convert JSON | EK  

2: Redirect output stream to a file named temp.json 
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8.Wireshark is the source  

 of big data analysis ! 
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8.Wireshark is the source of big data analysis ! 

Wireshark is almighty decoder, packet dissection is 

not only for trace file analysis within Wireshark itself, 

but also for the source of big data analysis !  

 

 

 

We can recode everything in network using 

Wireshark, and export dissection result as JSON, 

JSON connect Wireshark with big data analysis. 

Live packet 

Decode / dissection Big data analysis 

Full-text search 

 

+ 
Visualize 

Real-time analysis 
JSON 


