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Flow Graph is convenient |

bbs.pcap - Graph Analysis

192.168.1.100 192.168.1.104 192.168.1.102

w Graph is inconvenient ( *w*

Comment
TCP: fiippol-FOrty > 21624 [PSH, ACK] Se=1 Adk=1
TR 21624 > flippol-portl [FSH, ACK] seq=1 Ack=3
TCP: fiippol-porty > 21624 [ACK] Sen=3 Ack=3Win=|
TEP; Imsocialsenver > it [SYH] Seq=0 Win=td240
TGP: http > Imsocialserver [5vN, ACK] Sen=0 Ack=1,
TCP: Imsotiatssrver = htp [ACK] Sen=1 ACk=1in:
HTTF; FOST b/ HTTF/L.1 (application/s-wew-form,
TGP: http > Imsocialserver [AGK] Seq=1ACk=468W.
HTTF: HTTF/1.1 2000K (bexct/htrnl)

TP Imsecialserver + hitp [ACK] seq=a68 Ack=103|
TCP: http > autonee [FIN, ACK] SEq=1 Ack=1Win=3]
TEP: aubonoc > http [ACK] S=q=1 Ack=2 Win=te6¢]
RIPV1: Response

TCP: autonoe > http [RST] SEq=1Win=0Len=0

TR http = Imsocialserver [FIN, ACK] S8q=1038 Ack
TCP: Imsotiatssrver = hitp [ACK] e

68 Ack=103|

mAt—————————— V| TP wimc-log-sve > http [SYM] Seq=0wWin=64z40Le| o,

>

i 81,222,201.222 210,138.35.74
0557500 e S22 Ul
0739258 o flppoporti 218,
7.246768 “mmsoc\a\sarvar = b'fw
7.479081 o fife > Imsodialsery,
7479245 .. msodialserver = sit
7.479728 |, POST fbbs/ HTTRQ, 1
7.877381 o fitge > Imsodialsery,
8.360405 ““EILTPZLI 200 0K (gm
8.547038 1 insodalserver » Hit
14.432222 http > autonoc (I
14.432281 lmaju;ancc = http ACﬁMm
15.504831
18.617573 2Ugenoc = http [RST
24.462192 o fibp > Imsodialsery,
24.462348 o |msodalserver » it
24.835171
>
Save As Close
a mDNS.pcapng - Graph Analysis
T 20:13:2b:689:f4:fa NecAcces_b:33:d7 Logitec_63:ascf
ffffeffiff: 7f:b7 Broadcast

0.000000000
0.003984000 Flmedcrm frame, EH\I—;ZUZJ

0.015115000 Begon frame, SN=33
0.016118000 Baacon frame, SN
0.058622000
0.063493000
0.064868000
0.068404000
0.107140000
0.111992000
0.117404000
0.118491000
0.162124000
0.167999000
0.191123000
0.208994000
0.214866000

Beacon frame. SNg15
L ]

Save As

Cormment
80211 Beacon frame, SN=1507, FN=5, Flags=
202 11; Beacon frame, SN=2202, FN=0, Flags=..
80211 Beacon frarme, SN=3377, F=0, Flags=
80211 Beacon frame, SN=3378, FN=0, Flags=
! 502.11; Beacon frame[malformed Packet]
Beacon frame, SH=3195, Fii=0, Flags=
Probe Request, SN=2467, FI

0, Flags=.
geacen frame, SH=3196, FN=0, Flags=..

acon frame, Si=2203, FRi=0, Flags=.
con frame, Si=2485, FN=0, Flags=.

b frame, sH=3379, FN=0, Flags=...

* Easy to Visualize
e Easy to understand

e Especially easy to encourage
not-packet people to explain

V4

* Difficult to understand
dulation ( time lag )

* Difficult when traffic is large (
especially 10 more nodes )

e Difficult when flow continues

long and need to scroll a lot



Quick TIPS for Good Looking

e Filter traffic less than screen width

mDNS.pcapng - Graph Analysis = B P |
A pppoe-connaction-process.poap - Graph Analysis
. 20:f3:2:89:4:fa NecAcces_b9:33:d7 Logitec_63:a8:cf
Ll [ i Broadeast Comment
0,000000000 Beacon frame, SHg15 £02.11: Beacon frame, SN=1507, FH=5, Flags= Tima ramaha_31:ba:c0 AlliedTe_c5:fc:40
0.003984000 Beacon frame. SNE32 202,11 Beacon frarme, Su=2202, FNi=0, F " Broadcast Comment
0.015119000 Beggon frarne, SN=33 802 11: Beacon frame, SN=3377, FN=0, Flags=__.___, : h . . o
0.016118000 o Besconframe. S 0.000000 ln’,‘\MMJTm FFFOED: Active Discovery Initiation (FADT)
0058622000 0.001023 - Active Discovery Of o FPROED: Active Discovery Offer (PADO)

0.063493000
0.064868000
0.068404000
0.107140000
0.111992000
0.117404000
0.118491000
0.162124000
0.167999000
0.191123000

0.003213 Active Discovery Re . FPROED: Active Discovery Request (PADR)

Scrolling horizontal owis: | e swmosmmie Do e et o)
is so painful Just press arrow key and |

uest
ject
=4

0.208994000
0.214866000

W ‘502 11: Beacon frame, Sh=2204, Fri=0, Flags=

|y ————————— | 802.11: Beacen frame, SN=2487, FN=0, Flags=......| S C r‘o I I d OW n
> >

ALIUE=MAabsoc010a593806

Save As Close ME='userz@isp', WAL E=(adatsl;
0.011712 o Success (MESSAGE=" - PPP CHAP: Sucress (MESSAGE=")
0,012944 W Configuration Reque lﬂi PPP IPCF: Configuration Request
0,013322 0 Configuration Reque W FFF IFv&CF: Configuration Request
3.022464 m Configuration Reque ™ FPF IPvECP: Configuration Request
2.023008 s Corfiguration Reque s PPP IPCF: Configuration Request o
> >
Save As Close

* Use aliases for multilayer ( eth /ip )

manuf and hosts ( don’t forget to enable name
resclution and disable external name server



Use ping —a and get IP with Name

* At First look for computer name and IP address
for /I %I in (12 1,14) do ping -a 172 16.0.%i -n 1

£ioin (12,1,14) do ping -2 172.16.0.%1 -n 1

nirping —a 172.16.0.12 -n 1

t=bkumotan. ikeriri




Use arp —a and get [P with MAC

* Then get IP address and MAC address
arp -a | find "172.16.0"

St¥lsers¥meaunivarp -a | find 7172.16.07

A2 172.16.0.12 --

MAC




Combine record and create files

I | About Wireshark - B

 manuf (UTF-8/LN)
add MAC IP
00:26: 18373400 tsukumotan_ethd

44:87:Fc: 77 4a:dd emachine eth!

%C:C] 21010103122 viera_etht Double click to find directory

* Hosts (UTF-8/LN)

add name IP / N

172.76.0.12 tsukumotanIP! Use same or related name
H%}g 8 E ﬁTgiQ"EgSH “tsukumotan_eth” in manuf

“tsukumotan” in hosts




Somehow handsome ?

* Want to debug in layer 2
(not use name resolution CheckOFF“enable network

Mo,

* Want to look in layer 3

Mo,

layer”)

Time

Q00000000
L Q00208000
LS5 E807000
LBE0022000
L 982414000
LGBE2F4 7000
LBEEZ20000
LSBT 14Te000
LB74054000
LS4 310000

P owom - 3o B ora
N VI 1 R, T, R Y SO Y

Source
tsukumotarn_eth
emachine_eth

172.16.0.12
172.16.0.15
172.16.0.12
172.16.0.13
172.16.0.12
172.16.0.13
172.16.0.12
172.16.0.13

10. 593752000 tsukumotan_eth
10, 800065000 viera_eth
10, 000070000 172.16.0.12

Destination
Eroadcast
tsukumutarﬂme
172.16.0.2
172,16, 0, .0.000000000
172,14, 0, 0.000208000
172.16. 0, ;4958507000
172.16. 0, 4960022000
172.16. 0, 952414000
172.16, 0, >552747000
© 6,958220000
;Ei;ﬁg&gé'aw1ﬂswo

7.974054000
TSUKUMOT AL 9241 0000

172.16.0.: 10.598752000

10.600066000
10.600075000

Protocol Length Info
ARP 42 who has

tsukurnotan_eth
Broadcast

Who has 172.16.0,13
1ay 1as
Ly 17216043 isat4

emaching_eth

172.16.0.13
172.16.0.12

13y

Who has 172.16.0,14
1ay (L]

1as

Echo {ping) request
1ay (]

ho {ping) repl
1ay 1as
Echo {ping) request
1ay [ay

ho {ping) repl
1as

1ay
Echo {ping) request
193 ]
Egho (ping) reply
193 103
Echo (ping) requgst
193 ]
ho {ping) repl
193 103

172.16.0.14 isat 8

13y

Echo (pin
1as

Erhn fhir

Comment

ARP:Who has 172.16.0.137 Tell 172.16.0.12
ARP:172.16.0.13 s at 44:87:fc:77:4a:dd

ICMP: Bcho (ping) request id=00001, seq=79/2C
ICMP: Echo (ping) reply  id=0x0001, s2q=79/202
ICMP: BEcho (ping) request id=00001, seq=250/2C
ICMP: Echo (ping) reply  id=m¢0001, seq=20/204
ICMP: Bcho (ping) request id=0«0001, seq==51/2C
ICMP: Echo (ping) reply  id=0x0001, s2q=81/207
ICMP: BEcho (ping) request id=0«0001, seq=582/2C
ICMP: Echo (ping) reply  id=0¢0001, s2q=582/209
ARP:Who has 172.16.0.147 Tell 172.16.0.12
ARF:172.16.0.14 is at ecic1:21:f5:50. a3

ICMP: BEcho (ping) request id=0«0001, seq=53/21

Enable for network layer (not use external name resolver)

Time Source
1 0.000000000 tsukumotan
2 0.000208000 emachine
3 4.958A07000 tsukumotan
4 4960022000 emachine
5 5.962414000 tsukumotan
6 5.962747000 emachine
7 B.0968220000 Tsukumotan
8 6.971476000 emachine
G 7.5974054000 tsukumotan
10 7.5974310000 emachine
11 10. 598752000 tsukumotan
12 10. 600066000 wiera
15 10. 600076000 tsukumotan
14 17 ANTAT OO0 v se e

Destination

Broadcast ARP
tsukumotan ARP
emachine ICMP
tsukumotan ICMP
emachine ICMP
tsukumotan ICMP
emachine ICHMP
tsukumotan ICMP
emachine ICMP
tsukumotan ICMP
Eroadcast ARP
tsukumotan ARP
viera ICMP
+oilrmntan Trmp

Protocol Length TIMe

4+ 4 958607000

+,4.950022000
7¢ 5.062414000
7 5.962747000
4 5,068220000
7 5,071476000
?i 7.074054000
+, 7:974310000
43 10.600075000
&¢ 10.602610000

F4OECADT CPINGL
T4 Eq-rbhn fRARATT P

tsukurmotan viera
ernachine
Echo (ping) request
a3 a3
ho (ping) repl
193 19
Echo (ping) request
1aj - 10
ho (ping) repl
193 133
Echo (ping) request
103 T
ho (ping) repl
1) |23
Echo (ping) request
|y 13
ho (ping) repl
- ho (ping) request
Echo (ping) reque; ~
103 n ping ql 103
- Echo {pi
o {ping) reply @
Falia frient cmmiinm

Comment
IZMP: Eche (ping ) request ic
IZMP: BEcho (ping) reply  id-
IZMP: BEcho (ping ) request ic
IZMP: Bcho (ping) reply  id-
ICMP: Eche (ping) request ic
IZMFP: Eche (pingreply  id:
IZMP: Bcho (ping ) request ic
IZMP: Echo (ping) reply  id-
IZMP: Bcho (ping) request ic

ICMP: Echo (ping) reply  id:



More handsome looking 7

* First export CSV from Wireshark
(Export packet dissectors as CSV)

* Use Excel or some tools to recognize duration from

CSV files exported from Wireshark

e Creating macro to adjust row’s width according to
time duration ( | hope wireshark do so )

A

(RTFSDIRPA(D

SFESUER
[ |
F0tu

3173y

A

PC

%

Fuha-4

Wireshark: Export File

Sharkfest2014 v| @ ¥ &= [~
c
&l E2i=lsd =
[¥] 6] SharkBytes_2014_ikeriri.csv 2014/08/01 22:08 Microsoft Exc
€ >
7 RN Shark Bytes_2014_keriricsy v 1377(5)
274 DEER(T: SV (Comma Separated Values summary) (¥csv)  w i
AJLICH
Facket Range Facket Format
Epiued  (OfEERd [¥] Facke t summary line
@) All packets 2 [¥] Packet de tails
Salected packat 1 ——
Marked packets o
First to last marked [[]Packet Bytes
Ranee: [ o [[]Each packet on 2 new

Remoue lgnared packe ts

[ T ENE R

RIORIRIRI R R R R R e e e B
D = N N N Y

=
f=]

1

Time

B C [a} E

Source
0 tsukumotar Broadcast ARP

2| 0000208 lemachine  tsukumotar ARP

3

4858607 tsukumotarermachine ICMP
4960022 emachine  tsukumatarIGMP
5962414 tsukumotaremachine ICMP
5862747 emaching  tsukurmotar IGWMP

696822 tsukumotaremachine IGMP
6.971476 emachine  tsukurmotar ICMP
7974054 tsukumataremachine 1GMP

7.57431 emachine tsukumaotar IGMP
1059875 tsukumatar Broadcast ARP
1080007 viera tsukumotar ARP

1060008 tsukumotarviera ICMP
10680262 wviera tsukumatar IGMP
11 60394 tsukumotarviers ISP
11 60625 viera tsukumotan ICGMP
1281181 tsukumotarviers ICMP
1261225 viera tsukumotar ICMP
1361962 tsukumatarviera ICMP

1362142 viera tsukumotarn ICMP
1559983 Fortinet_bf:tsukumotar ARP
15 59985 tsukurnotar Fortinet_bf: ARP

Destinatior Protocol

G H I ] K L

Info

42 Who has 172160137 Tell 17216012
6017216013 is at 4487 fc77 4add

74
74
74
74
74
74
74
74

Echo (ping) request id=0x0001 , secr78/20224, tH=128 (reply in 4)
Echo (ping) reply  id=0x0001, secFE75/20224, tH=128 (request in 3)
Echo (ping) request id=0x0001 , secrB0/20480, tH=128 (reply in 6)
Echo (ping) reply  id=0x0001 | secFR0/20480, tH=1 28 (request in 5)
Echo (ping) request id=0x0001, seceB1 /20736, tt=128 (reply in 8)
Echo (ping) reply  id=0x0001 , secEB1 /20736, tH=128 (request in 7)
Echo (ping) request id=0x0001, secF82,/209592, tH=128 (reply in 10)

Echo (ping) rephy  id=0x0001 , secF82/20992, tt=125 (request in 8)

42 Who has 172160147 Tell 17216012
6017216014 is at Bocl 21 /5588

74
74
74
74
74
74
74
74

Echo (ping) request id=0x0001, secrB3/21248, tt=128 (reply in 14)
Echa (ping) reply  id=0x0001, secF83,/21248, tt=64 (request in 13)
Echo (ping) request id=0x0001, secFB4/21504, tt=1 28 (reply in 16)
Echo [ping) reply  id=0x0001, secF84/21504, tt=64 (request in 15)
Echa (ping) request id=0x0001, secrB5/21760, tt=128 (reply in 18)
Echo (ping) rephy  id=0x0001 , secE85/21 760, tH=64 (request in 17
Echa (ping) request id=0x0001, secFB6/2201 6, tH=128 (reply in 20)

Echo (ping) reply  id=0x0001 , secF86/22016, tH=64 (request in 193]

60 Who has 172160127 Tell 1721601
4217216012 is at D026:18:37:3a50



Create some macros

Sub set _duration()

Dim i As Long

Dim In &s Long

Dim h As Long

For i = 2 To 20
"changze Row Hight
h = (Cells(i + 1, 1) - CellsCi, 1)) % 10
Cells(i, 1).RowHeight = h

"set RowHizht o )
| n = D'E | | = |: | ] :I - HD'.'-'HE | ght FFAILE(N): | SharkBytes 2014 ikeriri.xlsm
HE}{t TP ILDEEE(T): | Excel ¥H/O0EITwl (*.xlsm)
End Sub | - _
ERE: TITF E A4 S5MEN
A B iz ] E F 3 H I ] 4 L
Mo Tirme tn] B gw= Destinatior Protocol  Length Info
1 0 tsukumotar Broadoast ARP 42 Who has 172160137 Tell17216012
2| 0000208 emachine  tsukumotar ARF GO17216.013 is at 4487 Ffc 77 Aaxdd
3| 4958607 tsukumataremachine ICMP 74 Echa (ping) request id=0x0001, seq=79/20224, tH=128 (reply in 4)
4| 4960022 emachine tsukumotar [CMP 74 Echo (ping) reply  id=0x0001 | secE78/20224  t11=128 (reqguest in 3)
Bl 5962414 teukumotatemachine [CMP 74 Echo (ping) reguest id=0x0001 | 228020480, tHI=128 (raply in &)
6| 5962747 emachine tsukumotar IS MP 74 Echo (ping) reply  id=0x0001 |, secF30/ 20480, tH=128 (reqguest in 5)
7| 696822 tsukumotatemachine ICKMP 74 Echo (ping) reguest id=0x0001 | secef1 /20736, tH=128 (reply in 8)
8| 6971476 emachine tsukumotarICMP 74 Echao (ping) reply  id=0x0001, secFR1 /20736, ttI=128 (request in 7)
8| 7874054 teukumotatemachine [CMP 74 Echo (ping) reguest id=0x0001 | sa 82 /20092 =128 (rephy in 10)
10| 797431 emachine tsukumotar ICKMP 74 Echo (ping) reply  id=0x0001 |, secF82,/20892, t1=128 (reqguest in 9)
11| 1058875 tsukumotar Broadoast ARP 42 'Who has 172160147 Tell172160172
121 1nANNNT iara el rnntar ARP AN AT?1ANAA e at Berd 21 %R0 -aa




Lookin

B C [x] E F

MNo.

@~ ® e w =

@

10

19

R RSy T}

Time Source Destinatior Protocol  Length
0 tsukumotar Broadcast ARP
0000208 emachine  tsukumatar ARP
4858607 tsukumotaremachine  ICHMP

4860022 emachine tsukumatar [CWP

G H I )
Info
42 Who has 172160137 Tell17216012
6017216013 is at 4487 fc77 dadd

74 Echo (ping) request id=0x0001, secF79,/20224, tt=128 [reply in 4]
74 Echa (ping) reply  id=0x0001, s20779/20224, 11128 (request in 3

K L

5.862414 tsukumataremachi
5962747 emachine  tsukur

686822 tsukumotaremachi
6871476 emachine  tsukum
7874054 tsukumataremachi

757431 emachine  tsukum
1059875 tsukumotar Broads:

1 AAONNT 1dara ek

Time Sou

0020208 emachine

4 850022 emachine
50862747 emachine
65971476 emachine

757431 emachine

1080262 viera
11 GO6Z5 viera
1261225 viera

1362142 viera

]
Echa [ping) request id=0x0001, seceB0/20450, tt=128 (reply in 6)
Echo [ping) reply  id=0x0001, 8 cFB0/20480, tI=128 (request in 5)
Echo {ping) request id=0x0001, secefl /20736, tt=128 (reply in &)
Echo (ping) reply  id=0x0001, secFB1 /20736, t17128 (request in 7)
Echa (ping) recuest id=0x0001, sec52/20992, t=128 (reply in 10)
Echa (ping) reply  id=0x0001, secFB2/20992, tI=1 28 (request in 9)
Who has 172160147 Tell17216012

172 1A N1 is ot fired 91 F RS2

Destinatior Protocol  Length

tsukumotar ARP

tsukumotar ICMP
tsubkumotar ICMP
tsukumotar ICMP

tsukumotar ICMP

tsubkumotar ICMP
tsukumotar ICMP
tsubkumotar ICMP

tsukumotar IG kP

1555983 Fortinet_bf:tsukumotar ARF
15595935 tsukumotar Fortinet_kbf ARF

BO17216013 is at 4487 fc7 7 4add

74
74
74

74

74
74
74

74

d ? Handsome !|

Info

Echo (ping) renh
Echo [ping) renly
Echo (ping) renh

Echo (ping) reply

Echo [ping) renly
Echo (ping) renh
Echo (ping) renly

Echo (ping) rephy

TIME DURATION

id=0x0001 | secE78 /20224 tt=128 (reouest in
id=0x0001 | secF30/20480. tH1=1 28 (reousst in
id=0x0001 | seceat /20736, tH=128 (reouest in

d
5]
5
id=0x0001 , sece82 /20882, tt1=128 (request in 9
3
5
2
5

id=0x0001 | secF33/21 248 t11=64 (recusst in 1
id=0x0001 | secead /21504 tt=64 (reousst in 1
id=0x0001 | secF85/21 760, t11=64 (recuest in 1

id=0x0001 |, secFa6/ 22016, tt=64 (request in 1

)
]
)
)
|
)
|
)

G0 Who has 172160127 Tell17216.01
4217216012 is at 00:26:18:37:3a50



Thankyou




